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1 Introduction

A key component in distributed computer systems is the naming facility: the means by which global, high-
level names are bound to objects and by which objects are located given only their names. High-level names
are user-assigned character-string names, such as file names, user account names, mailbox names, host names,
and service names. These names are distinguished from system-assigned low-level identifiers such as process
identifiers and open file handles. A global naming facility provides names for objects in the system that can

be passed between clients without change in interpretation, often referred to as absolute names.

In this paper, we present a decentralized approach to naming, using the paradigm of problem-oriented
shared memory [4]. Conceptually, a global naming facility can be realized as a single global directory that
records all bindings between global names and objects. This directory can be viewed as a shared memory that
is accessed by all nodes in the distributed system. In our design, the global directory is partitioned across
multiple servers and accessed by multiple clients connected to a network, analogous to multiple memory
boards and multiple processors connected to a backplane. Each client maintains a cache of names to reduce
network traffic, with a cache miss producing a broadcast or multicast to the participating servers. Various
aspects of the design, particularly cache cousistency, rely on the semantics of the problem domain, in this
case, naming. Besides consistency maintenance, problem-oriented aspects of the design arise in caching
optimizations and handling of specialized naming operations.




We examine how the problem-oriented shared memory paradigm leads to an efficient, reliable, extensible,
and network-transparent naming facility, drawing on experience with our design as implemented in the V
distributed system [5]. We conclude that ours is a feasible approach to high-level naming in distributed
systems, with several advantages over the morc conventional approach of using dedicated name servers.

The next section describes our design in detail, while section 3 discusses general properties of the design,
including its cfficiency, reliablility, extensibility, and network transparency. In section 4 we present perfor-
mance measurements of the design as realized in the V distributed system. Section 5 presents an application
of decentralized techniques to low-level naming, and section 6 compares our approach to naming with related
work. We close with conclusions and an indication of future directions.

2 Design

Conceptually, our naming facility is a system-wide global directory providing reference by high-level name
to objects implemented by multiple object managers. The global directory contains a (name, ob ject)-tuple
for each binding of global name to object.! Each client may also have its own directory of bindings from
local names (or aliases) to global names. The naming facility provides operations for

e Binding names to objects
¢ Removing name bindings
o Name mapping: finding objects bound to a given name

o Inverse name mapping: finding the name bound to a given object

In our decentralized design, the global directory is distributed across the object managers such that each
object manager stores and maintains that portion of the directory corresponding to the objects it implements.
Each client maintains a cache of bindings from name to object manager, as illustrated in Figure 1. When
a client invokes an operation using a high-level object name, the client checks its cache for an entry that
maps the name to an object manager. If a cache entry for the name is found (as is the case with name?2 in
Figure 1), the operation and name are then forwarded to the object manager indicated by the cache entry.
Otherwise, a query is multicast to the object managers to determine the correct object manager for the
named object (as is the case for name! in Figure 1). If an object manager responds, a cache entry is created
and the processing of the request proceeds as before, with the operation being forwarded to the responding
object manager. Otherwise, the specified object name is assumed to be invalid and an error indication is
returned to the client. .

Inverse name mapping is simply a lookup in the global directory using an object’s low-level identifier or
handle in place of its high-level name. We assume that the low-level identifier provides enough information
to determine which manager implenents the object in question, and hence which manager stores the portion
of the global directory containing its name. The same (absolute) global name is returned for a given object
even if the client originally accessed the object using a local name, alias, etc. Low level identifiers are not
standardized across all object types, so the inverse name mapping operators provided are manager-specific.

The design as described above follows the conventional implementation of shared memory in a multi-
processor. Each processor (client) has a cache which provides highly efficient access except on cache miss.
On cache miss, a request is broadcast on the backplane bus (network) for the missing entry, with the re-
sponse coming from one of possibly several memory boards (servers). Consequently, it has some of the same
advantages, namely:

o Efficiency. With a high cache hit ratio, average access time to the global directory is fast. (Mea-
suretnents indicate that our implementation in the V-System achieves a very high hit ratio; see section
4.1.1)

1 Note that high-level names are bound directly to objects, not to low-level names (such as globally unique numeric identifiers).
Our design views high-level names as the only permanent, globally unique identifiers for objects.
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¢ Reliability. The failure of an individual server (memory board) only disables access to the portion of
the name space it implements.

o Extensibility. The global directory can be extended by simply adding new managers (inemory
boards).

However, consistency maintenance and the provision of specialized naming operations, such as inverse name
mapping, require problem-oriented techniques that exploit the semantics of the naming operations on this
directory “memory.”

The name caches attempt to replace multicast network access with directed or unicast network access
to the object manager, not to eliminate network access, for we assume that every operation on an object
specified by name requires communication with the object’s manager. In this respect our design differs from
the general shared memory model. In the case of shared memory, eliminating bus access is possible because
the cache can maintain complete local copies of the named objects (memory cells). With high-level naming
of more complex and varied objects, however, caching the objects themselves is not feasible. Instead (in
effect), our design caches each object’s last known location.

The following subsections describe naming-specific techniques used to provide cache consistency, to ensure
good cache utilization, and to implement various specialized naming facilities.




2.1 On-Use Cache Consistency

Information in one or more client caches may become invalid {(or stale) when a change is made to the name-
object mapping in the global directory. In our design, stale name cache entries are detected and corrected
upon use, exploiting the fact that names are only used as part of performing some operation on the named
object. To perform the operation, the client must access the object manager for the object and this object
manager is, by design, the authoritative storage site for the portion of the global directory that names the
object.? If the cache entry is stale because the object manager it specifies no longer exists, the communication
system signals failure to the client when the client atteinpts to communicate with the manager. If the object
manager exists but no longer stores the named object, the object manager returns a failure indication to the
client after examining the name (or portion of the name) passed with the operation request,

When a failure is detected in either of the above two cases, the offending cache entry is deleted, a query
is multicast to refresh the cache entry, and the request is tried again. If the multicast query fails or the
subsequent retry of the operation fails, an error indication is returned to the invoker of the operation.

On-use cache consistency is much simpler and more efficient to implement in a network environment than
cache consistency protocols that require cached information to be consistent at all times. For example, the
currently-popular “snoopy” cache protocols for multiprocessors [1,10,11,12] depend on reliable broadcast to
notify processors of changes to data that may be in their caches. Such protocols are not practical in our
application, since as argued in [8], it is costly to achieve reliable broadcast over an unrcliable network. There
also a substantial cost in delivering updates to clients that do not have the changed information in their
caches. One can, of course, reduce these costs by keeping a central record of which caches contain each data
item and transmitting updates only to the affected caches. This approach still requires reliable multicast (or
the equivalent series of unicasts), however, and imposes an additional record-keeping burden as compared
with on-use consistency.

2.2 Contexts and Context Identifiers

In our design, the name space is hierarchically structured, and we refer to each internal node of the naming
hierarchy as a contezt [19]. Names are pathnames in that they describe a path through the hierarchy,
beginning at (i.e., relative to) some specific context. Absolute names are those that begin at the root
context. -

While providing this familiar hierarchical name space, our design maintains a strict division of the global
directory among object managers, using a technique we call vertical partitioning. Each object manager
implements a tree of contexts starting at the root of the complete name hierarchy, thus storing the absolute
names of the objects it implements. Some contexts (the root in particular) are implemented by multiple
object managers. Such multi-manager contexts are partitioned across the managers that participate in their
implementation. Each participating manager stores only that subset of the context needed to name objects
it manages.’ ' ,

An example of vertical partitioning is shown in Figure 2. The root context, here represented by “r,
has two descendants, /A and /B. /A is implemented by manager 1 as a single-manager contezt, meaning
that all objects with prefix /A are implemented by manager 1. Similarly, the context /B/M is implemented
by manager 2, while /B/N is implemented by manager 3. In this example, /B is a multi-manager context
since some objects with this prefix are implemented by manager 2 and some by manager 3. Within /B, the
binding from name M to context M is stored only by manager 2, while the binding for N is stored only by
manager 3. v

Object managers can join or leave the naming hierarchy at any time. For example, assume manager 1
in the above figure is a file server. As the load on the server grows, eventually it may become necessary to

2Even simple query operations that could potentially be satisfied by cached information alone, actually verify the cached
information with the associated manager before returning it to the client.

3The partitioning is called vertical by analogy with “vertically integrated” manufacturing companies. Each object manager
is self-sufficient, implementing a complete tree of contexts extending vertically to the top of the hierarchy.
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Figure 2: Example of a Vertically Partitioned Name Space

move some of its files to a new server. Assume that the subtree beginning with /4/C is copied to the new
file server and deleted from manager 1. Now the new file server can join the naming hierarchy, sharing the
implementation of context /A with manager 1, and that of / with all the other object managers. Adding
a new object manager in this way is analogous to mounting a new UNIX [17] file system as a new entry in
an existing directory. The difference is that each object manager in our design maintains its own knowledge
of where it is “mounted” in the global name space—the previous implementors of the existing directory
{context) do not store the new entry, nor is it recorded in a global “mount table.”

A context can be referenced by its absolute name, or by its contezt identifier: a compact low-level
identifier that is effectively a pointer into the name space, providing direct, efficient access to the object
manager(s) implementing the context. Referencing an object using a context identifier plus relative name
allows the name lookup to start at the identified context rather than from the global root, thereby reducing
the need for multicast and reducing the length of the name that must be looked up by the object managers.
In V, a context identifier is structured as a (manager-id, specific-conteat-id) pair, where the manager-id is
a process identificr or process group identifier specifying the object manager(s) that implement the context,
and the specific-contest-id is mapped by the identified manager(s) to one of the contexts they implement.

When a context is renamed, its old context identifier becomes invalid and another is assigned. Thus, in
effect, a context identifier is bound to a context name, not to the context object itself.

[




2.3 Prefix Caching

Qur design exploits the hierarchical nature of the name space by using prefiz caching—the caching of name
prefixes rather than full names. With a prefix cache, a cache hit cccurs when a cache entry matches some
prefix of the name and not necessarily the entire name. Thus, one cache eniry serves as a “hit” for a
potentially large set of names. For example, if the root context consists of 10 immediate subcontexts that
are strictly partitioned across 10 ohject managers, then a client cache containing these 10 entries eliminates
use of multicast for valid names cntirely, independent of the total number of names in the system.

Entries in the prefix cache map from name prefixes to context identifiers, allowing the mapping of an
absolute name that hits in the cache to proceed with the efficiency of relative name mapping. For example,
referring again to Figure 2, if the cache contains an entry for the prefix /B/N, all operations using a name
with that prefix are unicast directly to manager 3 rather than requiring multicast to locate the correct
manager. An operation specifying the name /B/N/V/Q results in the suffix V/Q being transmitted to
manager 3 together with the context identifier for /B/N.

2.4 Context Identifiers as Hints

Context identifiers are provided as hints. That is, a context identifier is allowed to become invalid even
if the correspouding character-string name is still bound to the same context. For example, if a V object
manager crashes and is restarted under a-different process identifier, all its old context identifiers become
invalid (since they contain the manager’s process identifier as a subfield), even if all the objects it manages
are recovered.

This treatment of context identifiers has several advantages. First, a context identifier can contain
information that makes it easy to find the context’s current manager (e.g., its process id), since the identifier
is permitted to change when the manager changes. Further, context identifiers need not be allocated for
contexts that have never been queried, and need not be kept in stable storage. In particular, the object
manager can use in-memory descriptors to identify the context name bound to each context identifier it has
returned in response to a name query. The descriptors can be discarded across object manager crashes, or
more frequently if memory is limited.* In-memory descriptors have proven particularly convenient for object
managers implemented at guest level in an existing operating system, such as one we have implemented to
provide access to UNIX files from the V-System.

Invalidation of context identifiers introduces another way in which prefix cache entries can become stale.
As before, such stale cache entries are detected and corrected on use. An invalid context identifier is detected
either by the communication subsystem identifying the manager-id portion as invalid, or by the identified
manager reporting the specific-context-id portion as invalid. When a client receives such an error response, it
proceeds by retrieving its stored copy of the context’s absolute name, multicasting a query for a new context
identifier, and retrying the name mapping.

We require object managers to maximize the recycle time for context identifiers, so that a context identifier
is very unlikely to be bound to a new context name when one or more client caches still contain a (stale)
binding of that identifier to some other name. Maximizing the recycle time is facilitated by providing a large
space of possible context identifiers. For example, a V context identifier is 64 bits wide: 32 bits for the object
manager identifier and 32 bits for the specific context identifier. This identifier space is large ecnough that,
for all practical purposes, a client cache will never contain an identifier for a previous object manager when
the manager identifier is reused for a new object manager,® nor will it ever contain an old specific context
identifier that is reused within an object manager.

1In practice, we find that each manager has sufficient memory that the invalidation of context identifiers is only necessary
when an object manager is rebooted, and therefore has little impact on performance.
5Creation of new object managers is an infrequent event.






































































