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Abstract

Designing a global c haracter-string naming facilit y is an imp ortan t and di�cult problem

in distributed systems. Pro viding global names|names that ha v e the same meaning on an y

participating mac hine|is a vital step in w elding a collection of individual computers in to

a single, coheren t system. But the nature of large distributed systems mak es it di�cult to

implemen t global naming with acceptable e�ciency , fault tolerance, and securit y: net w ork

comm unication is costly , system comp onen ts can fail indep enden tly , and parts of the system

ma y b elong to man y autonomous and m utually-suspiciou s groups. Existing name service

designs do not solv e the problem in full; ev en the b est curren t designs do not ha v e the

e�ciency or capacit y to name ev ery ob ject in a large system|they generally name only

hosts or mailb o xes, not �les.

This thesis in tro duces a new paradigm for name service called de c entr alize d naming.

Directories at di�eren t lev els of the global naming hierarc h y are implemen ted using di�eren t

tec hniques. The upp ermost (global) lev el emplo ys con v en tional distributed name serv ers

for scalabilit y , while at lo w er (regional and lo cal) lev els, naming is handled directly b y

the managers of the named ob jects. The name mapping proto col uses m ulticast for fault

tolerance and a sp ecialized cac hing tec hnique for e�ciency . A capabilit y system pro vides

securit y against coun terfeit replies to name lo okup requests.

The m ulticast name mapping tec hnique is sho wn to ha v e optim um resiliency , in the

sense that whenev er an ob ject is accessible at all, it is accessible by name. An analytical

mo del of cac he p erformance is presen ted, is v alidated b y comparison with measuremen ts

on a protot yp e implemen tation, and is used to set a limit on ho w large directories can gro w

b efore they m ust b e treated as global rather than regional. The capabilit y sc heme is also

analyzed: although it reduces b oth the e�ciency and resiliency of name lo okup, its impact

can b e made as small as desired b y limiting the frequency with whic h securit y p olicy is

allo w ed to c hange.

This tec hnical rep ort repro duces the author's Ph.D. thesis.
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Chapter 1

In tro duction

1.1 The Problem

Designing a global c haracter-string naming facilit y is an imp ortan t and di�cult problem

in distributed systems.

The problem is imp ortan t b ecause, without global names|names that ha v e the same

meaning on an y participating mac hine|a collection of computers can scarcely b e view ed

as a single, coheren t system. Chaos and confusion are the rule when hosts do not share a

common naming facilit y for globally a v ailable ob jects: users �nd that ob jects they called

b y one name when using one host are una v ailable or called b y another name when they

mo v e to another host; distributed or migrating programs �nd that the names they ha v e

b een referencing on one host are in v alid or ha v e di�eren t meanings on the next.

The problem is di�cult b ecause of the c haracteristics of a large distributed system.

Suc h a system can include a large and gro wing set of heterogeneous ob jects and hosts,

with individual hosts and parts of the net w ork sub ject to indep enden t and in termitten t

failure. P arts of the system ma y b e o wned and con trolled b y man y di�eren t autonomous

and m utually-suspiciou s groups|di�eren t individuals, di�eren t departmen ts within a uni-

v ersit y or corp oration, di�eren t corp orations, or ev en di�eren t coun tries. And of course,

ev en with to da y's high-sp eed net w orks, comm unication b et w een hosts is relativ ely costly

compared to lo cal computation.

These c haracteristics imp ose sev eral c hallenging requiremen ts on a naming facilit y . It

m ust gracefully accommo date gro wth in the n um b er and t yp es of ob jects (and hosts)

supp orted. It m ust b e fault-toleran t|failures at one p oin t in the system m ust ha v e little

or no e�ect elsewhere. Ideally , in fact, no matter ho w man y failures o ccur, an y set of hosts

that remain up and in terconnected should b e able to con tin ue in terop erating as usual.

It m ust supp ort secure op eration|in particular, it m ust solv e the c ounterfeit pr oblem:

ensuring that when a clien t program sends out an op eration request sp ecifying a target

ob ject b y name, it is not fo oled b y false (coun terfeit) resp onses from serv ers unauthorized

to bind that name. Y et the naming facilit y m ust b e e�cien t, minimizing comm unication

cost and a v oiding b ottlenec ks, particularly when clien ts reference nearb y or frequen tly-used

ob jects.

Sev eral designs for large-scale distributed naming facilities ha v e b een published [3,27 ,32],

but these e�orts ha v e generally fo cused on the naming of relativ ely \large" ob jects, suc h

as hosts or mailb o xes. Naming to the lev el of individual �les has not b een included, ap-

paren tly b ecause these approac hes do not o�er high enough p erformance to b e used ev ery

time a �le is op ened. Also, the lev el of a v ailabilit y they pro vide (through replication) is

not needed when referring to individual, unreplicated �les: when the con ten ts of a �le are

una v ailable, there is little utilit y in con tin uing to b e able to lo ok up its name.

A closer lo ok at the naming problem suggests that no single implemen tation strat-

1



2 CHAPTER 1. INTR ODUCTION

egy will b e appropriate for ev ery directory in a large hierarc hical name space, b ecause

directories near the ro ot of the tree can b e exp ected to ha v e substan tially di�eren t usage

c haracteristics from those near the lea v es. Extrap olating from the b eha vior seen in smaller

hierarc hical naming systems, suc h as the UNIX [34] �le system and the D ARP A In ternet

Domain Naming service [30], I exp ect the directories in a large-scale system to fall in to

sev eral broad usage classes, with the follo wing c haracteristics.

Directories near the ro ot are of glob al in terest; that is, the en tries they con tain are

accessed b y nearly all clien t hosts. They m ust therefore b e v ery highly a v ailable|at

least for name lo okup. These directories are also mo di�ed on o ccasion, but not nearly

as frequen tly as they are read. When c hanges are made, it ma y b e acceptable for them

to propagate slo wly through the system rather than app earing atomic, if this tec hnique

increases a v ailabilit y . Finally , a global directory is lik ely to con tain en tries for ob jects that

are under m ultiple di�eren t administrations, so the authorit y to mak e c hanges m ust b e

carefully regulated.

Directories in the middle range of the tree are of r e gional in terest; that is, eac h is

accessed mostly b y a group of clien t hosts that are geographically or administrativ ely close

to it|p erhaps b elonging to the same corp oration or division. High a v ailabilit y remains

imp ortan t, but it is acceptable for the directory to b ecome una v ailable if the region it

serv es fails en tirely . The rate of c hange is mo derate. En tries in a regional directory refer

to ob jects stored on m ultiple hosts, but generally all under the same administration.

Directories near the lea v es of the tree are primarily of lo c al in terest; that is, eac h is

accessed mostly b y a small group of closely-asso ciated clien t hosts|p erhaps b elonging to

the same departmen t or w ork group. Eac h directory at this lev el holds a set of related

ob jects|for instance, the set of �les con taining the source co de for a single large program|

t ypically all stored on the same host. These directories are frequen tly accessed, and also

c hange rapidly . In aggregate, most of the information stored b y a large naming facilit y

resides in the lo cal directories.

Giv en this view of the problem, it is logical to lo ok for solutions that use di�eren t

implemen tation tec hniques at di�eren t lev els of the naming hierarc h y . One suc h solution,

called de c entr alize d naming, is in tro duced and ev aluated in this thesis. It is sho wn to

ha v e attractiv e fault tolerance, e�ciency , and securit y prop erties, and its practicalit y is

demonstrated b y a substan tial protot yp e implemen tation for the V distributed op erating

system [7].

1.2 Decen tralized Naming

In preparation for Section 1.3's summary of researc h con tributions, this section giv es an

o v erview of decen tralized naming and de�nes some necessary terminology .

Decen tralized naming uses three directory implemen tation tec hniques| glob al, r e gional,

and lo c al |corresp onding roughly to the three usage classes describ ed ab o v e. Glob al di-

rectories are stored b y sp ecialized dir e ctory servers; for fault tolerance, they are fully

replicated. R e gional directories are partially replicated, with en tries distributed across the

ob ject managers that implemen t ob jects named relativ e to them. Eac h lo c al directory is

stored exclusiv ely b y one ob ject manager.

This naming tec hnique is called de c entr alize d b ecause eac h ob ject manager handles the

naming for its o wn ob jects. In fact, eac h ob ject manager kno ws the full absolute pathname

for ev ery ob ject it implemen ts; it is a p articip ant in the implemen tation of eac h directory

along the path. (A participan t in a directory is a serv er that holds an authoritativ e record

of one or more en tries in that directory .) F or example, in Figure 1.1 b elo w, �le serv er 1

implemen ts a lo cal directory named [edu/stanford/dsg/bi n , so it is also a participan t

in the directories [ , [edu , [edu/stanford , and [edu/stanford/dsg , holding the en try
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for edu in the directory [ , the en try for stanford in the directory [edu , and so forth.

1

An ob ject manager ordinarily records only those directory en tries required to de�ne the

absolute names of the ob jects it manages. F or example, in [edu/stanford/dsg/user ,

�le serv er 3 records only the names jones and mann , not smith . Directory serv ers also

participate in some directories; a directory serv er holds a complete list of en tries for eac h

directory it participates in.

jones

mann

user

bin

lib smith

File Server 1
File Server 2

File Server 3

dsg

stanford

gov

berkeley

edu

[

host

time

c

b

a

Global

Regional

fats-domino

bo-diddley

com

Local

ray-charles

jackie-wilson

Figure 1.1: A Small Example

Lo cal, regional, and global directories are distinguished b y the n um b er and t yp e of

serv ers that participate and the roles that the v arious participan ts pla y in name mapping

(lo okup). Eac h is detailed b elo w.

Lo cal Directories

A lo c al directory has exactly one participan t. One ob ject manager stores all en tries in

the directory , handles all name mapping in the directory , and manages all the ob jects

named relativ e to it. The manager kno ws that it is the only participan t, so it c overs all

pathnames that pass through the directory .

2

F or example, in Figure 1.1, ev ery ob ject

1

In these examples, pathname comp onen ts are delimited b y \ / " c haracters, and absolute names are


agged b y a leading \ [ " c haracter. This con v en tion is used in the V naming implemen tati on.

2

An en tit y is said to c over a name if it authoritativ ely kno ws either what the name is b ound to, or that

the name is not b ound.



4 CHAPTER 1. INTR ODUCTION

whose name b egins with the pre�x [edu/stanford/dsg/user/sm ith is a �le or directory

whose con ten ts and name binding are stored b y �le serv er 2. Ev ery descendan t of a lo cal

directory is lo cal as w ell and has the same manager; for example, [edu/stanford/dsg/

user/smith/source/emacs w ould also b e a lo cal directory stored b y the same manager

as [edu/stanford/dsg/user/ smith .

Regional Directories

A r e gional directory has m ultiple participan ts. Eac h participating ob ject manager stores

a subset of the en tries in the directory|sp eci�cally , eac h manager holds the en tries for

exactly those c hild directories in whic h it participates. F or example, as sho wn in Figure 1.2,

�le serv er 2 holds the en try for smith in the user directory , while �le serv er 3 holds the

en tries for jones and mann . The en try for a regional c hild directory is th us replicated

at eac h participan t in the c hild, while that of a lo cal c hild is stored only b y the c hild's

manager. In the dsg directory , for instance, �le serv er 1 binds bin and �le serv er 2 binds

lib , while b oth �le serv ers 2 and 3 bind user . Ev ery descendan t of a regional directory is

either regional or lo cal.

user

mann

[[

File Server 1 File Server 2 File Server 3

jonesbin

[

user

smithlib

edu

stanford

dsg

stanford

edu

dsg

stanford

edu

dsg

Figure 1.2: Information Held b y Eac h Manager

Name mapping in a regional directory is p erformed b y sending a request to ev ery

participan t in the directory; only those participan ts that co v er the giv en name resp ond.

T o mak e suc h op erations more e�cien t, the participan ts in eac h regional directory form

a p articip ant gr oup to whic h m ulticasts can b e directed; name mapping requests are then

m ulticast to the group and pro cessed in parallel b y its mem b ers. The underlying net w ork is

assumed to pro vide m ulticast with the follo wing seman tics: An y set of hosts (or pro cesses)

can form a gr oup with a single address. Neither the clien ts that send to the group nor the

mem b ers themselv es are required to p ossess a complete list of mem b ers; they need only

kno w the group address. When a message is sen t to the group, deliv ery to eac h mem b er

is assumed to succeed or fail indep enden tly of deliv ery to the others, and failures are not
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necessarily rep orted to the sender.

3

One or more participan ts in a regional directory ma y hold a name list for the directory|

a complete list of single-comp onen t names for whic h directory en tries exist. A name list

do es not include the directory en tries themselv es, only the names|that is, it do es not

record what the listed names are b ound to, only that eac h is b ound to something. (F or

example, the name list for [edu/stanford/time in Figure 1.1 w ould simply b e (a, b,

c) . It w ould not indicate that the named ob jects are time serv ers, giv e their net w ork

addresses, or the lik e.) Name lists are used primarily to prev en t duplicates from arising

when new names are de�ned in a directory; a new name m ust b e added to the list b efore

it can b e b ound. They ha v e other uses as w ell|if a clien t attempts to map an un b ound

name in a regional directory , a name list holder that receiv es the request can generate an

error resp onse b ecause it co v ers all the un b ound names: it kno ws that an y name not on

its list is un b ound. There are three useful approac hes to storing the name list|o� line, at

managers, or at directory serv ers.

O�-line name lists are used in directories where new names are only de�ned man ually

b y a system administrator. F or example, new host names are only c hosen when new

mac hines are acquired, so at an institution with only a few hosts (called, sa y , Marquette),

the directory [edu/marquette/host could b e made regional, with the name list simply

written on a piece of pap er and k ept in a system administrator's desk dra w er. This

approac h is simple and symmetrical, but has the dra wbac k that no on-line participan t

co v ers the directory's un b ound names. In the example, a clien t that references an un b ound

Marquette host name receiv es no reply|its name mapping request times out, lea ving the

clien t uncertain whether the name is un b ound or is b ound to a host that has crashed.

A t the opp osite extreme, all (or most) managers participating in a regional directory

ma y k eep a complete name list. In Figure 1.1, for example, b oth �le serv er 2 and �le serv er

3 migh t w ell k eep a complete name list for [edu/stanford/dsg/user in stable storage.

Either one is then prepared to giv e an error resp onse when a clien t attempts to map an

un b ound name in the directory; ho w ev er, co op eration is required to k eep b oth replicas up

to date when either �le serv er adds or deletes a directory en try .

An in termediate approac h is to include one or more directory serv ers as participan ts in

the directory and giv e them the resp onsibilit y of main taining the name list. If more than

one serv er is included, they co ordinate with eac h other as necessary to k eep the copies

iden tical, as with replicated global directories. This approac h k eeps the ob ject managers

simple, y et retains the b ene�ts of ha ving the name list a v ailable on line. It do es, ho w ev er,

put an additional burden on the directory serv ers. In the �gure, the [edu/stanford/host

directory w ould b ecome a candidate for this implemen tation strategy if man y additional

hosts w ere added.

Global Directories

A glob al directory has man y participan ts, some ob ject managers and some directory serv ers.

Eac h participating directory serv er holds a complete cop y of the directory|all en tries,

with the binding for eac h name giv en. Most op erations on the directory (including name

mapping) are handled b y the directory serv ers, so the participating ob ject managers need

not form a m ulticast group. The ob ject managers do, ho w ev er, con tin ue to store en tries

for the sub directories in whic h they participate.

Most global directories are replicated on sev eral directory serv ers to impro v e the fault

tolerance and e�ciency of read op erations (suc h as name mapping). In an in ternet w ork,

the ro ot directory w ould t ypically b e replicated at least once on ev ery subnet w ork, and

3

Group comm uni cation of this sort is a v ailable in the V system using pro cess groups [11 ], at the Ethernet

data link lev el using m ulticast addressing [18 ], and exp erimen tally in the D ARP A In ternet using host groups

[9 ,13 ,14 ].
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lo w er-lev el global directories w ould b e replicated on those subnet w orks where they are

hea vily used. Up date algorithms suc h as those dev elop ed for use in Grap evine [3] and its

descendan ts are w ell suited for use in global directories. Up dates are infrequen t in the

highest-lev el directories of a large hierarc hical name space, and so the slo w up date propa-

gation rate and \ev en tual consistency" prop ert y of these algorithms should b e acceptable.

Whether a particular directory is implemen ted as global or regional is a matter of

administrativ e c hoice. Name mapping in a regional directory is more fault-toleran t, but

it is more e�cien t in a global directory , and the e�ciency adv an tage increases as the

directory gro ws to include more participan ts. This issue is discussed further in Chapter 3,

whic h deriv es a practical limit on the size of regional directories, based on p erformance

considerations.

1.2.1 Name Mapping

Name mapping is an extension of name lo okup. It accepts a name and a message as

its argumen ts, lo oks up the name's binding, and deliv ers the name and message to the

manager of the b ound ob ject, if an y . It returns either a resp onse from the ob ject manager

or (if the name w as un b ound or the manager could not b e con tacted) a failure indication.

This de�nition of name mapping re
ects the view that the usual reason for lo oking up

a name is as a preliminary step in p erforming an op eration on the named ob ject. F or

example, if a clien t program w an ts to op en a �le foo , it calls the OpenFile routine with

the target �le sp eci�ed b y name. In a decen tralized naming system, the OpenFile request

is \piggybac k ed" on the name mapping request for foo b y including it in the message that

is deliv ered to foo 's manager. This tec hnique sa v es net w ork tra�c b y allo wing b oth the

name lo okup and ob ject op eration to b e requested in a single pac k et.

With the directories stored as describ ed ab o v e, name mapping can b e p erformed using

a simple (but ine�cien t) proto col in v olving the directory serv ers and m ulticast.

4

The clien t

b egins b y submitting its op eration request to a directory serv er for the ro ot directory , whic h

lo oks up the �rst name comp onen t. If the name maps to another global directory , the

serv er forw ards the request to a serv er for that directory (p erhaps itself ), and this pro cess

is rep eated un til a regional or lo cal directory is reac hed. If a regional directory is reac hed,

the last directory serv er forw ards the request as a m ulticast to the participan t group for the

directory . Eac h participan t then examines the remaining name su�x to determine whether

it co v ers the name; those that do not co v er the name ignore the request. A participan t

that do es co v er the name is either the manager of the named ob ject or kno ws that the

name is un b ound. In the former case, it p erforms the requested op eration and returns the

results; in the latter case it returns a not found error indication. If a lo cal directory is

reac hed, the directory serv er forw ards the request on to the directory's manager, whic h of

course co v ers the name, and it handles the request.

An example of the basic name mapping tec hnique is sho wn in Figure 1.3. A clien t

program needs to op en a �le named [edu/stanford/dsg/user/man n/phone book . It �rst

submits its request to a directory serv er for the ro ot directory \ [ ", whic h lo oks up edu in

its cop y of the directory . The request next passes through directory serv ers for edu and

stanford . Determining that the name dsg is b ound to a regional directory , the serv er for

stanford passes the request on to the directory's participan ts|�le serv ers 1, 2, and 3|b y

m ulticasting it to the participan t group. File serv er 1 do es not hold a binding for the

name's fourth comp onen t, user , so it ignores the request, assuming another participan t in

[edu/stanford/dsg will tak e care of it. File serv er 2 holds a binding for user , but do es

not hold a binding for mann in the regional directory [edu/stanford/dsg/user , so it to o

ignores the request. File serv er 3 do es kno w the binding status of the giv en name, b ecause

it implemen ts [edu/stanford/dsg/user/ma nn as a lo cal directory . It therefore completes

4

The next section explains ho w cac hing is used to impro v e e�ciency .
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Directory
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binding unknown.
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Figure 1.3: Name Mapping Using Directory Serv ers and Multicast

the name mapping to �nd the requested �le, op ens it, and returns a handle on the op en

�le to the original clien t, as sho wn.

There are three p ossible outcomes to this name mapping pro cedure: it either succeeds,

fails with an error reply , or fails with no reply .

Name mapping succeeds, as in the example ab o v e, when the giv en name is b ound and

the clien t is able to comm unicate with the b ound ob ject's manager.

Name mapping fails with an error reply when the giv en name is not b ound, but is co v-

ered b y some ob ject manager with whic h the clien t is able to comm unicate. F or instance, if

the clien t in the previous example had in v ok ed the OpenFile op eration with the missp elled

name [edu/stanford/dsg/user /mann/ phnoebo ok , �le serv er 3 w ould ha v e recognized the

name as un b ound and returned an error indication.

Name mapping fails with no reply when the clien t is not able to comm unicate with

an y en tit y that co v ers the giv en name|either a hardw are fault has made it inaccessible,

or there is no suc h en tit y . Generally , sev eral retransmissions and a time dela y are required

b efore the clien t concludes that no reply is lik ely to b e forthcoming. In the example, if �le

serv er 3 crashes or is partitioned a w a y from the rest of the net w ork, a clien t presen ting the

name [edu/stanford/dsg/user/m ann/ph onebook w ould receiv e no reply . T o illustrate

the second p ossibilit y , supp ose that the name list for [edu/stanford/dsg/user is not

k ept on line, and a clien t presen ts the name [edu/stanford/dsg/user/amnn /phone book .

In this case, all three �le managers ignore the request and again, the clien t receiv es no

reply . This example sho ws wh y (as remark ed ab o v e) it is useful to k eep the name list of a

regional directory on line: it w ould b e preferable for the clien t to receiv e a prompt reply

stating that the name is de�nitely not b ound, instead of w aiting through a timeout p erio d

and then remaining uncertain as to the reason for the failure.

The basic tec hnique just describ ed is rather ine�cien t, but it is not the last w ord in de-

cen tralized name mapping; the next subsection describ es a more e�cien t and sophisticated

tec hnique that tak es adv an tage of naming information cac hed b y clien ts.

1.2.2 Name Cac hing

Eac h clien t of the naming facilit y k eeps a pr e�x c ache in its lo cal memory . The cac he

records bindings b et w een name pre�xes (that is, directory names) and directory managers

or groups. These cac hes are used to reduce the a v erage cost of p erforming naming op era-
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tions; they do so b y reducing the n um b er of m ulticasts and the n um b er of requests sen t to

directory serv ers. Whenev er a clien t is attempting to map the name n , it b egins b y lo oking

in its cac he to �nd the longest matc hing pre�x of n .

5

If suc h a pre�x matc h is found, the

clien t sends the request to the manager or group indicated b y the cac he. If no matc h is

found, the clien t falls bac k on the basic name mapping pro cedure, sending the request to a

directory serv er for the ro ot. A cac he lo okup is considered a hit if the pre�x matc h reac hes

a lo cal directory , a ne ar miss if it reac hes a regional or global directory b elo w the ro ot, or

a miss if there is no pre�x matc h.

Cac he en tries are normally created on demand. Whenev er a cac he miss or near miss

requires the clien t to use m ulticast or go through a directory serv er, the serv er that resp onds

also pro vides information for the clien t's cac he. F or instance, supp ose the clien t in our

running example attempts to map the name [edu/stanford/dsg/user/jo nes/mbo x , but

�nds only the pre�x [edu/stanford in its cac he. It will receiv e a resp onse from �le serv er

3 indicating that it manages [edu/stanford/dsg/user/ jones as a lo cal directory .

En tries can also b e pr elo ade d in to a cac he to reduce the impact of startup misses. F or

example, in the V implemen tation, all bindings in the ro ot directory are preloaded in to

eac h clien t's cac he.

Cac he consistency is main tained b y detecting and discarding stale cac he en tries on use.

A cac he en try b ecomes stale when the name pre�x it con tains is no longer co v ered b y the

manager or group it indicates. When a stale cac he en try is used, the result is that the

name request is sen t to the wrong manager (or group). If the manager no longer exists,

the request fails with no reply . If the manager exists but no longer co v ers the giv en name,

it rep orts that fact bac k to the clien t. In either case, the clien t recognizes that its cac he

en try is (or ma y b e) stale, and retries its request without using that en try . In no case can

the name b e mapp ed to the wrong ob ject.

1.2.3 Nearb y Groups

One imp ortan t question remains to b e answ ered: when a clien t's cac he misses en tirely ,

ho w do es it �nd a ro ot directory serv er to fall bac k on? Ne arby gr oups pro vide a solution

to this problem and also impro v e the fault tolerance of name mapping.

The nearb y group mec hanism w orks as follo ws. Conceptually , for eac h host H 's there is

a m ulticast group b

H

consisting of all ob ject managers and directory serv ers that are near

to H |sa y , within one or t w o hops through the net w ork|called the nearb y group for H .

Normally , a clien t's cac he includes an en try mapping from the ro ot directory name (\ [ ")

to the nearest ro ot directory serv er, whic h matc hes an y name that is not matc hed b y an y

other cac he en try . If the ro ot en try is missing or pro v es stale, ho w ev er, H m ulticasts its

next name mapping request to b

H

. If one of the nearb y managers binds the giv en name,

it will resp ond to the request; if a nearb y ro ot directory serv er is up and accessible, it will

resp ond with a new ro ot cac he en try p oin ting to itself. This tec hnique mak es access to

nearb y ob jects indep enden t of failures in the global directory system.

6

This mec hanism can b e implemen ted without actually creating a large n um b er of dif-

feren t groups. Instead, all serv ers for the ro ot directory , together with all participan ts in

ev ery top-lev el regional directory , join a single glob al gr oup. When a clien t needs to send to

its nearb y group, it m ulticasts its request to the nearb y mem b ers of the global group|sa y ,

to all mem b ers that can b e reac hed in one or t w o hops through the in ternet w ork. (Scop ed

m ulticast of this sort is a v ailable in the IP host group facilit y [9].)

5

A pathname n

1

is considered a pre�x of n

2

if the comp onen ts of n

1

resp ectiv ely matc h the initial

comp onen ts of n

2

; so [a is a pre�x of [a/b , but not of [ab .

6

One can also mak e access to distan t ob jects resilien t against the failure of nearb y directory serv ers b y

in tro ducing more retries to larger groups.
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1.2.4 Generic and Group Naming

In a distributed system, ob jects that are logically one unit are frequen tly either replicated or

split in to fragmen ts, with eac h cop y or fragmen t main tained b y a di�eren t ob ject manager

on a di�eren t host. If clien ts are to see a replicated or fragmen ted ob ject as a single en tit y ,

it is imp ortan t that the naming system b e able to bind all its parts (or sub obje cts ) to a

single name. Mapping this name should return al l sub ob jects if they are fragmen ts of the

main ob ject; it is su�cien t to return any one sub ob ject if they are copies. Names b ound in

these w a ys are called gr oup and generic names, resp ectiv ely , as opp osed to sp e ci�c names,

whic h are b ound to exactly one ob ject.

A decen tralized naming facilit y implemen ts generic names b y relaxing the restriction

that only one participan t in a regional (or global) directory can bind a giv en name to an

ob ject it manages. Then when a clien t's name mapping request is sen t to the directory's

host group, sev eral participan ts can resp ond. The clien t soft w are selects one resp onse and

cac hes the iden tit y of the resp onder. F rom then on it sends requests only to the sub ob ject

it �rst selected, un til that manager no longer binds the name or is no longer accessible.

Suc h ev en ts are treated as cac he misses, and cause the clien t to fall bac k on m ulticast name

mapping to select a new referen t for the name.

Generic naming has pro v en particularly useful in the V system. F or example, the

Distributed Systems Group at Stanford k eeps a complete tree of standard system �les

(suc h as executable binaries for common commands) on eac h of sev eral �le serv ers in

the Computer Science building. Clien t programs reference these �les using a w ell-kno wn

generic name, so that if one �le serv er crashes, the others transparen tly tak e o v er its load.

Note that the naming system treats eac h tree ro ot as an en tirely separate lo cal directory; it

is not resp onsible for k eeping the tree copies iden tical. Th us the problem of �le replication

has b een factored out of the naming system and treated separately .

Because a group-named ob ject is fragmen ted among m ultiple managers, not replicated,

name mapping requests on it should b e transmitted to all its managers. Therefore, a group-

named ob ject has a m ulticast group asso ciated with it, whose mem b ers are the managers of

its sub ob jects. A clien t whose cac he misses on the group name is giv en the group address

to put in to its cac he; it then m ulticasts subsequen t name mapping requests to the group.

(The naming system do es not tak e resp onsibilit y for ensuring that suc h m ulticasts reliably

reac h all sub ob ject managers; in cases where reliable m ulticast is required, the participating

managers m ust implemen t it themselv es.) Regional directories can b e view ed as group-

named ob jects|they are fragmen ted across m ultiple participan ts, with some en tries held

b y eac h.

1.2.5 Other Naming Op erations

Besides name mapping, decen tralized naming pro vides three other \read" op erations on

name bindings|directory listing, binding c hec k, and in v erse name mapping; and t w o

\write" op erations|name binding and name un binding.

The dir e ctory listing op eration returns a list of all b ound names in a sp eci�ed directory ,

optionally including a t yp e-dep enden t descriptor for eac h b ound ob ject. The di�cult case

here is listing a regional directory with no on-line name list holders. The V implemen tation

uses an unreliable, \b est-e�orts" proto col to pro vide suc h listings: the clien t rep eatedly

m ulticasts a request to the participan t group for the directory , eac h time app ending a

list of participan ts that ha v e already resp onded and therefore should not resp ond again,

un til the request has b een transmitted sev eral consecutiv e times with no resp onse. It then

collates all the receiv ed replies to pro duce a listing.

The binding che ck op eration accepts a name and rep orts whether it is b ound. It di�ers

from name mapping in that its de�nition do es not require it to send a message to the
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manager of the b ound ob ject (if an y).

Inverse name mapping op erations accept a manager-sp eci�c lo w-lev el iden ti�er for an

ob ject and return the ob ject's absolute name. The pwd command of UNIX, for example,

p erforms an in v erse name mapping on the user's w orking directory . With decen tralized

naming, suc h op erations are particularly c heap and easy to implemen t b ecause (as men-

tioned ab o v e) eac h ob ject's absolute name is kno wn lo cally b y its manager.

A name binding op eration creates a new binding b et w een a giv en name and a giv en

ob ject. If the sp eci�ed ob ject's manager already co v ers the giv en name, binding is straigh t-

forw ard and no more costly than name mapping. Acquiring co v erage of new names is more

problematical; it requires reliable comm unication with the serv er that previously co v ered

the name.

Name unbinding deletes the binding b et w een a giv en name and ob ject. If the sp eci�ed

name is still to b e co v ered b y the same ob ject manager, un binding is straigh tforw ard.

Giving up co v erage requires some additional care.

This completes our o v erview of decen tralized naming. F urther details are in tro duced

as needed in subsequen t c hapters.

1.3 Researc h Con tributions

This thesis in v estigates the prop erties of decen tralized naming. It presen ts results in the

areas of e�ciency , fault tolerance, and securit y .

One group of results c haracterizes the e�ciency of decen tralized naming. First, the

a v erage cost of p erforming eac h of the �v e ma jor naming op erations is deriv ed in terms

of basic system parameters, including the cac he hit ratio, and is compared with the the-

oretical optim um. Next, an analytical mo del of cac he p erformance is presen ted, and it is

v alidated b y comparing its predictions with measuremen ts tak en on the V naming imple-

men tation. Finally , it is sho wn that the maxim um practical n um b er of ob ject managers

that can participate in a regional directory is limited b y the fact that b oth the cost of

mapping a name and the a v erage name mapping load p er p articip ant con tain terms that

are prop ortional to the n um b er of participan ts, and an estimate of this maxim um for real

systems is deriv ed.

A second group of results c haracterizes the fault toler anc e of decen tralized naming.

Name mapping for nearb y ob jects is sho wn to ha v e the optim um p ossible fault tolerance;

whenev er an ob ject is accessible at all, it is accessible by name. All faults are tolerated ex-

cept failure of the named ob ject's manager or net w ork failures that prev en t comm unication

with it|either of whic h w ould prev en t op erations on the named ob ject from succeeding,

ev en if its name could still b e mapp ed. Optim um fault tolerance is ac hiev ed, ho w ev er,

only b ecause name mapping is de�ned to require comm unication with the named ob ject's

manager, and is not required to distinguish failures caused b y un b ound names from those

caused b y inaccessible ob ject managers. Decen tralized binding c hec k, whic h is not de�ned

in this w a y , is sho wn to ha v e w eak er fault tolerance prop erties. It is also sho wn that

name binding in a distributed system cannot b e made resilien t against as large a set of

faults as can name mapping, regardless of whether decen tralized naming or some other

tec hnique is used. A sp ecial case of decen tralized name binding can and do es ac hiev e the

same resiliency as name mapping, ho w ev er.

A third group of results lies in the area of se curity. The use of decen tralized naming

do es not complicate the problem of pro viding mandatory securit y in a distributed system,

but a solution to the c ounterfeit pr oblem of discretionary securit y (men tioned ab o v e) is

required. This thesis presen ts suc h a solution, based on capabilities, ev aluates the solution's

impact on the e�ciency and resiliency of naming, and argues that no b etter solutions are

a v ailable. It is sho wn that, in general terms, one can appro ximate the e�ciency and

resiliency of unsecure decen tralized naming more and more closely as the detailed securit y
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p olicy is allo w ed to c hange less and less frequen tly .

Finally , this thesis demonstrates the practicalit y of decen tralized naming, b y describing

a substan tial protot yp e implemen tation that is in daily use in the V distributed op erating

system.

1.4 What is Not Included

This thesis concen trates on the implemen tation of regional (and lo cal) directories b ecause

it is the most in teresting and no v el part of the decen tralized approac h. A detailed discus-

sion of mec hanisms for implemen ting replicated global directories is omitted b ecause the

required tec hnology has already b een rather w ell explored b y other w ork ers [3,40 ,27,32,42 ].

Also, the protot yp e V implemen tation do es not include an y global directories: ev en the

ro ot directory is implemen ted as a regional directory (with some optimizations). In a

p ositiv e sense, the success of this implemen tation indicates that a system con�ned to a

single lo cal or campus-wide net is small enough that global directories and their complex

replication mec hanisms are not needed.

The discussion of securit y in Chapter 5 concen trates on the coun terfeit problem, b ecause

it is the most in teresting securit y problem that arises in a decen tralized naming facilit y .

Most securit y issues that ha v e b een considered b y other authors are either not directly

related to naming, or can b e solv ed in the same w a y in a decen tralized naming system as

in an y other.

1.5 Thesis Plan

The next c hapter surv eys related w ork in naming. Chapter 3 ev aluates the p erformance of

decen tralized naming, discussing the cac hing mec hanism used to ac hiev e high p erformance,

and estimates the limits on the size of a regional directory that are imp osed b y p erformance

considerations. Chapter 4 ev aluates the fault tolerance of decen tralized naming. Chapter 5

is concerned with the securit y of decen tralized naming, describing and ev aluating a solution

to the coun terfeit problem. Chapter 6 summarizes the researc h and suggests directions for

future w ork.



Chapter 2

Related W ork

Naming has b een recognized as a fundamen tal issue in computer systems for man y y ears.

Man y sorts of ob jects need names, spanning a wide range in gran ularit y , from individual

memory cells to large net w orks of computers within an in ternet w ork. Man y t yp es of

names are used, from n umeric iden ti�ers c hosen for the con v enience of hardw are devices

to c haracter strings or ev en pictures (icons) c hosen for the con v enience of h uman users.

Common issues recur throughout this large problem space, but a single thesis can treat

only a small part of it; the surv ey b elo w therefore concen trates on a few naming systems

that are closely related to the main topic of this thesis, merely hin ting at the breadth of

existing w ork in naming,

One of the most basic comp onen ts of a v on Neumann computer is the addressable

memory|whic h is essen tially a naming mec hanism: memory addresses serv e as lo w-lev el

names for data and instructions within a program. Stored-program computers deriv e m uc h

of their 
exibilit y from this mec hanism, b ecause it allo ws the binding b et w een addresses

and v alues to c hange from one program run to the next, and ev en during program ex-

ecution. While the earliest and simplest computers main tained a �xed binding b et w een

addresses and ph ysical memory cells, later designs incorp orated suc h inno v ations as base

registers, paging, and segmen tation to supp ort m ultiprogramm ing, virtual memory , and

data sharing [20,15,24 ].

Because computers are programmed and used b y p eople, it is also imp ortan t to pro-

vide meaningful, mnemonic names for the ob jects they manipulate. Sym b olic assem bly

languages and higher-lev el languages allo w the programmer to assign suc h high-lev el names

to the ob jects manipulated b y his program. (Kn uth and T rabb P ardo giv e an in teresting

accoun t of the early dev elopmen t of these languages [25].) Most programming languages

only pro vide names that are lo cal to a single computation, ho w ev er.

The task of pro viding global names for shared ob jects (particularly �les) in a single-

mac hine system has traditionally b een assigned to the op erating system. There is little

published researc h on �le naming in single-mac hine op erating systems; Saltzer [37 ] giv es an

excellen t o v erview of the state of the art in this area. Early systems pro vided a 
at space

of �le names within eac h storage device, while the next step w as to in tro duce a separate

directory for eac h user accoun t. Due to its greater 
exibilit y , the hierarc hical directory

system of MUL TICS [12] has strongly in
uenced more recen t system designs, b eginning

with UNIX [34].

Naming in distributed systems presen ts a whole new class of problems. As w as noted

in the in tro duction, the nature of a large distributed system mak es it di�cult to con-

struct a naming facilit y that is at once acceptably fault-toleran t, e�cien t, and secure.

The remainder of this c hapter discusses sev eral existing distributed naming facilities, eac h

represen ting an imp ortan t con temp orary st yle of naming arc hitecture, and con trasts them

with the decen tralized approac h.

12
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2.1 Remote File Access

One simple t yp e of distributed naming facilit y results when a single-mac hine op erating

system is extended to pro vide transparen t access to remote �les across a net w ork. Some

recen t examples of suc h remote �le access systems include Sun Microsystems' Network File

System [39 ] and the Newc astle Conne ction [5]; an older example is Co c anet UNIX [36 ].

Eac h of the cited systems links together a net w ork of UNIX [34] hosts b y allo wing hosts

to \moun t" foreign �le systems as subtrees of their o wn ro ot �le systems. As an example,

host Laurel migh t moun t host Hardy's ro ot �le system as /hardy , allo wing it to access

Hardy's /usr/spool/news directory under the name /hardy/usr/spool/news .

Remote �le access systems can b e quite useful, but they di�er fundamen tally from de-

cen tralized naming in that the naming they pro vide is not global. That is, b ecause there

is no mec hanism for k eeping the m ultiple ro ot �le systems iden tical, the same ob ject can

ha v e di�eren t \absolute" names when view ed from di�eren t hosts. This lac k of uniform

naming can cause di�culties for distributed application programs, b ecause pro cesses run-

ning on di�eren t hosts are in di�eren t naming domains. F or example, an application using

sev eral hosts to pro cess a data �le w ould run in to trouble if the �le name w ere sp eci�ed as

/usr/mann/data ; rather than op ening the same �le, participating pro cesses on hosts Lau-

rel and Hardy w ould resp ectiv ely op en /laurel/usr/mann/data and /hardy/usr/mann/

data . Ev en if the user w ere to explicitly sp ecify /hardy/usr/mann/data , the program

w ould fail if Laurel did not ha v e Hardy's �le system moun ted, or w orse, had some other

�le system moun ted under the name /hardy .

The e�ciency and fault tolerance of these systems is inheren tly go o d, at least when

eac h host has a lo cal disk. Name mapping is e�cien t b ecause the initial comp onen ts of

eac h name are mapp ed lo cally , the remainder b y the host storing the �le, and mapping is

piggybac k ed on the Open op eration; th us a remote �le can b e op ened with a single pac k et

exc hange. Name mapping is fault-toleran t in that, once the initial Mount op eration has

lo cated the remote host, clien t programs can con tin ue to access �les on it as long as it,

the lo cal host, and the net w ork remain up; there are no other serv ers whose failure can

prev en t things from w orking. Both the e�ciency and the fault tolerance are reduced when

the clien t do es not ha v e its o wn disk, ho w ev er, b ecause name mapping then requires access

b oth to the serv er that holds the actual �le and to the one that holds the clien t's ro ot �le

system. (The clien t can, of course, regain some e�ciency b y cac hing directory information

from its ro ot �le system in lo cal memory .)

Remote �le access systems do not scale w ell, b ecause if ev ery host moun ts ev ery other,

the n um b er of moun t p oin ts in the system is prop ortional to n

2

. Because of this problem,

eac h host in a large installation t ypically moun ts only those �le systems its users exp ect

to need, so users who mo v e from one host to another see a di�eren t set of a v ailable �les

on eac h.

Also, as installations gro w, the Mount op eration is p erformed more and more frequen tly ,

so its fault tolerance, e�ciency , and detailed seman tics b ecome imp ortan t issues. Ho w are

remote hosts and �le systems named in the argumen ts pro vided to a Mount call, and ho w

are those names mapp ed? Whatev er mec hanism is used for that purp ose is e�ectiv ely a

part of the �le naming system as w ell.

In conclusion, although remote �le access systems do not pro vide a global name space,

they are useful in some applications, and they tend to b e highly fault-toleran t and e�cien t.

They ha v e also pro v en relativ ely easy to implemen t, ev en as extensions to existing UNIX

systems. They are at their b est when a cluster of hosts running single-mac hine op erating

systems need access to a common set of �les, but do not need to run distributed programs.
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2.2 Distributed File Service

Lo cus [44] represen ts another class of naming arc hitecture, in whic h a single �le system is

extended across a net w ork to form the bac kb one of a tigh tly-in tegrated distributed system.

The Lo cus naming facilit y pro vides a uniform, global name space for ob jects (primarily

�les) stored b y m ultiple serv ers. Its implemen tation tec hniques di�er mark edly from those

of decen tralized naming, ho w ev er, giving it di�eren t e�ciency and fault tolerance prop er-

ties.

The Lo cus naming hierarc h y is implemen ted as a set of nono v erlapping subtrees called

�le gr oups, analogous to �le systems in UNIX. Eac h �le group can b e stored at an y site,

or replicated (fully or partially) at sev eral sites. Both the �les and the directories in

a replicated �le group are k ept consisten t b y p erforming up dates as m ulti-site atomic

transactions. As in UNIX, the complete global tree is built up b y �rst designating the

ro ot of one �le group as the global ro ot, then rep eatedly using the Mount op eration to

attac h new groups at the lea v es of the exiting tree. Kno wledge of where eac h �le group is

moun ted is replicated at ev ery site.

The basic name mapping tec hnique used in Lo cus is quite ine�cien t, but acceptable ef-

�ciency is ac hiev ed b y the addition of replication and cac hing. Mapping a single pathname

can in principle require tra v ersing sev eral �le groups at di�eren t storage sites b efore the

site of the target �le is reac hed. In practice, ho w ev er, the ro ot �le group is replicated at

ev ery site and (presumably , as in ordinary UNIX installations) most moun ted �le groups

are placed directly under the ro ot, so that as in the remote access systems of the previous

section, name mapping b egins at the lo cal host and pro ceeds directly to the host holding

the named ob ject. Th us, Lo cus name mapping could easily ac hiev e the same e�ciency as

do remote access systems; ho w ev er, a p eculiarit y in the implemen tation sacri�ces m uc h of

that e�ciency|the site that originates a name request also p erforms the lo okup for ev ery

comp onen t in the pathname, reading directories o v er the net w ork when they are not repli-

cated lo cally . Sheltzer's thesis [41] discusses the addition of directory cac hing to solv e this

p erformance problem. His tec hnique k eeps the cac hes consisten t b y requiring a directory's

storage site to notify eac h holder of a cac hed directory page whenev er the page c hanges.

As compared with on-use consistency , this tec hnique places an added b o okk eeping burden

on the storage site and requires it to send noti�cation messages that are often unnecessary

(b ecause the cac hing site will not use the up dated page b efore the next c hange); on the

p ositiv e side, ho w ev er, the fact that cac hed information is alw a ys correct allo ws the holder

to use the cac he to p erform directory listing as a purely lo cal op eration, with no need to

con tact the directory's storage site.

Directory replication is used to impro v e the fault tolerance of Lo cus name mapping as

w ell as its e�ciency . Replication is quite imp ortan t; without it, failure of the site holding

the ro ot �le group w ould bring do wn the en tire system b y making all �les inaccessible. Of

course, replication tends to r e duc e the resiliency of directory up date op erations, b ecause

an up date m ust reac h ev ery cop y to assure consistency . Lo cus deals with this problem b y

allo wing directory up dates to pro ceed ev en if some copies are unreac hable|in fact, ev en

if the system is partitioned, up dates can pro ceed in eac h partition. An automatic merge

pro cedure reconciles the partitions after they are rejoined, detecting an y name clashes

that ha v e arisen and notifying the o wners of the a�ected �les b y electronic mail. A p olling

proto col is used to detect net w ork failures and establish a consensus on the mem b ership

of eac h partition; it is not clear ho w w ell this proto col will p erform in large installations.

In conclusion, the Lo cus naming facilit y has a n um b er of in teresting features, but is not

a full solution to the problem considered in this thesis. Its e�ciency problems ha v e already

b een discussed. F urther, due to the replication of the ro ot directories and the moun t table

on ev ery host, its abilit y to scale up to large installations (of h undreds or thousands of

hosts) is questionable.
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2.3 Distributed Name Serv ers

In recen t y ears, it has b ecome p opular to use distribute d name servers to name hosts,

mailb o xes, and other ob jects of similar gran ularit y within large in ternet w orks. In this

approac h to naming, the global directory tree is distributed across m ultiple name serv ers

scattered throughout the in ternet w ork, with eac h directory t ypically replicated at sev eral

serv er sites. T erry's thesis surv eys w ork in this area [42].

P erhaps the most adv anced example of suc h a naming service is a design describ ed

b y Lampson in a recen t pap er [27]. Unlik e its predecessors Grap evine [3,40], and the

Clearinghouse [32 ], this design supp orts an unlimited-depth naming hierarc h y , and it is

targeted for ev en larger installations|p oten tially incorp orating ev ery net w ork ed computer

in the w orld in to a single name space. It is similar to its predecessors in that eac h directory

is replicated in full at an administrativ ely selected set of sites, and up date is p erformed

non-atomically . Lo okup in a directory is de�ned nondeterministically: it ma y return an y

name binding that w as established since (or curren t at) the most recen t \sw eep" of the

directory . Sw eeps o ccur p erio dically for eac h directory , bringing all copies in to an iden tical

state. Con
icting up dates are reconciled b y timestamps|the latest up date wins.

1

Lampson's pap er concen trates on naming ob jects of relativ ely large gran ularit y (suc h

as hosts or mailb o xes), but men tions that \the name service can b e used to name a �le

system." His colleagues ha v e extended the design to pro vide global �le naming in that w a y ,

forming a �le's absolute pathname b y concatenating a global �le system name (pro vided

b y the name service) with a lo cal �le name (pro vided b y the �le serv er) [2]. T o lo ok up an

absolute �le name, one �rst submits it to the global naming service, whic h maps a pre�x of

the name to lo cate the serv er storing the �le; the request is then passed on to that serv er

to complete the name mapping. This tec hnique is similar, but not iden tical, to the basic

name mapping proto col of decen tralized naming.

One ma jor di�erence b et w een decen tralized naming and the extended Lampson design

is that the latter do es not mak e an y use of m ulticast: it do es not include either regional

directories or the nearb y-group feature of decen tralized naming. In a sense, it is rather

lik e an installation of decen tralized naming that has b een con�gured with no regional

directories|all directories with en tries on more than one host are managed b y the global

name service. F or example, supp ose a clien t host H with an empt y name cac he attempts

to op en a �le called [edu/stanford/dsg/fs1/g eorge/c alenda r that is stored on a �le

serv er F S

1

. Under the extended Lampson design, the global name service m ust implemen t

enough of the name to map to a particular serv er; for instance, if the en tire tree ro oted at

fs1 is implemen ted b y F S

1

, the global name service maps the pre�x [edu/stanford/dsg/

fs1 to lo cate that serv er, then passes the request on to it. Under decen tralized naming, on

the other hand, if dsg is the �rst regional directory in the pathname, the global directory

service maps the pre�x [edu/stanford/dsg to �nd a m ulticast address for the participan ts

in dsg , then forw ards the request to that address. (Or if the global directory service cannot

b e reac hed and F S

1

is nearb y to H , H 's m ulticast to nearb y serv ers reac hes F S

1

.) F S

1

then maps the remainder of the name and resp onds to the request. The request succeeds

as long as F S

1

is up and the global directories [ , edu , and stanford are a v ailable, or

ev en without the global directories if F S

1

is nearb y to H . T o approac h this resiliency

under the Lampson design w ould require the dsg directory to b e replicated at F S

1

(and at

eac h host named b y an en try in the directory|there is nothing sp ecial ab out F S

1

in this

example). Multicast name mapping cannot simply b e tac k ed on as an added feature in the

Lampson design, b ecause its philosoph y is that ob jects do not necessarily kno w their o wn

names|the name service do es not inform an ob ject when its name is c hanged.

The second ma jor di�erence b et w een decen tralized naming and Lampson's design is in

1

The design includes an authen tication service as w ell, whic h is describ ed in a companion pap er [19 ].
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their name cac he consistency mec hanisms.

2

In the Lampson design, the cac hed result of

a name lo okup carries an expiration time assigned b y the service. The data is guaran teed

to b e v alid un til that time, but m ust b e discarded thereafter. Lampson do es not address

the question of ho w to c ho ose expiration times|clearly , if expiration times are to o short,

cac he en tries will not liv e long enough to giv e a useful cac he hit rate, but if the times are

to o long, they restrict the frequency with whic h name bindings can b e c hanged. Decen-

tralized naming, on the other hand, emplo ys on-use cac he consistency c hec king. Again,

this tec hnique cannot simply b e tac k ed on to the Lampson design b ecause ob jects do not

necessarily kno w their o wn names.

In conclusion, although the extended Lampson design is similar in some w a ys to de-

cen tralized naming|b oth use replicated directories at the upp ermost lev els of the naming

hierarc h y and lo cal directories at the lo w est|they di�er in imp ortan t resp ects. Decen-

tralized naming explores the ideas of m ulticast for fault tolerance and cac hing with on-use

consistency for e�ciency , not considered in the Lampson design.

2.4 Other Related W ork

2.4.1 Domain Naming

The Domain Name service recen tly adopted in the D ARP A In ternet [30,31] is a simpler

system in the same class as Grap evine and the Lampson design. The design is simpli-

�ed b y assuming that up dates are infrequen t enough to b e handled man ually b y h uman

administrators|the name service in terface do es not de�ne an y w a y for a clien t program

to request the addition or deletion of a name binding. Placemen t and up date of directory

replicas are also handled man ually (though some implemen tations ma y o�er automated as-

sistance). A serious dra wbac k of these simpli�cations is that they put a hea vy burden on

system administrators, o�ering man y opp ortunities for h uman error to disrupt the system.

2.4.2 Pre�x T ables

W elc h and Ousterhout [46 ] describ e an extension of the UNIX �le system to distributed

op eration, using pr e�x tables to lo cate �le serv ers. Pre�x tables are quite similar to the

pre�x cac hes discussed in this thesis and pro vide similar e�ciency b ene�ts. As imple-

men ted, ho w ev er, they are less 
exible: eac h pre�x table is statically loaded with a set

of pre�xes at b o ot time. The referen t for a pre�x can c hange during op eration, but new

pre�xes cannot b e added to the table, nor can old ones b e deleted. The authors describ e

the design of a mec hanism for adding new pre�xes dynamically , but do not describ e an y

w a y of detecting when old pre�xes should b e remo v ed en tirely . Their sc heme also app ears

to b e vulnerable to the consistency problem discussed in Section 4.2.5 of this thesis.

The directory implemen tation underlying W elc h and Ousterhout's pre�x table mec h-

anism is en tirely di�eren t from that emplo y ed in decen tralized naming. There are no

regional or global directories; instead, ev ery directory is managed b y exactly one serv er.

File serv ers near the ro ot of the tree delegate authorit y for some of their sub directories

using r emote links, yielding a structure similar to that of Lo cus. One di�erence from

the Lo cus approac h is that a remote link do es not indicate whic h serv er implemen ts the

sub directory in question; instead, the clien t m ust broadcast to �nd it.

2

As with decen tralized naming, cac hing is imp ortan t in the Lampson design, b ecause its basic name

lo okup pro cedure is often costly|lo oking up a single pathname can en tail con tacting sev eral name serv ers,

some distan t from the clien t. Because of this cost, Lampson rates cac hing as \v ery desirable," ev en when

his name service is not applied to �le naming|and he states that a �le directory system is required to b e

\m uc h faster" than a service that names only hosts, mailb o xes, and the lik e [27 ], making cac hing ev en more

imp ortan t when the system is extended to name �les.
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2.4.3 Early V System W ork

Decen tralized naming is an extension of a design describ ed in an earlier conference pa-

p er [10 ]. The earlier design also distributed the resp onsibilit y for ob ject naming among

the system's ob ject managers and used a similar name mapping proto col, but it did not

pro vide a uniform global name space. Instead, eac h w orkstation w as pro vided with a small,

indep enden t name serv er to store lo cal aliases and the top lev el of the naming hierarc h y . A

set of con v en tions outside the naming system prop er ensured that most w orkstations had

similar views of the name space. Decen tralized naming replaces these with the m ulticast

name mapping mec hanism and p er-clien t name cac hes describ ed in this thesis.

2.5 Chapter Summary

The ultimate global name service has not y et b een constructed|existing systems lea v e

ro om for impro v emen t in b oth fault tolerance and e�ciency . Decen tralized naming attac ks

these problems using a new com bination of tec hniques, including m ulticast name mapping

and pre�x cac hing with on-use consistency .



Chapter 3

E�ciency

It is imp ortan t for a distributed naming facilit y to b e e�cien t, b ecause name mapping

op erations are p erformed frequen tly|ev ery time a �le is op ened, for example. Small �les

(1 kilob yte or less) are prev alen t in mo dern program dev elopmen t en vironmen ts [29,21 ],

and name mapping can easily mak e up a substan tial fraction of the total cost of op ening

and reading suc h �les.

Decen tralized naming relies hea vily on pre�x cac hing for e�ciency; without cac hing,

its name mapping proto col w ould not b e e�cien t enough for use in large systems. The

ine�ciency arises b ecause eac h m ulticast to a regional directory's participan t group imp oses

a load on ev ery participan t. With a high enough cac he hit ratio, ho w ev er, m ulticast is

a v oided on most requests, dramatically impro ving the a v erage e�ciency . The hit ratio

also pla ys a large role in determining where the b oundary b et w een global and regional

directories should go; as it increases, m ulticasts b ecome less frequen t, so larger directories

can b e handled satisfactorily with regional tec hniques. This c hapter therefore fo cuses on

ev aluating the e�ectiv eness of cac hing.

The primary results presen ted are as follo ws:

� The a v erage cost of name mapping (and sev eral other naming op erations) is giv en in

terms of the cac he hit ratio and other system parameters.

� An analytical mo del of cac he p erformance is presen ted, and is v alidated b y compar-

ison with measuremen ts tak en on the V naming implemen tation. The V measure-

men ts sho w a hit ratio of 99.7%, and the mo del predicts similar hit ratios (99.00{

99.98%) in most applications of decen tralized naming.

� P erformance considerations are sho wn to limit the n um b er of ob ject managers that

can practically participate in a regional directory to a few thousand.

T o simplify the exp osition, the initial sections of this c hapter discuss systems con�gured

with no global directories|systems where ev en the ro ot directory is implemen ted using

regional tec hniques. A later section then extends the results to con�gurations that include

global directories.

Section 3.1 ev aluates the a v erage cost p er use for sev eral imp ortan t naming op erations.

These costs dep end on the name cac he hit ratio, whic h is deriv ed analytically in Section 3.2.

Section 3.3 presen ts and discusses measuremen ts of the actual cac he hit ratio and other

parameters of the V naming implemen tation. The cost functions deriv ed in the �rst three

sections include a term that v aries linearly with the total n um b er of ob ject managers in

the system; Section 3.4 sho ws that this prop ert y limits the size of a system with a regional

directory at its ro ot, and Section 3.5 extends the argumen t to establish a size limit for the

regional directories in a system with a global directory at its ro ot. The c hapter closes with

a summary .

18
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3.1 Cost P er Op eration

This section ev aluates the cost of naming op erations in terms of p acket events. A pac k et

ev en t is the transmission or reception of a net w ork pac k et. Th us, a unicast message costs

two pac k et ev en ts|one at the sender and one at the recipien t. A m ulticast with g recipien ts

costs a total of g + 1 pac k et ev en ts|one at the sender, and one at eac h recipien t. P ac k et

ev en ts are a go o d cost metric here b ecause naming op erations generally do not tak e m uc h

pro cessing time; their cost is dominated b y the cost of comm unication. This section's cost

analysis assumes that no pac k ets are dropp ed b y the net w ork and that resp onses are not

dela y ed long enough to trigger retransmissions b y the requestor. The ro ot directory is

assumed to b e regional (and hence no directories are global).

3.1.1 Name Mapping

Determining the a v erage cost of name mapping is a complex problem b ecause of the large

n um b er of cases in v olv ed. There are man y p ossible lev els of \near miss" b et w een the

extreme p ossibilities of a hit that leads to a lo cal directory and a miss that returns no cac he

information at all. It is not di�cult, ho w ev er, to dev elop a conserv ativ e cost estimate based

on a simpli�ed mo del of cac he b eha vior that considers all misses together and c harges the

w orst-case cost for eac h; suc h estimates are acceptably accurate when misses are infrequen t.

This section states and deriv es suc h an estimate, then go es on to illustrate ho w inordinately

complex the estimate w ould b ecome if it w ere extended to consider all miss cases separately .

Equation 3.1 is a conserv ativ e estimate for C

map

, the a v erage n um b er of pac k et ev en ts

required to map a name; its deriv ation is giv en b elo w.

C

map

= 4 h + ( r + m + 3)(1 � h ) (3 : 1)

In this equation, h is the cac he hit ratio, r is the n um b er of retransmissions required to

determine a host is do wn, and m is the n um b er of ob ject managers in the system. Both

clien t and serv er pac k et ev en ts are coun ted. The equation is v alid for names that are

co v ered b y exactly one manager (the normal case).

The analysis leading to Equation 3.1 is based on a simple \hit or miss" mo del of cac he

b eha vior. Under this mo del, a cac he lo okup is considered to b e a hit only if (1) the data

it returns is still v alid (not stale), and (2) the matc hed pre�x refers to a lo cal directory .

All other outcomes are considered misses, and the w orst-case miss cost is c harged for eac h,

yielding a simpli�ed, conserv ativ e form ula for C

map

.

When there is a cac he hit, name mapping costs four pac k et ev en ts. The clien t unicasts

its op eration request message directly to the correct ob ject manager, and the manager's

unicasts the op eration result in resp onse. Th us the clien t sends one pac k et and receiv es

one pac k et, and so do es the manager, for a total of four pac k et ev en ts.

When there is a cac he miss, as man y as r + m + 3 pac k et ev en ts ma y b e needed. This

w orst-case cost is incurred when the cac he returns stale data referring to a host that is no

longer up, and after the stale data is discarded, there is no information ab out the giv en

name left in the cac he. In this case, the clien t �rst sends o� a request to the address giv en in

the stale cac he en try . The clien t detects that the addressed host is do wn b y retransmitting

its request r times and receiving no resp onse ( r pac k et ev en ts). A t this p oin t the clien t

discards its stale cac he data, and is left (w e ha v e assumed) with no cac hed information

ab out the giv en name|not ev en a shorter pre�x that narro ws do wn the lo okup to a regional

directory b elo w the ro ot. Th us, the clien t next retransmits its request as a m ulticast to

all m ob ject managers participating in the ro ot directory ( m + 1 pac k et ev en ts). Finally ,

the clien t receiv es a single unicast resp onse from the ob ject's manager (2 pac k et ev en ts),

con taining the op eration result and a corrected cac he en try . Summing these v alues, the

total cost for this case is r + m + 3.
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Com bining the t w o cases yields Equation 3.1 ab o v e.

It is clear from Equation 3.1 that C

map

will b e close to the optim um v alue 4 if the miss

ratio 1 � h is small compared to 1 = ( r + m + 3), as illustrated in Figure 3.1 b elo w.

1

F or

example, C

map

will b e less than 4.16 for an installation with 50 ob ject managers, r = 4,

and h = 99 : 7%.

400 6002000
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Figure 3.1: Av erage Cost of Mapping vs. Num b er of Managers.

It is somewhat more costly to map a generic name than a sp eci�c name. Although the

cost is the same when there is a cac he hit (4 pac k et ev en ts), when there is a cac he miss

e ach manager that binds the name resp onds to the clien t's m ulticast. Th us if g managers

bind the name, the w orst-case cost b ecomes r + m + 2 g + 1 instead of r + m + 3, making

the a v erage-case cost C

map � generi c

= 4 h + ( r + m + 2 g + 1)(1 � h ).

It is still more costly to map a group name (or the name of a regional directory). In

this case, eac h manager that binds the name resp onds regardless of whether the cac he hits

or misses. In the case of a cac he hit, the clien t m ulticasts to precisely the g managers

that bind the name and receiv es g resp onses, for a total cost of 3 g + 1 pac k et ev en ts. In

the case of a miss, there are g resp onses to the �nal m ulticast, so the w orst-case cost is

again r + m + 2 g + 1 instead of r + m + 3, making the a v erage-case cost C

map � group

=

(3 g + 1) h + ( r + m + 2 g + 1)(1 � h ).

Details of the Cac he Miss Case

The remainder of this section sk etc hes in the details that w ere omitted from the \hit or

miss" mo del of cac he b eha vior giv en ab o v e. A 
o w c hart (Figure 3.2) summarizes the

p ossible outcomes of a cac he lo okup and name mapping attempt, and giv es the cost of

eac h. The cost of attempting to map an unco v ered name is also giv en. These details

are pro vided to illustrate ho w excessiv ely complex it w ould b e to extend Equation 3.1 to

consider all cases individually .

The t w o cases considered in Equation 3.1 corresp ond to the paths (1, 3, 7) and (1, 3,

6, 9, 2, 12) in Figure 3.2. The b est-case (cac he hit) path tra v erses blo c ks 1, 3, and 7, for a

1

In all cases, C

map

� 4, b ecause the de�nition of name mapping requires at least one unicast message

from clien t to manager carrying the op eration request, and one return message ac kno wledging the request

and carrying the results.
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Figure 3.2: Num b er of P ac k et Ev en ts Required for Name Mapping.

total cost of four pac k et ev en ts, as noted ab o v e. The w orst-case path for a co v ered name

tra v erses (1, 3, 6, 9, 2, 12), for a total cost of r + m + 3, also as noted previously .

The �gure also sho ws sev eral cac he-miss cases that are less costly than the w orst case.

F or example, the cost of a miss is less than the w orst case when the cac he lo okup returns

stale data, but the manager referenced in the stale cac he en try still exists|path (1, 3,

6, 13, 2, 12). In this case, the initial, misdirected request is transmitted only once and

receiv es an error reply , rather than b eing retransmitted sev eral times with no reply . As

another example, when the initial lo okup returns no data, rather than stale data, path

(1, 2, 12) is follo w ed. In the latter case, there is no initial, misdirected request; the clien t

m ulticasts immediately .

P aths b eginning with blo c k 4 illustrate the cost sa vings that are gained through inclu-

sion in the cac he of pre�xes that map to regional directories. P aths through this blo c k

are tak en when the cac he lo okup returns a regional directory name as the longest pre�x

matc h (termed a \near miss"). If the en try is v alid, the near miss reduces the cost of name

lo okup as compared with a total miss, b ecause it allo ws the clien t to m ulticast its request

to g < m managers rather than all m . If the en try is stale, ho w ev er, path (1, 4, 10, 14,
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2, 12) is tak en. This path ma y app ear to b e more costly than (1, 3, 6, 9, 2, 12), whic h

w e ha v e b een considering the w orst case, but in fact, g should alw a ys equal 0 in blo c k 14,

making the costs the same. The reason g is exp ected to b e zero is that, when a regional

directory with participan t group G is deleted, the group is disbanded (i.e., its mem b ership

g is reduced to 0), and the iden ti�er G is not reused for a new group un til it is v ery unlik ely

that an y clien t still has a binding to G in its cac he.

The �gure also illustrates the cost of attempting to map an unc over e d name, whic h is

considerably higher than the w orst-case cost of mapping a co v ered name. P ossible paths

through the 
o w c hart include (1, 2, 5), (1, 3, 6, 9, 2, 5), (1, 4, 8, 15), or w orst of all, (1, 4,

8, 15, 2, 5).

Blo c k 15 requires some explanation at this p oin t: it represen ts an optimization that can

b e applied if some regional directory names are statically de�ned, so that their bindings

to participan t group iden ti�ers can nev er b ecome stale. If the clien t kno ws that the cac he

en try it used cannot b e stale, it can tak e the yes path out of blo c k 15, thereb y a v oiding

an extra m ulticast to all managers (blo c k 5), and retaining the cac he en try for later use

rather than discarding it.

Ev aluating the cost of mapping generic or group names requires some extensions to

Figure 3.2. The cost of mapping a generic name is generally the same as that of a sp eci�c

name, except when there is a successful m ulticast (blo c ks 11 and 12), in whic h case sev eral

replies are sen t instead of just one. In the case of regional directory names and group

names, the path b eginning with blo c k 3 is nev er tak en, and again, sev eral replies are sen t

in blo c ks 11 and 12.

Finally , t w o small di�erences b et w een the ab o v e discussion and the curren t V naming

implemen tation should b e noted. First, the V implemen tation di�ers sligh tly in its handling

of cac he misses. Figure 3.2 assumes that whenev er the cac he returns data that app ears

to b e stale, the clien t soft w are retries the name mapping op eration as a m ulticast to all

managers; i.e., it ignores the cac he completely . The V implemen tation, on the other hand,

retries the op eration using what remains in the cac he after the apparen tly stale en try is

remo v ed. F or example, if the cac hed pre�xes [storage and [storage/pescadero b oth

matc h the name [storage/pescadero/user/fr ed , but the send using the longer pre�x

fails, the retry mak es use of the pre�x [storage |referring to the �gure, the stale en try

is �rst remo v ed, then the retry b egins at blo c k 1 rather than 2. If the [storage en try is

not stale at this p oin t, the lo okup cost is reduced b y this p olicy , since the en try is tak en

adv an tage of. If b oth en tries are stale, ho w ev er, the cost is increased, b ecause the retry

will also fail and a second retry will b e needed to map the name. W e do not y et ha v e

enough data to determine whic h p olicy giv es b etter a v erage p erformance.

Another small di�erence is that, under V, cac he data and op eration results are not b oth

returned in a single message. Instead, clien t soft w are handles a cac he miss b y m ulticasting

a request for new cac he data (a QueryName op eration), then transmitting the actual name

mapping op eration in a separate message, sen t to the address that w as returned in the

QueryName resp onse. Th us t w o additional unicast messages (4 pac k et ev en ts) are required

in the cac he-miss case, increasing the appro ximate a v erage cost giv en in Equation 3.1 to

C

vmap

= 4 h + ( r + m + 7)(1 � h ) (3 : 2)

This c hange, of course, has little e�ect on C

map

when h � 1. In Figure 3.2, the e�ect is to

add t w o more unicast messages to blo c ks 11 and 12.

3.1.2 Name Binding

It is not di�cult to ev aluate the a v erage cost of name binding, but there are sev eral cases to

consider. The primary division is b et w een cases in whic h the clien t kno ws whic h manager
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is to bind the giv en name and those in whic h it requests that the name b e b ound b y

whatev er manager already co v ers it.

Implicit Manager Sp eci�cation

Some op erations use implicit (or by-name ) manager sp eci�cation|the manager that al-

ready co v ers the giv en name is requested to bind it. The clien t need not kno w that

manager's iden tit y when it issues suc h a request. An example is obje ct cr e ation by name,

whic h accepts a name and ob ject t yp e as its argumen ts, creates a new ob ject of the sp ec-

i�ed t yp e, and binds the name to it. The name is required to ha v e b een un b ound and

co v ered b y exactly one serv er; the new ob ject is managed b y that serv er. F or instance, if

[edu/stanford/dsg/user/m ann is a lo cal directory managed b y a �le serv er at Stanford,

the op eration CreateFile([edu/stanford /dsg/us er/mann /newfi le) creates a new �le

on that �le serv er with the giv en name.

With implicit manager sp eci�cation, the a v erage cost of name binding is the same as

that of name mapping. The clien t issues an op eration request iden tical in format to a name

mapping request, requesting that the giv en name b e b ound to an ob ject on the manager

that co v ers the name. When there is a cac he hit, the request is unicast directly to the

manager and the resp onse unicast bac k, at a total cost of 4 pac k et ev en ts. When there is

a cac he miss, the w orst-case cost is r + m + 3, as w as deriv ed in Section 3.1.1 ab o v e.

2

Explicit Manager Sp eci�cation

Other op erations use explicit manager sp eci�cation, where the clien t kno ws b eforehand

what manager is to bind the name and sends the name binding request directly to it. An

example is \moun ting" a new �le serv er's directory tree in to the global name space; b oth

the new name and the iden tit y of the �le serv er m ust b e giv en in the op eration request.

With explicit manager sp eci�cation, the cost of name binding dep ends on where the

giv en name w as co v ered b efore the op eration. Assuming the clien t already kno ws a unicast

address for the manager that is to bind the name, there are three sub cases: (1) the name

w as already co v ered b y the selected manager, (2) it w as co v ered b y a di�eren t manager,

or (3) it w as not co v ered.

In sub case (1), the cost is 4 pac k et ev en ts. The clien t unicasts its request to the

manager; the manager in turn carries out the binding request and unicasts its reply .

In sub case (2), the cost is 4 pac k et ev en ts plus the cost of the proto col to transfer

co v erage to the new manager. Again, the request and �nal reply are unicast. Co v erage

transfer in v olv es name mapping to �nd the curren t co v erage holder, plus an extra pac k et

to complete the three-w a y handshak e (describ ed in Section 4.5.3).

In sub case (3), the cost is 4 pac k et ev en ts plus the cost to determine that the name

app ears unco v ered. Once more, the request and �nal reply are unicast. The cost of at-

tempting to obtain co v erage of a globally unco v ered name is the same as that of attempting

to map it (giv en ab o v e). Note that the op eration fails after incurring this cost.

The cost of binding g ob jects to a generic or group name is roughly g times the cost

of binding a single ob ject to a sp eci�c name (using explicit manager sp eci�cation). The

name is b ound to eac h ob ject, one at a time, and the cost of establishing eac h binding is

essen tially the same as that of binding a sp eci�c name. There is a small di�erence in that

if one or more of the managers needs to request p ermission to co v er the new name (case

2

Note that with implicit manager sp eci�cation, it is imp ossible to bind a (previously) unco v ered name,

and that attempting to do so costs the same as attempting to map an unco v ered name.
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(2) ab o v e), it ma y receiv e replies from eac h of the sev eral managers that already co v er the

name, rather than just one.

The cost of name un binding is similar to that of name binding. Its ev aluation is left to

the reader.

3.1.3 Directory Listing

Another imp ortan t naming op eration is dir e ctory listing. Its cost can b e sho wn to dep end

on the class of directory (lo cal, regional, or global), and whether the listing includes only

the b ound names, or the names plus a descriptor for eac h b ound ob ject. F or lo cal (or

global) directories, with or without attributes, the cost essen tially v aries linearly with the

size of the directory , just as it do es in most approac hes to naming. The cost is similar

for regional directories if the name list is a v ailable and only the names are to b e listed. If

the attributes are also to b e listed, the cost includes a term prop ortional to the n um b er

of managers participating, b ecause the clien t m ust request the attributes for eac h name,

resulting in con tacting ev ery manager that binds at least one name in the directory . The

b est-e�orts proto col used for directory listing in the absence of an on-line name list is ev en

more costly . It and the lo cal directory case are examined in more detail b elo w.

The cost of listing a lo cal directory is equal to the cost of mapping its name, plus

enough additional pac k et ev en ts to return all the directory en tries to the clien t:

C

sm � list

= 4 h + ( r + m + 3)(1 � h ) + �s (3 : 3)

Here, s is the size of the directory (n um b er of en tries), and � is a constan t that dep ends

on ho w man y en tries �t in to a pac k et. In the V implemen tation, directory en tries are

transmitted one to a pac k et, eac h in resp onse to a separate request pac k et, and there is an

additional pair of pac k ets exc hanged to \close" the directory after the last en try is read,

so �s in Equation 3.3 is replaced b y 4 s + 4.

3

The cost of listing a regional directory with no on-line name list dep ends on the n um b er

of en tries and the n um b er of times the en tries are replicated. Sp eci�cally , the cost in the

cac he-hit case is ( r + 1)( g + 1) + �s

0

, while the cost in the cac he-miss case is m + 1 + r ( g +

1) + �s

0

. Here s

0

is the total n um b er of en try r eplic as: if t w o di�eren t managers ha v e a

cop y of the same en try , it is coun ted t wice in s

0

. If no en tries are replicated, s

0

= s . These

costs arise as follo ws: a clien t lists a directory of this t yp e b y rep eatedly m ulticasting a

request to the participan t group for the directory , eac h time app ending a list of mem b ers

that ha v e already resp onded and therefore should not resp ond again, un til the request has

b een transmitted r consecutiv e times with no resp onse. The initial request is m ulticast to

r managers if the cac he hits or m if it misses, resulting in r + 1 or m + 1 pac k et ev en ts

resp ectiv ely . The directory en tries are then returned in �s

0

pac k ets, along with cac he

information if the initial request missed in the cac he. Finally , the request and mem b ership

list (whic h are assumed to �t in to a single pac k et) are retransmitted r times as a m ulticast

to the g group mem b ers.

As in the lo cal-directory case, the directory listing proto col actually used in V is some-

what less e�cien t than the idealized v ersion describ ed ab o v e; it requires ( r + 7)( g + 1) + 4 s � 6

pac k et ev en ts in the cac he-hit case, and m + ( r + 6)( g + 1) + 4 s � 5 in the cac he-miss case.

First, g + 1 ev en ts are required to m ulticast the initial request to all participan ts in the

directory (or m + 1 if the cac he misses). Eac h manager then sends a resp onse, resulting

in 2 g more ev en ts. Next, the clien t retransmits its request r times ( g + 1 ev en ts p er try),

and receiv es no resp onses. It no w requests and receiv es eac h directory en try in a separate

3

One could, of course, reduce the cost of directory listing b y cac hing directory en tries in the clien t. Suc h

cac hing is not considered in this thesis b ecause it in tro duces additional cac he consistency problems, and it

b ene�ts only the p erformance of directory listing, not of name mapping.
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pac k et exc hange, for a total of 4 s additional ev en ts. Finally , an additional unicast pac k et

is sen t to eac h manager to inform it that the clien t is done reading directory en tries from

it, and these pac k ets are ac kno wledged, resulting in 4 g ev en ts. Summing these costs yields

the total giv en ab o v e.

The cost estimates deriv ed in the ab o v e sections (3.1.1{3.1.3) sa y nothing in themselv es

ab out the practical usefulness of decen tralized naming, b ecause ev ery form ula includes the

cac he hit ratio as a parameter. The next sections, therefore, go on to consider what hit

ratios can b e exp ected in real systems and what they imply ab out the practicalit y and

scalabilit y of decen tralized naming tec hniques.

3.2 Cac he P erformance Mo del

This section dev elops a statistical mo del from whic h the exp ected cac he hit ratio for a giv en

decen tralized naming installation can b e computed in terms of other system parameters,

and sho ws that hit ratios of w ell o v er 99% can b e exp ected under realistic assumptions

ab out those parameters. The parameters in question are (1) the n um b er of name mapping

requests issued p er unit time, (2) the a v erage length of time a name cac he en try is v alid, (3)

the a v erage length of time a clien t cac he remains in use b efore it is discarded, and (4) the

\lo calit y of reference" observ ed in name usage. In the subsections b elo w, w e �rst obtain a

form ula for the steady-state hit ratio, then ev aluate the ratio for some t ypical parameter

v alues, and �nally discuss startup misses, whic h can mak e the observ ed hit ratio less than

the steady-state hit ratio.

3.2.1 Steady State Hit Ratio

The ste ady-state hit ratio is the hit ratio for clien t cac hes that ha v e b een in existence long

enough to ha v e gathered a (p ossibly stale) en try for ev ery manager the clien t references

at all. Section 3.2.3 b elo w sho ws that the hit ratio for an initially empt y cac he rapidly

approac hes the steady-state ratio after a few startup misses.

This section deriv es the follo wing form ula for h , the system wide a v erage steady-state

cac he hit ratio:

h = 1 �

X

j

X

k

�

�

j;k

+ v

k

(3 : 4)

The generation of name mapping requests is assumed to b e a P oisson pro cess, and the

a v erage in terarriv al time for requests generated b y clien t j that reference a name in lo cal

subtree k is denoted as �

j;k

.

4

The sym b ol v

k

represen ts the exp ected v alidit y time for

a cac he en try that iden ti�es whic h manager implemen ts names in subtree k ; that is, the

a v erage in terv al from the time suc h a cac he en try is acquired to the time it b ecomes in v alid.

The summation is tak en o v er all clien ts and all subtrees that exist at the momen t for whic h

the hit ratio is b eing ev aluated.

5

Finally , � represen ts the global a v erage in terarriv al time

for name mapping requests; it is equal to

�

P

j

P

k

�

� 1

j;k

�

� 1

. Equation 3.4 is deriv ed as follo ws.

First, observ e that the steady-state hit ratio for a single pair ( j; k ) is giv en b y

h

j;k

= 1 �

�

j;k

�

j;k

+ v

k

(3 : 5)

4

A lo c al subtr e e is a complete subtree of the global naming hierarc h y , whose ro ot is a lo cal directory that

has a regional (or global) directory as its paren t.

5

Th us, of course, the hit ratio can v ary with time.
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v

b

Time

request

request

request

request

request

cache miss

cache miss

Cache entry created

Cache entry becomes stale

Cache entry refreshed

Figure 3.3: Av erage In termiss Time Equals v + � .

b ecause the a v erage time b et w een misses is �

j;k

+ v

k

, as illustrated in Figure 3.3. Whenev er

a miss o ccurs, the clien t acquires a new cac he en try that will b e v alid for a time v

0

. The

next miss will o ccur on the �rst request that arriv es after the en try b ecomes in v alid|that

is, at time v

0

+ �

0

for some �

0

� 0. No w, w e kno w that the a v erage v alue of v

0

is v

k

, and

b ecause w e ha v e assumed that the generation of requests is a P oisson pro cess, w e also

kno w that the a v erage time from the end of v

0

to the next request (i.e., the exp ected v alue

of �

0

) is equal to the P oisson parameter �

j;k

. Therefore, the a v erage time b et w een misses

is �

j;k

+ v

k

. The miss ratio can no w b e computed as the a v erage n um b er of misses p er unit

time divided b y the a v erage n um b er of requests p er unit time, and the hit ratio as 1 min us

the miss ratio, yielding Equation 3.5 ab o v e.

Equation 3.4 is then deriv ed b y taking the a v erage steady-state hit ratio across all

clien t/subtree pairs, w eigh ted b y the frequency with whic h requests are generated in v olv-

ing that pair. The a v erage is formed b y m ultiplying eac h pairwise miss ratio b y the

corresp onding request rate �

� 1

j;k

, summing these terms, dividing the result b y the global

request rate �

� 1

, and simplifying.

3.2.2 T ypical V alues

This section argues that it is reasonable to exp ect v alues of h in the range 99.00{99.98%

for t ypical systems using decen tralized naming. The argumen t pro ceeds b y sho wing that

v alues in this range are to b e exp ected for individual clien t/subtree pairs with high tra�c,

and con tending that suc h pairs should dominate the global a v erage due to lo calit y of

reference.

The graph in Figure 3.4 illustrates ho w the steady-state hit ratio for a giv en clien t/
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subtree pair v aries with the a v erage v alidit y time of cac he data. In the graph, the a v erage

time b et w een requests �

j;k

is normalized to 1 unit, and the a v erage v alidit y time v

k

(plotted

on the x -axis) v aries from 100 to 5000. The steady-state hit ratio h

j;k

is plotted on the

y -axis. A t v

k

= 100, h

j;k

= 0 : 9901, while at v

k

= 5000, h

j;k

= 0 : 9998.
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Figure 3.4: Hit Ratio vs. V alidit y Time.

One exp ects a strong lo calit y of reference prop ert y to hold in applications of naming

to large distributed systems. F or example, in a distributed system con taining a mixture

of p ersonal w orkstations and shared �le serv ers, it is reasonable to exp ect a giv en user's

w orkstation to use t w o or three �le serv ers almost exclusiv ely during the course of a da y ,

ev en if h undreds of serv ers are a v ailable. The user probably k eeps all his p ersonal �les on

one �le serv er, all in the same lo cal subtree, p erhaps loads standard system programs (text

editor, compiler, etc.) from a subtree implemen ted b y a second �le serv er, and p erhaps

references a third serv er to access shared �les b elonging to his w ork group. There ma y b e a

few references to other serv ers, but most will b e to this small subset of the total a v ailable.

Call ( j; k ) an active clien t/subtree pair if subtree k is a mem b er of the subset that clien t

j is using frequen tly .

When this lo calit y prop ert y holds, the v ast ma jorit y of all name references in v olv e

activ e clien t/subtree pairs, so their pairwise hit ratios h

j;k

dominate the global a v erage hit

ratio h . F or example, supp ose that a giv en clien t j accesses subtrees 1, 2, and 3 frequen tly

(once p er unit time); subtrees 4, 5, and 6 infrequen tly (once p er 100 time units); and

subtrees 7, 8, and 9 v ery rarely (once p er 10000 time units). If v

k

= 1000 for all nine

subtrees, j 's o v erall a v erage hit ratio will b e 99.8%, quite close to its hit ratio with resp ect

to 1, 2, or 3, whic h is 99.9%. The hit ratio with resp ect to 7, 8, or 9 is only 9.1%, but

these misses ha v e little e�ect on the o v erall a v erage since the subtrees are accessed so

infrequen tly .

Finally , it seems quite reasonable to exp ect the ratio of v

k

to �

j;k

to b e 1000 or more

for activ e clien t/subtree pairs, putting the global a v erage hit ratio in to the desired range.

Basically , only t w o t yp es of ev en t can cause a cac he en try to b ecome in v alid: (1) a serv er

ma y crash and b e restarted with a new lo w-lev el iden ti�er, or (2) the assignmen t of subtrees

to serv ers ma y c hange. Both these ev en ts should b e rare compared to name mapping

requests. In a pro duction system, crashes should b e infrequen t, so that it is quite reasonable

to exp ect that eac h of a serv er's regular clien ts will access it more than 1000 times b et w een

successiv e crashes. It is also reasonable to exp ect that a subtree newly assigned to a
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particular serv er will (on a v erage) b e referenced more than 1000 times b y eac h of its regular

clien ts b efore it (or a part of it) is reassigned to a new serv er. F or example, one do es not

frequen tly mo v e trees of �les from one serv er to another, b ecause this t ypically in v olv es

cop ying a substan tial amoun t of data from one disk to another or ph ysically mo ving disk

pac ks.

3.2.3 Startup Misses

The true hit ratio h for a decen tralized naming installation will, in general, b e less than

the steady-state hit ratio h , b ecause the latter do es not coun t the initial misses that o ccur

when a new, empt y cac he is created. Call suc h misses startup misses. Startup misses ha v e

little e�ect on h if clien t cac hes ha v e long lifetimes compared to �

j;k

, but can reduce h

substan tially if the cac hes ha v e short lifetimes. This e�ect is quan ti�ed b elo w.

Mo difying Equation 3.4 to re
ect the initial misses that o ccur after a clien t cac he is

created can b e sho wn to yield Equation 3.6:

h = 1 �

X

j

X

k

�

�

j;k

+ v

k

� max

 

0 ; 1 �

�

j;k

l

j

!

(3 : 6)

In this equation, the sym b ol l

j

represen ts the lifetime of clien t cac he j ; that is, the n um b er

of time units b et w een the time it w as created as an empt y cac he and the time it will b e

discarded. Eac h term of the original summation has b een m ultiplied b y max(0 ; 1 � �

j;k

=l

j

).

The basic insigh t leading to Equation 3.6 is that for eac h clien t/subtree pair ( j; k ),

j 's �rst name reference to k follo wing the creation of its cac he is alw a ys a miss, while

the remainder are hits with probabilit y h

j;k

. Th us the probabilit y of a reference from

( j; k ) b eing a startup miss is min (1 ; �

j;k

=l

j

). Equation 3.6 is then obtained b y writing an

expression for the probabilit y that a giv en reference is neither a startup miss nor a steady-

state miss (i.e., that it is a hit), then computing the w eigh ted a v erage o v er all clien t/subtree

pairs. Note that, as with h , one can exp ect the global a v erage h to b e dominated b y the

pairwise hit ratios of activ e clien t/subtree pairs.

It is clear from Equation 3.6 that the observ ed hit ratio h dep ends strongly on the

lifetimes of clien t cac hes. If a t ypical clien t cac he liv es long enough for the clien t to mak e

1000 name references to eac h of the subtrees it is activ ely using, h

j;k

will equal 0 : 999 � h

j;k

|

only a small reduction. On the other hand, if a t ypical clien t cac he only liv es long enough

for the clien t to mak e one name reference to eac h subtree, h

j;k

will b e nearly zero. Th us,

it is clearly imp ortan t for an implemen tation of decen tralized naming to preserv e clien t

cac he information as long as p ossible.

The V implemen tation uses c ache inheritanc e to giv e its cac hes a long lifetime. This

tec hnique giv es eac h clien t program a separate name cac he in its o wn address space, rather

than using a single cac he p er clien t mac hine, to a v oid the o v erhead of in terpro cess com-

m unication on eac h cac he reference.

6

If eac h suc h cac he w ere to start out empt y , startup

misses w ould ha v e a sev ere impact, b ecause man y programs mak e only a few name refer-

ences during their lifetimes. The V implemen tation a v oids this problem b y starting eac h

new program with a cop y of its paren t program's cac he, th us ac hieving a startup miss ratio

near that of a p er-mac hine cac he, as sho wn b y the measuremen ts in the next section.

6

Shared memory b et w een separate programs is not a v ailable under V.
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3.3 Measuremen ts

This section presen ts some measuremen ts tak en on the V implemen tation of decen tralized

naming. Including suc h measuremen ts in this thesis serv es sev eral purp oses.

� T o sho w that a real system can in fact ac hiev e the cac he hit ratios that w ere claimed

to b e t ypical in Section 3.2.

� T o sho w ho w the cost �gures of Section 3.1, giv en in terms of pac k et ev en ts, translate

in to CPU consumption on clien t and serv er mac hines.

� T o giv e the reader a concrete idea of the elapsed time needed to p erform naming

op erations, and of the space consumed b y cac he data and naming co de in clien ts and

serv ers.

� T o sho w that naming op erations are p erformed frequen tly enough that it is imp ortan t

to implemen t them e�cien tly .

The measuremen ts w ere tak en on the V installation at Stanford's Computer Science

Departmen t. Our installation at the time consisted of ab out 35 Sun and MicroV AX I I

w orkstations, three �le serv ers running the V k ernel, and �v e V AX/UNIX systems pro-

viding additional �le service, all in terconnected b y Ethernet. During the measuremen t

p erio d, the w orkstations w ere b eing used in their normal fashion to supp ort da y-to-da y

tasks including soft w are dev elopmen t, w ord pro cessing, and remote access to other hosts

on the D ARP A In ternet.

3.3.1 Hit Ratio

The measured hit ratios w ere excellen t, and in go o d agreemen t with the analytical mo del

of Section 3.2. Ov er ab out 24 da ys of 24-hour op eration, the CSD V installation sho w ed

an a v erage cac he hit ratio of 99.70%. During the half hour for whic h the arriv al rate of

name requests w as highest, the a v erage hit ratio w as 99.97%. Based on measuremen ts of

the request arriv al rate, and estimates of the rate of clien t and serv er reb o ots, the mo del

predicts hit ratios of appro ximately 99.71% and 99.997% for these t w o p erio ds.

T able 3.1 summarizes the statistics from whic h the 24-da y a v erage hit ratio w as com-

puted. Statistics w ere rep orted for a total of 6 : 033 � 10

7

seconds of w orkstation running

time, with an a v erage of 25.15 w orkstations rep orting eac h half hour. During this time,

386626 name mapping requests w ere issued, of whic h 385466 w ere cac he hits (i.e., they

w ere carried out with no need for a m ulticast query), for a hit ratio of 99.7%. Note this

measuremen t coun ts references to unco v ered names (resulting in a failing m ulticast query)

as cac he misses, resulting in a conserv ativ e estimate of hit ratio.

7

Exp erimen tal p erio d: Oct 17{No v 9, 1985

W orkstation-seconds: 6 : 033 � 10

7

Av erage w orkstations rep orting: 25.15

T otal names mapp ed: 386626

Successful m ulticast queries: 780 (0.20%)

F ailing m ulticast queries: 380 (0.10%)

No query required: 385466 (99.70%)

T able 3.1: Ov erall Statistics.

7

The curren t V implemen tation lea v es man y names unco v ered b ecause the name lists for its regional

directories are alw a ys k ept o� line.



30 CHAPTER 3. EFFICIENCY

T able 3.2 summarizes the statistics for the p eak half hour of the measuremen t p erio d.

During this p erio d, 30300 names w ere mapp ed|fully 7.8% of the 24-da y total, and more

than in an y other half hour slice of the measuremen t p erio d. There w ere only 9 cac he

misses, for a hit ratio of 99.97%.

Exp erimen tal p erio d: 11:41{12:11, No v 4, 1985

W orkstation-seconds: 52383

W orkstations rep orting: 27

T otal names mapp ed: 30300

Successful m ulticast queries: 8 (0.026%)

F ailing m ulticast queries: 1 (0.0033%)

No query required: 30291 (99.97%)

T able 3.2: Statistics for P eak Half Hour.

I obtained the data in T ables 3.1 and 3.2 b y instrumen ting the naming routines in V's

clien t library . With the mo di�ed library in place, eac h program collects statistics on its o wn

name mapping b eha vior, totals them, and rep orts them to a system statistician pro cess just

b efore exiting. Eac h w orkstation runs suc h a statistician pro cess. P erio dically , a master

statistician program m ulticasts a request for statistics to the w orkstation statisticians,

whic h resp ond with their curren t totals, then clear them. The master statistician records

the system wide totals in a log �le.

A rough computation based on the mo del of Section 3.2 sho ws reasonable agreemen t

with these measuremen ts. The computation assumes that eac h clien t made ab out the

same n um b er of name mapping requests during the exp erimen t, and that the global hit

ratio w as dominated b y their in teraction with our most frequen tly used �le serv ers. It also

assumes that name cac hes are p er-w orkstation to a v oid the complication of mo deling V's

p er-program cac hes with inheritance. Curren tly , t w o serv ers pro vide the bulk of all �le

service to the CSD V installation, and they are eac h reb o oted t wice a w eek after dumps

are tak en, so it is reasonable to assume v

k

is equal to 3.5 da ys for eac h. W orkstations are

reb o oted more frequen tly , often more than once a da y , so w e can tak e l

j

to b e 18 hours for

eac h w orkstation. F rom the data in T ables 3.1 and 3.2 w e can compute �

j;k

to b e 156.04

for the 24-da y exp erimen t, and 1.7288 for the p eak half hour. Plugging these �gures in to

Equation 3.6 yields hit ratio estimates of 99.708% and 99.9968% resp ectiv ely .

Sev eral factors could accoun t for the di�erence b et w een the measured and predicted hit

ratios. The discrepancy in the 24-da y v alue is small, and could easily b e accoun ted for b y

sligh tly inaccurate estimates of v

k

and l

j

, b y the fact that V uses p er-program cac hes with

inheritance rather than p er-mac hine cac hes, or the other shortcuts tak en in computing

the prediction. The predicted hit ratio for the p eak half hour is, ho w ev er, quite a bit

higher than the observ ed v alue. This di�erence could b e due to un usual b eha vior during

that particular half hour; for example, sev eral references to little-used serv ers, or sev eral

w orkstation reb o ots.

These �gures also indicate that name mapping is a common enough op eration that it

is imp ortan t to optimize its p erformance. During the p eak half hour, for example, there

w ere 0.578 name mapping op erations p erformed p er w orkstation p er second, for a total of

15.6 op erations p er second o v er all 27 w orkstations. In a larger installation, of course, the

o v erall total w ould b e prop ortionately higher.

3.3.2 CPU Cost

The measuremen ts rep orted in this section pro vide supp ort for the practicalit y of decen-

tralized naming b y sho wing that, in our installation, only a small fraction of the a v ailable

clien t and serv er CPU time is consumed in pro cessing name mapping requests. It is of
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particular in terest that, ev en during a p eak activit y p erio d, less than 0.00361% of eac h

serv er's a v ailable CPU time w as consumed in discarding m ulticast requests for names it

did not co v er, b ecause (as discussed in Section 3.4 b elo w) the cost of suc h m ulticasts is the

ma jor obstacle limiting the size of regional directories in large systems. This measuremen t

sho ws that the CSD V installation is still far from that limit.

T able 3.3 rep orts the results of an exp erimen t p erformed to measure the CPU cost of

name mapping. The exp erimen t measured the time required to p erform a trivial op eration

( GetContextId ) on an ob ject referenced b y name, for eac h of three cases of in terest. In

the hit case, a cac he hit allo w ed the op eration to b e completed in a single unicast message

transaction|path (1, 3, 7) in the 
o w c hart of Figure 3.2. In the miss/c over e d case, the

giv en name missed in the cac he but w as co v ered b y some ob ject manager|path (1, 2, 12)

in the 
o w c hart. In the miss/unc over e d case, the giv en name name w as not co v ered b y an y

ob ject manager|path (1, 2, 5) in the 
o w c hart.

8

CPU time measuremen ts w ere tak en on

the clien t w orkstation, on the serv er co v ering the sp eci�ed name, and on another serv er

participating in the naming system but not co v ering the sp eci�ed name (a \b ystander").

Case Clien t (ms) Serv er (ms) Bystander (ms)

Hit 3 : 38 � 0 : 13 3 : 89 � 0 : 082 0

Miss/co v ered 26 : 7 � 5 : 5 11 : 6 � 0 : 30 6 : 42 � 0 : 21

Miss/unco v ered 16 : 0 � 1 : 1 | 9 : 29 � 0 : 75

T able 3.3: CPU Cost Measuremen ts.

The exp erimen t w as structured as follo ws. A test program, link ed with the standard

clien t naming library , ran in a lo op, rep eatedly trying to map the same name. (F or the

miss/c over e d case, the program cleared the name cac he b efore eac h trial.) CPU usage

measuremen ts w ere tak en on the test program, running on one w orkstation, and on in-

stances of a serv er program running on t w o other w orkstations. The serv er w as the V

in-memory �le serv er (\RAM disk"). The tests w ere run on Sun-2/50 w orkstations with

10 MHz MC68010 pro cessors and Ethernet in terfaces based on the In tel 82586 c hip. A

test run measured the total time for 100 to 10000 trials; the a v erage time p er trial w as

obtained b y dividing this total b y the n um b er of trials. The table giv es the means and

sample standard deviations of the times obtained on four test runs.

These �gures, together with the statistics of Section 3.3.1, sho w that serv ers in the

CSD V installation sp end a v ery small fraction of their a v ailable CPU time in b ystander

pro cessing. Assuming there are enough serv ers that most serv ers are b ystanders ev en on

successful queries, w e can compute an a v erage of 0.0221 ms p er naming op eration consumed

on eac h serv er in pro cessing op erations in whic h it is a b ystander. During the exp erimen tal

p erio d, there w ere 386626 name mapping op erations observ ed in 6 : 033 � 10

7

w orkstation-

seconds, for an a v erage rate of 6 : 4 � 10

� 3

op erations p er w orkstation p er second|or taking

the a v erage n um b er of w orkstations to b e 25, 0.16 op erations p er second. Th us on the

a v erage 0.000355% of eac h serv er's time w as consumed in b ystander pro cessing o v er a

24-hour p erio d|a negligible amoun t. The p eak load observ ed o v er an y half hour of the

exp erimen tal p erio d w as 16.5 op erations p er second (with 27 w orkstations rep orting).

During this p erio d the cac he miss ratio w as only 0.025% and the unco v ered ratio only

0.00625%, b oth m uc h lo w er than the daily a v erage. Rep eating the ab o v e computation

with these p eak load �gures, it app ears that 0.00361% of eac h serv er's time w as consumed

in b ystander pro cessing during the p eak p erio d|still negligible.

8

The cost of detecting stale cac he data w as not measured. Detecting and replacing a stale cac he en try

that maps to an existing serv er adds to the miss case appro ximately the time for mapping a name in the hit

case; an en try that maps to a nonexisten t serv er adds appro ximately the time for the miss/unc over e d case.
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3.3.3 Elapsed Time

It is imp ortan t to measure the elapsed time tak en b y naming op erations, as w ell as CPU

consumption, b ecause the t w o are not directly related. On the one hand, all serv ers

receiving a m ulticast request pro cess it in parallel, resulting in some sa vings in elapsed

time. On the other hand, the elapsed time for eac h op eration includes the time for one or

more pac k ets to cross the net w ork, and for some op erations, it includes a timeout p erio d

during whic h the clien t is w aiting for a reply that will not arriv e. Examples of the latter

include attempting to map an unco v ered name or listing a regional directory with no on-

line name list. F or brevit y , this section presen ts elapsed time measuremen ts for name

mapping only .

T able 3.4 lists the elapsed times required for name mapping in the same three cases

measured in Section 3.3.2. The exp erimen t w as p erformed using the same test program

and the same hardw are describ ed in that section.

Case Elapsed Time (ms)

Hit 9 : 23 � 0 : 24

Miss/co v ered 47 : 7 � 9 : 2

Miss/unco v ered 5379 � 92

T able 3.4: Elapsed Time F or Name Mapping.

Although the elapsed times for the hit and miss/c over e d cases are comparable to the

sums of the clien t and serv er CPU times, the time for the miss/unc over e d case is quite

long (o v er 5 seconds), b ecause it includes a timeout b y the clien t. In general, suc h a

timeout requires r � t

r

seconds, with r (the n um b er of retransmissions, coun ting the initial

transmission) determined b y the required resiliency of name mapping as compared with

the frequency of omission faults in the comm unication medium, and t

r

(the time in terv al

b et w een retransmission s) determined b y the exp ected time to receiv e a resp onse. In our

Ethernet-based V installation, b oth the retransmission in terv al and the n um b er of retrans-

missions could b e reduced signi�can tly w ere it not for the need to comm unicate with a

guest-lev el implemen tation of the V in terk ernel proto col running on our UNIX systems

(outside the UNIX k ernel). F ortunately , unco v ered names are encoun tered fairly rarely

(0.10% of all names mapp ed); ho w ev er, the 5-second dela y can b e anno ying to the user

who inadv erten tly t yp es in suc h a name. In suc h cases the user will t ypically notice his

mistak e after a second or t w o of dela y and in terrupt execution of the program from the

k eyb oard.

3.3.4 Space Cost

One migh t exp ect decen tralized naming to ha v e a substan tial space cost, b ecause it places

some global naming information in ev ery serv er, a name cac he in ev ery clien t, and some

naming co de in b oth clien ts and serv ers. Exp erience with the V implemen tation, ho w ev er,

has sho wn that the cost is lo w|enough so that there has b een no need to put a size

limit on the cac he, and it app ears that no suc h limit will b e needed ev en for m uc h larger

installations.

In serv ers, the space cost for naming supp ort is not large relativ e to the o v erall size of

the serv ers. F or example, in the case of the V disk �le serv er, the serv er naming library

(whic h compiles to 12408 b ytes of co de and static data on the MC68000) represen ts only

14% of the total static size of the serv er, and is an insigni�can t fraction of its run-time

size, as the �le serv er uses all a v ailable memory for disk bu�ers|three to eigh t megab ytes
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on our Sun- and V AX-based �le serv ers. (The serv er naming library itself allo cates little

space at run time|at most a few kilob ytes.)

The static space cost in clien t programs is also small in comparison with their total size.

The clien t naming library for V o ccupies 4936 b ytes on the MC68000 if all of its routines

are used (not normally the case). This space cost is comparable to that imp osed b y other

standard library routines|for comparison, doprnt (the main mo dule that implemen ts the

C formatted prin ting routine printf ) alone compiles to 1276 b ytes on the MC68000.

The run-time space cost in clien t programs is due mostly to the name cac he, whic h

nev er gro ws v ery large. Recall that a clien t's cac he con tains at most one en try for eac h

lo cal subtree that the clien t has referenced. Because of lo calit y , a giv en clien t is quite

lik ely to reference only a small fraction of the a v ailable subtrees during its lifetime, and

will almost certainly b e activ ely using less than 5{10 at an y giv en momen t. In the V

implemen tation, eac h name cac he en try o ccupies 22 b ytes of memory plus the length of

the name pre�x it refers to, whic h is t ypically less than 32 b ytes. Th us a name cac he of

10 en tries o ccupies less than 540 b ytes of memory .

3.4 Limits to Gro wth

There are some practical limits to ho w large a system can b e built with a regional direc-

tory at its ro ot. F or example, although the V implemen tation w orks w ell on the Stanford

CSD net w ork, it w ould b e quite impractical to extend it to a nation wide or w orldwide

in ternet w ork without adding a global directory lev el. This section tak es a detailed lo ok at

the limits to gro wth in decen tralized naming systems without global directories ( r e gional

systems). The next section applies these observ ations to systems that include global di-

rectories ( glob al systems), where they set a limit on ho w large a directory can gro w b efore

it m ust b e made global instead of regional.

3.4.1 Av ailabilit y of Multicast

The a v ailabilit y of m ulticast is curren tly a tec hnological limit on the size of net w ork in

whic h regional name mapping can b e used, but this limit ma y not exist for long. T o da y's

net w ork tec hnology pro vides m ulticast only within a lo cal-area net w ork, suc h as a single

Ethernet cable, not across long-haul net w orks or ev en across m ultiple Ethernets connected

b y gatew a ys. This problem w ould seem to set a practical limit of around 1000 hosts on

the maxim um size of a regional decen tralized naming system. Ho w ev er, tec hniques for

in ternet w ork m ulticast are curren tly under in v estigation [9], and of course tec hniques for

in ternet w ork br o adc as t ha v e long b een kno wn [4,45 ]. Th us, it mak es sense to assume the

tec hnological limits will b e o v ercome, and to ask what other limits are encoun tered as

systems are increased w ell b ey ond 1000 hosts.

3.4.2 Cost P er Op eration

Another limit to the gro wth of a regional system arises from the linear increase of name

mapping cost with system size. The graph in Figure 3.1 (Section 3.1.1) illustrates the

problem: if the n um b er of managers in the system is increased while the hit ratio remains

constan t, the a v erage cost of mapping a name increases linearly , with the slop e of the cost

function equal to the miss ratio 1 � h . A t some size, C

map

will b ecome unacceptably large.

Increasing the hit ratio raises this limit but do es not eliminate it.

In a system using replicated global name serv ers, on the other hand, the n um b er of

pac k et ev en ts required to map a name in the cac he miss case is prop ortional to the n um b er
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Figure 3.5: Name Mapping with Distributed Name Serv ers.

of serv ers in the path from the global ro ot name serv er to an ob ject, not to the total

n um b er of ob ject managers. It therefore increases only as the logarithm of the system

size, assuming name serv ers at eac h lev el ha v e ab out the same fanout (n um b er of links

to serv ers at the next lev el), as suggested b y Figure 3.5. (The �gure sho ws a fanout of

t w o for clarit y , but 10{100 w ould probably b e more t ypical in a real system.) This gro wth

prop ert y suggests that distributed name serv ers should b e used for the upp ermost lev els

of extremely large hierarc hical naming systems, as is done in global decen tralized naming.

3.4.3 Load P er Manager

A further di�cult y in scaling up a regional decen tralized naming system arises b ecause

the a v erage naming load p er obje ct manager con tains a term that is prop ortional to the

n um b er of clien ts, but not in v ersely prop ortional to the n um b er of managers. That is, as the

n um b er of clien ts increases, there is a comp onen t of the load on eac h serv er that increases

prop ortionately and c annot b e reduced b y increasing the n um b er of ob ject managers.

(\Load" here is measured in pac k et ev en ts p er unit time.) This load comp onen t arises

directly from the use of m ulticast to handle cac he misses, as explained in the follo wing

paragraphs.

A computation similar to those of Section 3.1 yields the follo wing expression for L , the

a v erage naming load p er manager, in a system with c clien ts and m ob ject managers.

L = c � a �

 

1 � h +

3 � h

m

!

(3 : 7)

Here a is the a v erage activity lev el of eac h clien t; that is, eac h clien t, on the a v erage,

generates a name mapping requests p er unit time. In the notation w e ha v e b een using,

a = c

� 1

P

j

P

k

�

� 1

j;k

. As b efore, h is the cac he hit ratio.

Equation 3.7 is deriv ed as follo ws. A cac he hit costs 2 pac k et ev en ts at the manager; a

w orst-case cac he miss costs a total of m + 3 pac k et ev en ts at managers, since in the w orst

case, a m ulticast to all m managers is required.

9

Th us the a v erage cost of mapping a single

name is [2 h + ( m + 3)(1 � h )] m

� 1

pac k et ev en ts p er manager. Multiplying this expression

b y the clien t activit y lev el and n um b er of clien ts giv es Equation 3.7.

One w a y of lo oking at Equation 3.7, illustrated in Figure 3.6, is that it implies a linear

increase in the naming load on eac h serv er as a system increases in size, with the slop e of

the increase dep ending on the cac he hit ratio. The graph plots the n um b er of clien ts on

the x -axis and the n um b er of name mapping pac k et ev en ts p er serv er p er unit time on the

9

When only manager pac k et ev en ts are coun ted, the w orst case is path (1, 3, 6, 13, 2, 12) in Figure 3.2.
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y -axis. It assumes that the ratio of clien t hosts to serv er hosts remains constan t as the

system gro ws (that is, c = �m for some constan t � ), and that a also remains constan t; in

this �gure, � = 10 clien ts p er serv er and a = 1 request p er time unit.
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Figure 3.6: Load P er Serv er vs. System Size (With Constan t � )

As the system con tin ues to gro w, ev en tually the serv ers will b ecome saturated b y the

increased naming load, and it will b e necessary to reduce the n um b er of clien ts p er serv er

to comp ensate. This observ ation leads to another w a y of lo oking at the gro wth problem,

illustrated in Figure 3.7. The graph assumes that eac h serv er has a �xed load-handling

capacit y L of 30 naming pac k et ev en ts p er unit time, and that the n um b er of clien ts p er

serv er � is set just lo w enough to k eep the serv ers within that capacit y . It plots � on the

y -axis against c on the x -axis. Under these assumptions, the n um b er of clien ts that can

b e handled p er serv er decreases linearly , but slo wly , as the total n um b er of clien ts gro ws.

F or example, with a hit ratio of 0.997, the n um b er of clien ts p er serv er decreases from 15

to 9 as the total n um b er of clien ts gro ws to 4000.

2000 40000

15

10

5

0

h=.9900 h=.9950

h=.9970

h=.9990

h=.9999

server

per

clients

Max

Number of clients
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It is imp ortan t to note that Figure 3.7 actually o v erestimates the problem. In realit y ,

serv ers do not ha v e a �xed limit on the n um b er of naming pac k et ev en ts they can handle;

instead, there is a limit on the total pac k et ev en ts. There are man y sources of pac k et

ev en ts that do not increase with system gro wth, as long as the n um b er of serv ers gro ws

linearly with the n um b er of clien ts|for instance, reading from an op en �le. Th us, for

example, if there are an a v erage of 8 non-naming pac k et ev en ts generated for ev ery clien t

name mapping request (so that naming represen ts 20% of the pac k et ev en ts when there

are no cac he misses), and eac h serv er can handle 150 total pac k et ev en ts p er unit time,

� decreases m uc h more slo wly , as sho wn in Figure 3.8. Again, � is plotted on the y -axis

against c on the x -axis.
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In ligh t of the results of this and the previous section, it is clear that regional decen-

tralized naming systems cannot b e scaled up inde�nitely; ho w ev er, it app ears that systems

including thousands of hosts can b e quite practical, at least from a p erformance standp oin t.

3.5 Extension to Global Systems

This section argues that the ab o v e results for regional systems can b e used to establish a

limit on ho w high in a global naming hierarc h y the b oundary b et w een regional and global

directories can b e dra wn. That is, they determine whic h directories must b e made global.

A global decen tralized naming system can b e view ed as a set of regional subtrees hang-

ing from the common global directory mec hanism.

10

Eac h subtree can then b e analyzed

as an indep enden t system|the global directory serv ers direct eac h clien t name request to

exactly one subtree, so eac h one receiv es some fraction of the total mass of requests.

The ab o v e analysis of name mapping in a regional system applies almost without c hange

to a regional subtree S in a global system, with the total n um b er of managers ( m ) replaced

b y the total n um b er of participan ts in the ro ot of the subtree ( m

S

).

11

The only di�erence

is that a w orst-case miss costs r + d + m + 3 instead of r + m + 3, where d is the n um b er of

10

A r e gional subtr e e is a complete subtree of the global naming hierarc h y , whose ro ot is a regional directory

that has a global directory as its paren t.

11

Recall that a directory's participan t set includes the union of the participan t sets of all its descendan ts,

so ev ery manager that names an ything in a subtree participates in the subtree's ro ot.
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pac k et ev en ts incurred in going through the global directory service to �nd the participan t

group for S . The term d is at most equal to t wice the path length from the global ro ot to

the ro ot of S (b ecause eac h global directory could b e k ept at a di�eren t directory serv er,

requiring one unicast pac k et from eac h directory's serv er to the next). The path length

is roughly prop ortional to the log of the total n um b er of global directories in the system;

th us it is small enough compared to m that it can b e treated as a constan t. It therefore

has no more e�ect on the analysis or results than w ould a c hange in the v alue of r .

Therefore, in a global system with similar parameters to the regional systems discussed

earlier, an y directory with more than a few thousand participan ts should b e considered

global rather than regional. The exact cuto v er p oin t dep ends on the relativ e v alues that are

placed on e�ciency and resilency . E�ciency is impro v ed b y switc hing to global tec hniques

in directories with few er participan ts, but as sho wn in the next c hapter, these tec hniques

giv e p o orer resiliency . On the other hand, resiliency is impro v ed b y using regional tec h-

niques, but as w as sho wn ab o v e, these tec hniques giv e p o orer e�ciency .

3.6 Chapter Summary

This c hapter has ev aluated the e�ciency of decen tralized naming. Both the absolute

p erformance and the scalabilit y of regional name mapping tec hniques ha v e b een sho wn to

dep end critically on the cac he hit ratio. The c hapter has describ ed a mo del of cac he p erfor-

mance that predicts high hit ratios in t ypical decen tralized naming installations|ranging

from 99% to 99.98% and higher|and has v alidated the mo del using measuremen ts tak en

on the V implemen tation. Using these �gures, estimates of the maxim um practical size for

a regional directory ha v e b een deriv ed. These estimates indicate that an y directory with

more than a few thousand participan ts should b e treated as global rather than regional.



Chapter 4

F ault T olerance

T o b e practically useful, a large distributed system m ust include some degree of fault

tolerance. As a system gro ws to include more and more comp onen ts, it b ecomes less

and less lik ely that all comp onen ts will b e functioning at an y giv en momen t|hosts crash;

net w orks drop pac k ets or b ecome partitioned. Because suc h faults are common, they

should at w orst cause temp orary and lo calized failures near where they o ccur. Ideally , no

matter ho w man y faults o ccur, an y set of hosts that remain up and in terconnected should

con tin ue in terop erating as usual; in particular, if hosts A and B remain connected, eac h

should con tin ue to b e able to access all ob jects stored on the other by name .

This thesis de�nes t w o criteria for fault tolerance, called r eliability and r esiliency.

Informally , a system is r eliable if it meets its sp eci�cation in spite of the o ccurrence of

faults; it is r esilient if faults do not prev en t it from p erforming its in tended service. These

criteria are distinct b ecause fault-toleran t systems t ypically sp ecify t w o p ossible correct

outcomes for eac h op eration request: the op eration ma y suc c e e d, p erforming the requested

action and returning results to the in v ok er, or it ma y fail, returning an error message.

An y other outcome|suc h as returning incorrect results with no error message|violates

the sp eci�cation. Th us an op eration's implemen tation is reliable if faults do not cause it

to violate its sp eci�cation; it is resilien t if faults do not cause it to fail.

1

This c hapter ev aluates the fault tolerance of decen tralized naming. It considers only

omission and crash faults, not Byzan tine faults. Reliabilit y is not di�cult to ac hiev e under

this fault mo del, so the c hapter concen trates on the more in teresting problem of ac hieving

resiliency . The main results presen ted are as follo ws:

� As the global lev el of the name service is made more resilien t, the resiliency of

decen tralized name mapping approac hes the optim um ac hiev able in an y distributed

naming system; it w ould ac hiev e optim um resiliency if the global lev el could b e made

p erfectly resilien t. Moreo v er, decen tralized name mapping do es ac hiev e optim um

resiliency for the names of ob jects with ne arby managers|managers that are within

range of the m ulticast sen t out when a clien t's cac he misses en tirely .

� Decen tralized binding c hec k has a sub optimal resiliency , whic h v aries dep ending on

the replication lev el of regional name lists. It is argued that the ac hiev ed resiliency

is \go o d enough" in a practical sense.

� Name binding cannot b e made as resilien t as can name mapping, no matter whether

decen tralized naming or another distributed tec hnique is used. A common sp ecial

case, ho w ev er|creating an ob ject and sim ultaneously giving it a name that w as

already co v ered b y its manager|has the same resiliency prop erties as name mapping.

1

This concept of failure is similar to the notion of exc eption in programmi ng languages or ab ort in database

systems. F ailure is an un usual ev en t that ma y b e undesirable, but is not catastrophic, b ecause the system

rep orts it and remains in a consisten t state.

38
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The next section describ es the system mo del used, while the follo wing four sections

discuss the most imp ortan t naming op erations. Section 4.2 ev aluates the resiliency of

decen tralized name mapping, Section 4.3 that of binding c hec k, Section 4.4 directory listing,

and Section 4.5 name binding. The initial sections tak e the resiliency of the global directory

serv ers as a parameter; Section 4.6 estimates the resiliency that can b e exp ected of them.

Section 4.7 summarizes the c hapter.

4.1 System Mo del

The argumen ts to b e presen ted in this c hapter require a more precise mo del of naming and

distributed systems than has b een giv en so far. Suc h a mo del is outlined in this section.

4.1.1 F aults

F or our purp oses, a distribute d c omputer system consists of a set of host computers in-

terconnected b y a m ulticast net w ork. A multic ast network allo ws an y host to transmit a

message and ha v e it deliv ered to one or man y destination hosts in a single op eration. Mul-

ticasts are addressed to host gr oups; the mem b ership of a host group g is the set of hosts

that ha v e tak en the necessary (implemen tation-dep enden t) action to receiv e messages sen t

to address g .

2

The system is assumed to b e sub ject to cr ash and omission faults (only). Hosts are

sub ject to crash faults; when a host crashes, it immediately ceases sending or receiving

messages. The net w ork is sub ject to omission faults; that is, dropp ed pac k ets. On a

m ulticast, omission faults can o ccur indep enden tly for eac h group mem b er.

F or simplicit y , this c hapter generally considers crash and omission faults together, as

ac c ess faults. An access fault on a giv en host B is said to ha v e o ccurred when either (1) B

crashes, (2) an omission fault prev en ts a message addressed to B (or to a group including

B ) from reac hing B , or (3) an omission fault o ccurs on a message sen t b y B .

Eac h ob ject in the system is manage d b y some host. An ob ject's manager stores the

ob ject's represen tation, implemen ts all op erations on the ob ject, and accepts op eration

requests from other hosts.

3

(Ob jects that logically ha v e m ultiple managers are view ed

as consisting of m ultiple sub ob jects, eac h with a single manager, all b ound to the same

name.) The host at whic h an op eration request originates is called the r e questor or client

host.

Most op erations are sp eci�ed to ha v e t w o p ossible correct outcomes: the op eration ma y

suc c e e d, p erforming a sp eci�ed action and returning a success indication, or it ma y fail,

returning an error indication. An y other outcome violates the sp eci�cation; it is inc orr e ct.

In the failure case, there is no guaran tee that the sp eci�ed op eration w as not p erformed;

in particular, cases where the requestor do es not receiv e an y reply across the net w ork are

treated as failures, ev en though the ob ject's manager ma y ha v e receiv ed the request and

carried out the action.

The r esiliency of an op eration's p 's implemen tation I ( p ) is c haracterized b y its failur e

set F

I ( p )

: the set of all minimal fault com binations that can cause I ( p ) to fail. A com bi-

nation (set) f of faults is said to b e capable of causing I ( p ) to fail if there is some set of

initial conditions and parameters to p for whic h p 's sp eci�cation p ermits it to succeed, but

the implemen tation I ( p ) can fail when all the faults in f o ccur together. F or example, if a

2

F or example, on an Ethernet or other bus net w ork, a host joins group g b y instructing its net w ork

in terface to accept pac k ets addressed to g . On an in ternet w ork, joining a group ma y in v olv e sending a

message to a gatew a y or some other agen t [9].

3

See Jones [23 ] for de�nitions of obje ct and op er ation.
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�le is implemen ted using read-an y/write-all replication, with copies at hosts A and B , the

failure set F

Read

of the Read op eration is f f A; B g g , while F

Write

= f f A g ; f B g g .

4

Similarly , the r eliability of an op eration's implemen tation is c haracterized b y its in-

c orr e ctness set: the set of all minimal fault com binations that can cause it to violate its

sp eci�cation. Implemen tations are normally exp ected to b e al l-r eliable against omission

and crash faults; that is, their incorrectness sets should b e empt y .

The resiliency of t w o implemen tations can b e compared b y comparing their failure sets.

F ailure sets are partially ordered: F � F

0

if and only if ev ery elemen t of F

0

is a subset

of some elemen t of F and F 6= F

0

. If F

a

� F

b

for t w o implemen tations a and b , a is

said to b e mor e r esilient than b ; that is, a \greater" failure set is de�ned to b e one that

giv es greater resiliency . An implemen tation is al l-r esilient if its failure set is empt y . Th us,

con tin uing the previous example, Read on the replicated database b ecomes more resilien t

if the n um b er of copies is increased to three (at hosts A , B , and C ), b ecause its failure

set b ecomes f f A; B ; C g g . Also, Read is more resilien t than Write . Note that failure

sets under � form a lattice, whose greatest elemen t is the empt y set ; (all-resiliency) and

whose least elemen t is the set f;g , if the greatest lo w er b ound of F and F

0

is de�ned to

b e f f : f 2 F [ F

0

^ : ( 9 f

0

2 F [ F

0

; f

0

� f ) g . In tuitiv ely , the greatest lo w er b ound of t w o

failure sets F and F

0

represen ts the b est resiliency that is not greater than either F or F

0

.

If an op eration a is implemen ted b y p erforming op erations b and c , b oth of whic h m ust

succeed for a to succeed, then F

a

is the greatest lo w er b ound of F

b

and F

c

.

4.1.2 Naming

A distributed naming system stores a binding r elation, a relation b et w een names and

ob jects, and pro vides op erations to examine and mo dify the relation. A name is said to b e

b ound if it is related to some ob ject; unb ound if not. A sp e ci�c name is related to at most

one ob ject, as opp osed to generic or gr oup names, whic h ma y b e related to more than

one ob ject. In this c hapter, all names are assumed to b e sp eci�c. The binding relation

is stored in a distributed fashion: eac h host holds a set of assertions ab out the relation.

This represen tation is c onsistent if no con tradictions arise when all the assertions are tak en

together; it is c omplete if the en tire binding relation can b e deduced from them.

5

A r e ad quorum for a name n is a minimal set of hosts q suc h that p o oling all assertions

held b y hosts in q giv es su�cien t information to determine either that (1) n is b ound to an

ob ject O

n

, or that (2) n is un b ound. The sym b ol Q

n

represen ts the set of all read quorums

for n . (F or example, if an y t w o of the three hosts a; b; c mak e up a read quorum for n ,

Q

n

= f f a; b g ; f b; c g ; f a; c g g .) A manager M c overs a name n if f M g is a read quorum for

n . It exclusively co v ers n if it is the only read quorum for n (and is a w are that it is the

only quorum).

A write quorum for a name n is a minimal set of hosts w for whic h one can c hange

what n is related to (preserving consistency) b y c hanging only assertions held b y hosts in

w . Note that ev ery write quorum for a giv en name n m ust in tersect ev ery read quorum

for n .

A c haracteristic feature of the decen tralized approac h to naming is its use of de c entr al-

ize d binding stor age. Binding storage is decen tralized if and only if, for an y name n b ound

to an ob ject O

n

that is managed b y host M ( O

n

), Q

n

= f f M ( O

n

) g g . That is, eac h ob ject

manager is b y itself a read quorum for the names of its ob jects (and no other set of hosts

4

These sets are written in terms of access faults, with an access fault on a giv en host denoted b y the

host's name. It is assumed here and throughout the c hapter that requestors do not crash while w aiting for

op erations to complete.

5

It is assumed that c hanges to these assertions are (or can b e) totally ordered in time b y a system of

Lamp ort clo c ks [26 ], so that \the set of all assertions held at time t " is w ell-de�ned.
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is a read quorum). This kno wledge is what mak es m ulticast name mapping and on-use

cac he consistency c hec king w ork.

4.2 Name Mapping

Ho w reliable and resilien t is name mapping in a decen tralized naming system? T o an-

sw er that question, this section giv es a sp eci�cation for name mapping and a mo del for

the decen tralized name mapping proto col, then considers ho w w ell the mo del meets the

sp eci�cation in the presence of faults.

4.2.1 Sp eci�cation

The name mapping op eration accepts a name n and a message m as its argumen ts. If

n is b ound to an ob ject O

n

, the op eration sends the pair ( n; m ) to the ob ject's manager

M ( O

n

) and returns a reply , or else fails. If n is un b ound, the op eration alw a ys fails.

This sp eci�cation tak es the view that the main purp ose of name mapping is as the

�rst step in p erforming other op erations whose target ob jects are sp eci�ed b y name. The

name mapping step lo cates the target ob ject and sends its manager a request message; the

manager in turn carries out the requested op eration and sends bac k its results in a reply

message.

4.2.2 Proto col

This c hapter uses the follo wing (simpli�ed) mo del of the decen tralized name mapping

proto col.

Binding storage is assumed to b e decen tralized. When an ob ject manager M receiv es

a mapping request ( n; m ), it examines its lo cal assertions ab out n and pro ceeds as follo ws.

If it kno ws n to b e b ound to an ob ject O

n

that it manages, it replies \success." If it kno ws

n to b e un b ound, it replies \failure: name un b ound." Otherwise, it do es not reply .

The global directory service is mo deled as another op eration Gl ob that is called as a

subroutine b y the name mapping proto col. When Gl ob is in v ok ed b y a clien t host H with

parameters ( n; m ), it either causes a name mapping request with parameters ( n; m ) to b e

sen t to a set of ob ject managers S that includes ev ery read quorum for n , or else fails.

(The request is mark ed as ha ving come from H , so an y replies from mem b ers of S are

directed to H .)

Eac h clien t host H main tains a c ache C

H

. A cac he is a �nite set of entries of the form

( N ; a ), where N is a set of names and a is a manager or group address. Eac h clien t also

holds the address b

H

of a group of ob ject managers; the mem b ers of b

H

are said to b e

ne arby to H .

6

A clien t host H attempting to issue a name mapping request ( n; m ) runs the follo wing

algorithm:

1. Select an en try ( N ; a ) from C

H

, suc h that n 2 N . If no suc h en try exists, go to

step 5.

2. Send ( n; m ) to address a and w ait un til either (1) a reply arriv es, or (2) a timeout

p erio d t expires.

6

In the implem en tation, b

H

corresp onds to the use of scop ed m ulticast to send to all ob ject managers

that are near the clien t|sa y , within a small n um b er of hops on the net w ork.
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3. If a reply arriv es, return it. Done.

4. If no reply arriv es, delete ( N ; a ) from the cac he and go to step 1.

5. Send ( n; m ) to address b

H

and w ait un til either a reply arriv es or the timeout p erio d

t expires.

6. If a reply arriv es, return it. Done.

7. If no reply arriv es, in v ok e Gl ob ( n; m ) and w ait un til either a reply arriv es or the

timeout p erio d t expires.

8. If a reply arriv es, return it. Done.

9. If no reply arriv es, return failure. Done.

4.2.3 Reliabil i t y

The �rst question to b e answ ered ab out this proto col is whether it is reliable|do es it meet

its sp eci�cation in spite of omission and crash faults? It is straigh tforw ard to sho w that it

do es.

Theorem 4.1. Decen tralized name mapping is all-reliable.

Pr o of: W e �rst sho w that the proto col alw a ys terminates, then sho w that it meets its

sp eci�cation at all exit p oin ts.

Except for the lo op in steps 1{4 of the algorithm run b y H , the proto col consists en tirely

of straigh t-line co de, and all steps that w ait for a message from another host are protected

b y timeouts. The lo op alw a ys terminates b ecause C

H

is of �nite size, and step 4 deletes

one elemen t eac h time around the lo op, so at w orst, step 1 m ust jump to step 5 when C

H

b ecomes empt y .

All exits from H 's algorithm either return failure due to no reply , or return a reply

(whic h ma y itself read \failure"). A failure return alw a ys meets the sp eci�cation. If a

non-failure reply is returned, it m ust b e correct: the proto col p ermits a non-failure reply

to b e sen t to H only b y M ( O

n

), and that only after M ( O

n

) has receiv ed ( n; m ), in whic h

case the sp eci�cation has b een met.

4.2.4 Resilie ncy

The resiliency of this proto col is the next question of in terest. This section sho ws that it

has optim um resiliency for names b ound to ob jects with nearb y managers, and that its

resiliency for other names is limited only b y the resiliency of the global directory serv ers|

that is, its resiliency is the greatest lo w er b ound of the optim um resiliency and the resiliency

of Gl ob .

De�nition 4.2. An op eration implemen tation is said to b e ABMA-r esilient if its failure

set is f f M ( O ) g g , where O is the ob ject b eing op erated on and M ( O ) is its manager. That

is, the only fault com binations that can cause suc h an implemen tation to fail are those

that include the ob ject's manager. ( ABMA stands for \all but manager access.")

Name mapping with parameters ( n; m ) is considered to b e an op eration on the ob ject

O

n

b ound to n if n is b ound.

Lemma 4.3. Decen tralized name mapping with argumen ts ( n; m ), n b ound, is ABMA-

resilien t if M ( O

n

) is nearb y to the clien t host H ; otherwise its failure set F

nm

is the greatest

lo w er b ound of f f M ( O

n

) g g and the failure set of Gl ob . (If n is un b ound, F

nm

is empt y .)
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Pr o of: First, supp ose that H 's algorithm exits at step 3, 6, or 8. These steps can

return failure only if the receiv ed message indicated \failure: name un b ound." But in that

case, the name w as in fact un b ound, in whic h case the sp eci�cation requires failure to b e

returned; so an y faults that ma y ha v e o ccurred during execution of the proto col w ere not

the cause of the failure.

Otherwise, H 's algorithm m ust exit at step 9. Case 1: Supp ose n is b ound and M ( O

n

)

is nearb y to H , that is, M ( O

n

) 2 b

H

. If M ( O

n

) receiv es ( n; m ), the proto col requires it to

reply: b ecause binding storage is decen tralized, M ( O

n

) kno ws lo cally that n is b ound to

O

n

. No w in step 5 ( n; m ) w as sen t to a group including M ( O

n

), so if no reply is receiv ed,

either the request message w as not deliv ered to M ( O

n

) (omission fault), M ( O

n

) crashed,

or M ( O

n

)'s reply w as not deliv ered (omission fault), and all these cases are access faults

on M ( O

n

). Therefore the op eration fails only if there is an access fault on M ( O

n

)|it is

ABMA-resilien t.

Case 2: In step 7, Gl ob ( n; m ) w as in v ok ed. There are then t w o p ossibilities: (i) Gl ob

sen t a name mapping request to a group including a read quorum for n , or (ii) Gl ob failed.

In sub case (i), if n is b ound, Gl ob sen t the request to a group including ev ery read quorum

for n . By an argumen t similar to that of case 1, if no reply arriv ed, there m ust ha v e b een

a manager access fault. (And as b efore, if n is un b ound, the sp eci�cation requires a failure

return, so an y faults that ma y ha v e o ccurred w ere not the cause of the failure.) In sub case

(ii), Gl ob failed. Therefore, in case 2, the only faults that can cause name mapping to

fail are manager access faults or a com bination of faults that causes Gl ob to fail. So the

failure set in this sub case is the greatest lo w er b ound of f f M ( O

n

) g g and the failure set of

Gl ob .

Lemma 4.4. ABMA-resiliency is the optim um (i.e., greatest ac hiev able) resiliency for

name mapping.

Pr o of: Because name mapping is sp eci�ed to succeed only when it sends a message

to M ( O

n

) and receiv es a reply , it cannot succeed in the presense of an access fault on

M ( O

n

). Therefore a failure set equal to f f M ( O

n

) g g , i.e., ABMA-resiliency , is an upp er

b ound on the resiliency of an y implemen tation. And ABMA-resiliency is ac hiev able|in

particular, decen tralized name mapping ac hiev es it if the system is con�gured with ev ery

ob ject manager host nearb y to ev ery clien t host (b y Lemma 4.3).

Finally , the main result of this subsection follo ws immediately from the ab o v e lemmas.

Theorem 4.5. Decen tralized name mapping with argumen ts ( n; m ), n b ound, has the

optim um resiliency ac hiev able for name mapping if M ( O

n

) is nearb y to the clien t host H ;

otherwise its failure set F

nm

is the greatest lo w er b ound of the optim um failure set and

the failure set of Gl ob . (If n is un b ound, F

nm

is empt y .)

Pr o of: By Lemma 4.4, the phrase \ABMA-resiliency" in Lemma 4.3 can b e replaced b y

\optim um resiliency ," and the set f f M ( O

n

) g ; g b y \the optim um failure set."

4.2.5 Reusable Directory Iden ti�ers

Although decen tralized name mapping as mo deled ab o v e is all-reliable, an imp ortan t prac-

tical p erformance optimization in v olving reusable directory iden ti�ers can compromise re-

liabilit y if it is not implemen ted carefully . This subsection describ es the optimization,

discusses its imp ortance, and outlines a w a y to main tain all-reliabilit y when it is used.

The basic idea of the optimization is to a v oid ha ving ob ject managers redo name

pro cessing that has already b een done b y the clien t. It op erates as follo ws. Cac he en tries

are extended to consist of a name pre�x p (represen ting the set N of names that b egin
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with pre�x p ), a manager or group address a , and a directory iden ti�er d . The directory

iden ti�er is a compact n umeric iden ti�er for the directory named b y p , assigned b y the

manager or group a . If a clien t's cac he lo okup returns en try ( P ; a; d ), the clien t sends

the triple ( d; n

0

; m ) to the indicated address a , where n

0

is the su�x remaining after p is

stripp ed from n , in place of of sending the full name n and message m to a . Eac h manager

that receiv es this request b egins running its in ternal name lo okup routine at directory d ,

thereb y a v oiding lo okups in all the directories on the path from the ro ot to d |the clien t

has e�ectiv ely done that w ork as part of its cac he searc h routine.

A reliabilit y problem arises if the iden ti�ers a and d are restricted to b e n um b ers

c hosen from a �nite set. As new ob ject managers and directories are created and old ones

destro y ed, ev en tually the system will run out of un used pairs ( a; d ) and m ust b egin to

assign new meanings to previously used pairs. If at the time ( a; d ) is assigned to a new

directory named p

0

, an old, stale en try ( P ; a; d ) remains in the cac he of some clien t H , it

can result in incorrect name mapping. F or example, sa y p is [edu/stanford/dsg/user/

john and p

0

is [edu/stanford/dsg/us er/mary . Then if H attempts to op en the �le [edu/

stanford/dsg/user/john/p rofile , it will get [edu/stanford/dsg/user/mar y/prof ile

instead.

One w a y to solv e this problem is to treat directory iden ti�ers and manager (group)

addresses as T -stable iden ti�ers (in Cheriton's terminology [8]). An iden ti�er is T -stable if

it is not reused for at least T seconds after b ecoming in v alid, for some sp eci�ed v alue of T .

In this application, eac h manager or group a m ust a v oid reusing an y directory iden ti�er d

it has issued for at least T

a

seconds after its previous assignmen t b ecomes in v alid, and the

system m ust a v oid reusing an y address a for at least T

sys

seconds after its old assignmen t

b ecomes in v alid. The reliabilit y problem is then a v oided if clien ts discard the directory

iden ti�er d from an y cac he en try ( P ; a; d ) that w as last successfully used (or acquired) more

than max( T

a

; T

sys

) seconds ago. When a clien t �nds suc h an en try in its cac he, it is still

able to reduce net w ork tra�c b y sending only to a rather than its nearb y group b

H

, but

the optimization of sending only ( d; n

0

; m ) no longer applies; the clien t m ust submit the

full name n .

4.3 Binding Chec k

There is a serious practical problem with the name mapping op eration as sp eci�ed ab o v e:

when it fails, it is not required to indicate whether it failed b ecause the giv en name w as

un b ound or b ecause of a fault. The decen tralized name mapping proto col do es sometimes

return \failure: name un b ound" for un b ound names, but at other times it returns \failure:

no reply ," in whic h case the clien t do es not kno w for certain whether the name w as b ound.

T o fo cus on this problem and ev aluate its di�cult y , this section de�nes a binding che ck

op eration and discusses its resiliency .

4.3.1 Sp eci�cation

The binding c hec k op eration accepts a name n and returns the name's binding status

( b ound or unb ound ), or else fails, returning an error message.

4.3.2 Ac hiev able Resili ency

This section considers what resiliency is ac hiev able in an y sort of distributed naming sys-

tem, not necessarily decen tralized. It is sho wn that all-resiliency can b e ac hiev ed if binding
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c hec k is optimized in isolation, but there is a tradeo�: name binding and un binding b ecome

less resilien t as binding c hec k is made more resilien t.

Let a binding che ck quorum for a name n b e a minimal set of hosts whose p o oled

kno wledge su�ces to determine whether n is b ound, and let B C Q

n

represen t the set of

all suc h quorums for n . Note that a binding c hec k quorum need not b e a read quorum,

b ecause the hosts are not required to ha v e enough kno wledge to determine what n is b ound

to, only whether it is b ound; ho w ev er, ev ery read quorum is also a binding c hec k quorum.

Clearly , a correct implemen tation of binding c hec k can return success only if the requestor

comm unicates (p erhaps indirectly) with ev ery mem b er of some binding c hec k quorum for

the name n |if it is unable to do that, it cannot ha v e gathered enough information to

determine with certain t y whether n is b ound.

Under these de�nitions, one can in principle implemen t binding c hec k with all-resiliency

b y con�guring the binding c hec k quorums appropriately . In particular, supp ose that ev ery

host is made a binding c hec k quorum for ev ery p ossible name, b y including the binding

status of ev ery name among ev ery host's lo cally-held assertions ab out the binding relation.

Then binding c hec k can b e p erformed as a lo cal op eration at an y requesting host, so

net w ork failures or crashes at other hosts cannot cause it to fail. This is, ho w ev er, the only

implemen tation that ac hiev es all-resiliency: if some host H is not a binding c hec k quorum

for some name n , and H requests a binding c hec k on n , a su�cien t n um b er of omission

faults on the net w ork can prev en t H from comm unicating with an y binding c hec k quorum

for n , thereb y causing the request to fail. In practice, of course, suc h an implemen tation

is un w ork able, b ecause c hanging the binding status of an y name w ould require up dating

the lo cal kno wledge of ev ery host|giving name binding and un binding disastrously p o or

resiliency and e�ciency .

More generally , as one increases the resiliency of binding c hec k, the ac hiev able resiliency

for name binding is reduced. This tradeo� arises b ecause, �rst, if a giv en name n is

un b ound, b efore a correct implemen tation of the name binding op eration can succeed

when in v ok ed on n , it m ust comm unicate (p erhaps indirectly) with at least one mem b er

of ev ery binding c hec k quorum for n |if it missed some quorum q en tirely , the p o oled

assertions of q 's mem b ers w ould con tin ue to iden tify n as un b ound. So a com bination of

access faults on ev ery mem b er of an y binding c hec k quorum for an un b ound name n m ust

cause name binding on n to fail, implying that eac h binding c hec k quorum is a mem b er

of (or a sup erset of a mem b er of ) the failure set N B F

n

for name binding on n |i.e., that

B C Q

n

is an upp er b ound on the failure set of name binding. Therefore, as one impro v es

the resiliency of binding c hec k b y increasing the n um b er (or reducing the size) of binding

c hec k quorums, the upp er b ound on the resiliency of name binding is reduced. A similar

argumen t holds for un binding b ound names.

Giv en this tradeo�, neither the resiliency of binding c hec k nor that of binding can

b e the sole criterion for ev aluating the \go o dness" of a naming system; they m ust b e

w eighed according to their relativ e imp ortance in the in tended application. The next

section describ es where decen tralized naming in general, and the V implemen tation in

particular, fall along the scale of p ossible resiliency c hoices.

4.3.3 Resilie ncy When Decen tralize d

The simple mo del of decen tralized naming presen ted in this c hapter imp oses just one con-

strain t on the resiliency tradeo� b et w een binding c hec k and binding: b ecause decen tralized

binding storage requires f M ( O

n

) g to b e a read quorum for n if n if b ound, it m ust also b e

a binding c hec k quorum for n . The mo del sa ys nothing ab out the comp osition of quorums

for un b ound names.

More constrain ts are imp osed b y an actual implemen tation using global, regional, and

lo cal directories (as discussed informally in earlier c hapters), but some 
exibilit y remains;

in particular, the resiliency of binding c hec k can b e increased or decreased b y adding or
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deleting on-line copies of the name list in regional directories. The remainder of this section

informally ev aluates the ac hiev ed resiliency , then giv es some justi�cation for the c hoices

made.

Consider the name b ound case �rst. F or a b ound name n , the set of binding c hec k

quorums B C Q

n

is almost the same as the set of read quorums Q

n

. The only di�erence

is that eac h name list holder in a regional directory is a binding c hec k quorum for ev ery

name directly under the directory ,

7

ev en though it is not a read quorum. Binding c hec k

accordingly uses a sligh tly mo di�ed v ersion of the name mapping proto col; the di�erences

are as follo ws:

� There is no request message m .

� The reply message \failure: name un b ound" is replaced b y \un b ound."

� Other reply messages are replaced b y \b ound."

� An ob ject manager host M (including a name list holder) replies \b ound" whenev er

it kno ws that the giv en name n is b ound, not only when it is b ound to an ob ject

managed b y M .

� Gl ob is replaced b y Gl ob

0

, whic h rela ys binding c hec k requests to ev ery binding c hec k

quorum, not only to ev ery read quorum.

The resiliency of this proto col is close to ABMA, but somewhat b etter, b ecause for a

name n that is directly under a regional directory d , failure can only b e caused b y a

com bination of access faults on M ( O

n

) and all holders of the name list for d . T o illustrate

the di�erence, supp ose [edu/stanford/mailbox is a regional directory of mailb o xes stored

on v arious hosts at Stanford. When a user tries to send mail to [edu/stanford/mailbox/

horace.jones , he w ould lik e to �nd out promptly and reliably whether that mailb o x

actually exists, ev en if the mail cannot b e deliv ered immediately . If there is a name list

holder for the directory on line, it can rep ort promptly whether the mailb o x exists, ev en if

the host it is stored on is do wn; without a name list holder, there is no w a y to distinguish

b et w een the cases of \host do wn" and \no suc h mailb o x."

The name unb ound case remains to b e considered. Let the b ound pr e�x B ( n ) of a

pathname n b e the longest pre�x of n that is b ound. The failure set F

bc

for binding c hec k

on an un b ound name n v aries dep ending on the implemen tation st yle|global, regional, or

lo cal|used for the directory named b y B ( n ).

1. If B ( n ) is a global directory , F

bc

is equal to F

Glob

0

, the failure set for the global

directory service.

2. If B ( n ) is a regional directory , F

bc

is the greatest lo w er b ound of the set of name list

holders for B ( n ) and the set F

Glob

0

, or just the set of name list holders if they are all

nearb y to the requestor. If there are no on-line name list holders for B ( n ), binding

c hec k alw a ys fails when n is un b ound.

3. If B ( n ) is a lo cal directory managed b y M , F

bc

is the greatest lo w er b ound of f f M g g

and F

Glob

0

.

V eri�cation of these results is left to the reader; the argumen ts are similar to those used

in Section 4.2.4 ab o v e.

This lev el of resiliency is arguably a reasonable c hoice for practical implemen tations

of decen tralized naming. F or �le names, it is similar to that pro vided b y other naming

services. F or example, in Lampson's design [27], the global name service records the

binding of eac h �le serv er's name, but not the names of individual �les on the serv ers. So

when an (unreplicated) �le serv er is do wn, binding c hec k on its o wn name|that is, on the

7

A pathname n is dir e ctly under a directory d if deleting the last comp onen t of n lea v es the name of d .
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name of its ro ot directory|can still succeed, but on an y �le b elo w its ro ot, the op eration

fails. The same is true of decen tralized naming, except in cases where the �le serv er's

ro ot is de�ned in a regional directory with no on-line name list holders. In suc h a case,

when the serv er is do wn, binding c hec k fails ev en on its ro ot directory|in a sense, the

naming system cannot tell whether the serv er exists when it is do wn. This failure mo de

is certainly undesirable in some applications (if users are uncertain what �le serv ers exist

or what their names are, for example), but it only arises when the system administration

c ho oses to con�gure a regional directory without on-line name list copies, so it can alw a ys

b e a v oided when unacceptable.

4.4 Directory Listing

Another op eration commonly pro vided in naming systems is dir e ctory listing; this section

brie
y (and informally) discusses its resiliency . The directory listing op eration pro vides

a complete list of the single-comp onen t names that are b ound directly under a giv en

directory . The op eration fails if it is unable to pro vide a complete list. F or simplicit y , this

de�nition do es not require an y information ab out the named ob jects to b e returned|only

their names.

The resiliency of directory listing is closely related to that of binding c hec k, b ecause

either op eration can b e de�ned in terms of the other. On the one hand, one can implemen t

binding c hec k on a pathname n b y listing eac h directory whose name is a pre�x of n

(pro ceeding from left to righ t), and c hec king whether the next comp onen t of n is in the

returned listing. On the other hand, asking for a listing of directory d amoun ts to asking

whic h names in the directory

8

are b ound; it returns the set of all names in the directory

for whic h binding c hec k w ould return \b ound," or fails if binding c hec k w ould fail for an y

name in the directory . Th us an y set of hosts q that includes a binding c hec k quorum

for ev ery name of the form d=c is (or includes) a directory listing quorum for d |that

is, the p o oled information of the hosts in q is su�cien t to p erform the directory listing

op eration on q . Therefore, one w ould exp ect the failure set of a reasonable implemen tation

of directory listing on d to b e the greatest lo w er b ound tak en o v er the failure sets for binding

c hec k for ev ery name of the form d=c . It is straigh tforw ard to ac hiev e this resiliency in a

decen tralized naming system|the name of the directory is mapp ed in the usual w a y to

lo cate a lo cal manager, regional name list holder, or global serv er for the directory; that

agen t then returns the directory listing.

Under the ab o v e de�nition, unfortunately , directory listing cannot b e usefully applied

to regional directories that ha v e no on-line name list holder. On an y suc h directory with

at least one un b ound name, a reliable implemen tation of listing m ust alw a ys fail, b ecause

binding c hec k on un b ound names alw a ys fails in suc h directories. Ev en if an implemen tation

of listing could �nd all the b ound names, it w ould ha v e no w a y to b e certain that its list

w as complete|that is, that all of the omitted names w ere un b ound|and so it could not

safely return success.

T o w ork around this problem, the V system de�nes and implemen ts a di�eren t direc-

tory listing op eration for regional directories without on-line name lists, called b est-e�orts

dir e ctory listing. The op eration is sp eci�ed to return a subset of the names b ound in a

giv en directory (or fail). There is no guaran tee ab out ho w man y names are returned, but

the implemen tation mak es its b est e�ort to return all names b ound to curren tly accessible

ob jects. Best-e�orts listing is substan tially w eak er than ordinary directory listing, but is

useful in cases where inaccessible ob jects are not of in terest|for example, listing the hosts

that are curren tly a v ailable for remote execution. In the V implemen tation of b est-e�orts

listing, a clien t m ulticasts its listing request to a host group that includes all participan ts

8

Names of the form d=c , where c is a single-comp onen t name
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in the target directory (p erhaps using the global directory service to rela y the request to

the appropriate group), and collates all the replies that come in. It then retransmits the

request sev eral times, eac h time including a list of hosts that ha v e already resp onded and

therefore should not reply again, un til no further replies are receiv ed. The resulting list

clearly includes the names of all accessible ob jects|an y missing name could only ha v e

b een omitted b ecause of an access fault on the manager of the b ound ob ject.

4.5 Name Binding

The �nal ma jor op eration whose resiliency has not y et b een discussed is name binding. This

section sho ws that the general case of name binding cannot b e made ABMA-resilien t in

an y distributed naming system (decen tralized or not). Nev ertheless, an imp ortan t sp ecial

case|ob ject creation b y name|has the same resiliency prop erties as name mapping.

4.5.1 Limitations on Resili ency

Ev en if optimized in isolation from other op erations, there is a limit to the resiliency

that can b e ac hiev ed in a distributed implemen tation of name binding: the follo wing

theorem sho ws that it cannot b e made all-resilien t, or ev en ABMA-resilien t. In tuitiv ely ,

this limitation arises b ecause the net w ork can partition, and when it do es, there m ust b e

some w a y of prev en ting inconsisten t bindings from b eing established in t w o partitions.

Theorem 4.6. No all-reliable implemen tation of name binding in a distributed system

can b e ABMA-resilien t. (The system is assumed to include at least t w o ob ject manager

hosts, but its naming is not assumed to b e decen tralized. Its represen tation of the binding

relation is assumed to b e complete, so that ev ery name has at least one read quorum.)

Pr o of: Let n b e a name, and let Q

n

b e the set of all read quorums for n . Let U b e

the set of all hosts. Case 1: If Q

n

6= f U g , c ho ose a quorum q 2 Q

n

suc h that q 6= U ,

and c ho ose a host b 2 U suc h that b 62 q . Then supp ose that b issues a request to bind

the name n to some ob ject O that b itself manages, and that n is curren tly un b ound, but

access faults prev en t b from sending a message to an y host in q , ev en indirectly . So b 's

request cannot ha v e caused the assertions held b y an y host in q to ha v e c hanged. No w if

the binding request succeeds, w e ha v e a con tradiction: q is a read quorum for n , so the

p o oled assertions of all hosts in q su�ce to tell whether n is b ound, but n 's binding status

is claimed to ha v e c hanged without c hange to the assertions held b y an y mem b er of q . If

the request fails, ABMA-resiliency is violated. Case 2: If Q

n

= f U g , assume some host

f 2 U crashes, and c ho ose a host b 2 U di�eren t from f . No w supp ose that b issues a

request to bind the sp eci�c name n to some ob ject O that b manages. In this case, the

hosts that remain up do not ha v e enough information to determine whether n is already

b ound, so the binding request cannot succeed without risk of a consistency violation. If

the request fails, ho w ev er, ABMA-resiliency is again violated.

There is also a practical limit on the resiliency of name binding, imp osed b y its in-

teraction with binding c hec k and name mapping. Carrying out a name binding request

requires con tacting ev ery mem b er of some write quorum, so increasing the resiliency of

name binding en tails increasing the n um b er of write quorums (or reducing their size). But

b ecause ev ery read quorum m ust in tersect ev ery write quorum to assure consistency , suc h

a c hange implies an increase in the size of the read quorums (or a reduction in their n um-

b er). Making read quorums larger reduces the e�ciency of name mapping and binding

c hec k|dramatically if the quorums w ere initially small (as with decen tralized naming: one

manager, or one manager plus a few global directory serv ers). Making the quorums larger

or reducing their n um b er also reduces resiliency b y increasing the n um b er or reducing the
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size of elemen ts in the corresp onding failure sets. Therefore, b ecause name mapping is

the more common op eration, it seems appropriate for a naming design to maximize the

resiliency and e�ciency of mapping, not binding, as decen tralized naming do es.

9

4.5.2 Ob ject Creation b y Name

Despite its limited resiliency in the general case, there are sp ecial cases of name binding

that ha v e more attractiv e resiliency prop erties|in particular, obje ct cr e ation by name is

similar to name mapping in b oth its optim um resiliency and its ac hiev ed resiliency in a

decen tralized implemen tation.

Ob ject creation b y name accepts a name and ob ject t yp e as its argumen ts, creates a

new ob ject of the sp eci�ed t yp e, and binds the name to it. The new ob ject is managed

b y the serv er that previously co v ered the giv en name. The op eration fails if the name w as

already b ound, if it w as not exclusiv ely co v ered b y a single manager, or if the co v ering

manager could not b e accessed. Creation b y name is one of the most common w a ys of

binding names in cen tralized computer systems, and there seems to b e no reason it should

not b e equally prev alen t in distributed systems.

10

ABMA-resiliency is the optim um resiliency for ob ject creation b y name: The op eration

certainly requires access to the new ob ject's manager, so its resiliency can b e no b etter

than ABMA. And as with name mapping, ABMA-resiliency is ac hiev ed in a decen tralized

implemen tation if the system is con�gured with ev ery ob ject manager nearb y to ev ery

clien t.

A decen tralized implemen tation of ob ject creation b y name ac hiev es the same resiliency

as do es decen tralized name mapping; that is, it is ABMA-resilien t in the absence of global-

lev el failures. It is easy to see wh y: the op eration can b e p erformed using basically the same

proto col as name mapping. The only di�erence is that the co v ering ob ject manager, in

place of resp onding \failure: name un b ound" to the clien t's request, creates the requested

ob ject, binds the giv en name to it, and returns a success indication. (If the name is already

b ound, of course, the co v ering manager resp onds \failure: name b ound.")

A similar result holds for a sp ecial case of name un binding|ob ject deletion b y name

from a lo cal directory . Here again, con tact with the ob ject's manager is necessary and

su�cien t to carry out the op eration.

4.5.3 Co v erage T ransfer

F or the general case of name binding, a decen tralized implemen tation ma y ha v e to transfer

co v erage of the giv en name from one ob ject manager to another. Ho w that is done, and

what resiliency is ac hiev ed, are sk etc hed b elo w.

The general case of decen tralized name binding is carried out in t w o steps: acquiring

exclusiv e co v erage follo w ed b y lo cally creating the binding. Supp ose a clien t host H is

trying to bind a name n to an ob ject O

n

managed b y M ( O

n

). H sends its name binding

request to M ( O

n

), whic h tak es resp onsibilit y for carrying out b oth steps. (This con v en tion

mak es sense b ecause the second step w ould requires comm unication with M ( O

n

) in an y

case.) M ( O

n

) requests exclusiv e co v erage from whatev er en tit y curren tly holds co v erage,

9

Another alternativ e, not considered here, is to sacri�ce all-reliabilit y in fa v or of greater write resiliency .

F or example, the available c opies replication tec hnique [22 ] allo ws a write op eration to return success after

mo difying all copies that can b e con tacted. Holders of copies that fall out of touc h with the rest ev en tually

notice the trouble and discard their data; in the mean time, ho w ev er, they can return out-of-date results to

read requests.

10

In UNIX, for example, the creat() system call is a creation b y name op eration|it tak es a �le name

as its argumen t and creates a �le b y that name, stored on the same disk partition as other �les in the same

directory .
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lo cating it using basically the same proto col as for binding c hec k, and receiv es a reply

stating exactly what co v erage w as gran ted. If n is curren tly b ound, the co v erage request is

refused. Otherwise, there are three cases: (1) If n is curren tly co v ered b y the global direc-

tory service, its �rst comp onen t n

1

is added to the (p ossibly replicated) global directory ,

and M ( O

n

) is giv en co v erage of all names of the form d=n

1

. (2) Similarly , if n is curren tly

co v ered b y the name list for a regional directory d , its �rst comp onen t n

1

is added to the

name list, and M ( O

n

) is giv en co v erage of all names of the form d=n

1

. (3) If n is curren tly

co v ered in a lo cal directory d , the lo cal directory m ust b e con v erted to regional b efore the

request can succeed; if its manager is not willing to allo w the con v ersion, it refuses the

request.

Some care m ust b e tak en to transfer and main tain co v erage reliably , to a v oid ha ving

some names co v ered inconsisten tly or not co v ered at all. F or example, eac h manager m ust

record its co v erage in stable storage, so that if the manager crashes, its co v erage is not

lost when it comes bac k up. One m ust also tak e care that only one instance of a giv en

manager comes up and tries to use the recorded co v erage.

11

Finally , one m ust tak e care

that co v erage transfer is p erformed atomically|that co v erage is not lost or duplicated

if net w ork failures o ccur while a transfer is b eing carried out. The familiar three-w a y

handshak e su�ces for this purp ose: If host A is trying to obtain co v erage from B , it �rst

sends a request to B . If B decides to gran t the request, it records that fact in stable

storage and sends a \success" resp onse to A . A then ac kno wledges the resp onse, allo wing

B to delete its record of the transfer. If faults in terrupt the handshak e at an y p oin t, A

and B retain enough information to ab ort the transfer or complete it later.

The resiliency ac hiev ed b y co v erage transfer is as follo ws. If a clien t host H is trying to

bind a name n to an ob ject O

n

managed b y M ( O

n

), the op eration fails if there is an access

fault on M ( O

n

) or a global directory service failure that prev en ts H from con tacting it,

or (in case 1) a write failure in the global directory service, (in case 2) an access fault on

an y cop y of the required name list (assuming read-an y/write-all replication), or (in case

3) access to the manager of the lo cal directory d .

The general case of name un binding is quite similar to that of name binding. In this

case, co v erage transfer ma y b e necessary to main tain the con v en tion that un b ound names

in a regional directory are co v ered b y the name list. F or example, supp ose manager A binds

the name [edu/stanford/dsg/user/jo nes to a lo cal directory , and the paren t directory

user is regional. If A is then ask ed to delete the lo cal directory , it m ust also remo v e jones

from the name list for user . The reliabilit y and resiliency prop erties of releasing co v erage

in this w a y are similar to those of acquiring co v erage.

4.6 Replicating Global Directories

The global directory service represen ts a p ossible p oin t of failure for most decen tralized

naming op erations, so it is imp ortan t to mak e it resilien t. One w a y of doing so is to

replicate the global directories. This section brie
y examines the resiliency impact of suc h

replication on the naming system as a whole.

Replicating global directories impro v es the resiliency of most naming op erations. In

particular, w e ha v e seen that the failure set for (non-nearb y) name mapping is the greatest

lo w er b ound of (1) a manager access fault and (2) the failure set for a read on the global

directory service. Assuming that the global directory service is structured so that an y

single cop y of a giv en directory constitutes a read quorum, increasing the n um b er of copies

impro v es the resiliency of reads on that directory . F or example, supp ose that clien t host H

11

F or this reason, most ob ject managers in the V naming implem en tation re-request co v erage for eac h of

their names during their initialization phase, as a \sanit y c hec k." If there is no duplication of co v erage, no

resp onse is receiv ed.
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is trying to map the name [edu/stanford/dsg/V/sour ce/lib/ naming /cache. c , that the

directory t yp es are as sho wn in T able 4.1 b elo w, and that the named ob ject's manager is not

nearb y to H . By insp ection, the failure set for this name is f f D S G

2

g ; f B ; D g ; f A; B ; C g g .

Increasing the n um b er of copies of either [ or edu w ould impro v e the mapping resiliency

for this name.

[ Global, replicas at serv ers A , B , C

edu Global, replicas at serv ers B , D

stanford Regional, participan ts throughout Stanford

dsg Regional, participan ts in Computer Science building

V Regional, with DSG �le serv ers 1 and 2 participating

lib and b elo w Lo cal, at DSG �le serv er 2

T able 4.1: Directory T yp es Along a Sample P athname

The impact of replication on most other naming op erations is similar to its e�ect on

mapping, b ecause most op erations can require reading global directories, but do not need

to mo dify them.

There is one negativ e e�ect of replication: increasing the replication lev el of a global

directory r e duc es the resiliency (and e�ciency) of name binding in that directory . That is,

in the ab o v e example, adding a new directory [edu/berkeley w ould b ecome more costly

and less lik ely to succeed if the n um b er of copies of edu w ere increased. This di�cult y

arises b ecause name binding in a global directory requires access to a write quorum for the

replicated information, and since an y single directory replica constitutes a read quorum, a

write quorum m ust include ev ery replica|p oten tially a large n um b er.

12

Up dates to global directories are exp ected to b e infrequen t, ho w ev er, so it ma y b e

acceptable to impro v e their resiliency b y p erforming them non-atomically . That is, an y

serv er holding a cop y of the directory will accept an up date request, carry it out lo cally ,

and return success, then tak e resp onsibilit y for propagating the up date to the other copies.

While an up date is propagating, clien ts ma y see either the old or new state, nondetermin-

istically . If no p ermanen t faults o ccur, ev ery up date ev en tually reac hes all directory copies.

Con
icting up dates are p ossible, but o ccur rarely and are ev en tually detected. Proto cols

of this nature ha v e b een dev elop ed and used with some measure of success in Grap evine,

Clearinghouse, and the Lampson naming design.

4.7 Chapter Summary

This c hapter has ev aluated the fault tolerance of decen tralized naming, sho wing in particu-

lar that decen tralized name mapping approac hes ABMA-resiliency (whic h is the optim um)

as the global directory mec hanism is made more resilien t, and ac hiev es ABMA-resiliency

for nearb y ob jects.

Binding c hec k and directory listing can in principle b e made arbitrarily resilien t, but

it is costly to do so. Decen tralized naming mak es eac h sligh tly more resilien t than name

mapping.

Name binding cannot in general b e made ABMA-resilien t, but decen tralized name

binding has the same resiliency as name mapping in a common case (ob ject creation b y

name), and pro vides a reasonable lev el of resiliency in the general case.

12

Ev en using a v ailable-copies replication, one m ust enforce a lo w er b ound on the n um b er of copies written

(t ypically half ) to prev en t m ultiple con
icting up dates from b eing accepted during p erio ds when the net w ork

is partitioned.
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The resiliency of name mapping (and most other op erations) can b e impro v ed b y k eep-

ing more replicas of eac h global directory; ho w ev er, doing so mak es name binding in those

directories less e�cien t and (unless non-atomic up dates are allo w ed) less resilien t.



Chapter 5

Securit y

This c hapter discusses ho w to adapt decen tralized naming to function in an en vironmen t

where the hosts do not all trust one another. The ma jor question to b e answ ered is, when

a clien t host m ulticasts a request for naming information, ho w do es it kno w whic h replies

to b eliev e? I assume that the system has some w ell-de�ned securit y p olicy that sp eci�es

whic h managers are authorized to resp ond to queries ab out an y giv en name. A resp onse

from an unauthorized manager is termed a c ounterfeit. A c ounterfeit-se cur e naming system

is one that includes a reliable mec hanism for prev en ting coun terfeit resp onses from b eing

accepted as v alid. The c ounterfeit pr oblem is the problem of pro viding suc h a mec hanism.

The primary results of this c hapter are (1) a solution to the coun terfeit problem in

decen tralized naming systems, and (2) an ev aluation of the cost of this solution, in terms

of its impact on the e�ciency and fault tolerance of naming. I also argue that no solution

with signi�can tly lo w er cost is lik ely to exist.

The next section explains ho w this c hapter is related to existing w ork in securit y ,

while the follo wing section giv es the securit y mo del to b e used. Sections 5.3 presen ts a

tec hnique for detecting and rejecting coun terfeits. Its cost is ev aluated in Section 5.4,

and Section 5.5 considers whether b etter solutions are p ossible. Section 5.6 discusses a

few additional securit y issues that arise in decen tralized naming systems, and Section 5.7

summarizes the c hapter.

5.1 Mandatory and Discretionary Securit y

Coun terfeit rejection is a problem in discretionary securit y , not mandatory securit y . In

this section I brie
y discuss ho w mandatory securit y can b e pro vided in a distributed

system, then discuss the relationship b et w een coun terfeit rejection and other problems in

discretionary securit y .

Mandatory securit y mo dels t ypically de�ne a lattice of securit y lev els, assign a securit y

lev el to eac h pro cess or information con tainer in the system under consideration, and

require the system to prev en t information 
o w from A to B unless either l ev el ( A ) �

l ev el ( B ), or A is a truste d subje ct |a pro cess that can b e relied up on to \sanitize" the

information it passes to B b y eliminating material that B is not cleared to p ossess [1,28 ].

F or example, a pro cess at the c on�dential lev el m ust not b e allo w ed to read a se cr et �le,

or (if it is not a trusted sub ject) to write an unclassi�e d �le.

1

It is certainly p ossible to enforce mandatory securit y in a distributed system. A simple

(but draconian) tec hnique is to require that all hosts in the system op erate exclusiv ely at

1

These examples corresp ond resp ectiv ely to the simple se curity pr op erty and *-pr op erty of Bell and

LaP adula [1 ].

53
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a single securit y lev el. It is also p ossible to enforce securit y in a m ulti-lev el system b y

pro viding eac h host with a securit y k ernel that regulates all access to the net w ork. The

k ernels can prev en t imp ermissible information 
o w b y tagging eac h outgoing message with

its securit y lev el and refusing to deliv er an incoming message to a pro cess at a lo w er lev el

than the message. (In fact, in a m ulti-lev el system, it is ne c essary to regulate net w ork

access to enforce mandatory securit y . If a pro cess P b elo w the highest securit y lev el has

unrestricted read access to the net w ork, it is imp ossible to ensure that it do es not read

information it is not cleared for: ev en if the k ernels force all information ab o v e the lo w est

lev el to b e encrypted, a malicious pro cess P

0

could transmit information to P using an y

of a n um b er of co v ert c hannels; for example, mo dulating the length of its messages.)

In view of these facts, the remainder of this c hapter discusses only the coun terfeit

problem, an asp ect of discretionary securit y . F or simplicit y , the discussion is phrased

in terms of a single-lev el system in whic h all pro cesses ha v e unrestricted access to the

net w ork, with eac h clien t pro cess resp onsible for coun terfeit c hec king on resp onses to its

o wn requests. Ho w ev er, the results can b e applied directly to a m ulti-lev el system in whic h

the securit y k ernel do es not implemen t discretionary securit y . It w ould also b e feasible to

implemen t the coun terfeit rejection mec hanism within a securit y k ernel.

Discretionary securit y mec hanisms giv e their users the abilit y to place further restric-

tions on the dissemination of information they p ossess, b ey ond those imp osed b y manda-

tory securit y . F or example, a user ma y w an t to k eep certain of his �les priv ate, ev en from

other users with the same securit y clearance. Discretionary securit y mo dels commonly

formalize the notion of \user" under the term princip al [38]. Eac h pro cess in the system

is asso ciated with a principal, corresp onding to the p erson or organization that tak es re-

sp onsibilit y for its actions and from whom it deriv es its authorization. An ac c ess matrix

records the system's detailed securit y p olicy; its ro ws corresp onds to ob jects, its columns

to principals, and eac h en try giv es the list of op erations that the corresp onding principal

is authorized to p erform on the corresp onding ob ject.

One imp ortan t problem in implemen ting discretionary securit y is ho w to do authenti-

c ation |ho w to determine whether a clien t pro cess is en titled to b e treated as the principal

it claims to b e. Cen tralized op erating systems t ypically pro vide a simple user login pro ce-

dure for authen tication. In distributed systems, authen tication is somewhat more complex,

but kno wn cryptographic proto cols can b e used to authen ticate clien ts to serv ers across a

net w ork [43 ].

An equally imp ortan t (but less w ell studied) problem in discretionary securit y is authen-

tic ating the system to the user; the coun terfeit problem considered in this c hapter is one

asp ect of it. When a user logs in to a single-mac hine op erating system, he needs some assur-

ance that he is comm unicating with the real system, not an imp oster that migh t violate the

securit y p olicy; i.e., the system m ust authen ticate itself to him. A more complex v ersion of

the same problem arises in large distributed systems: when a clien t requests an op eration

on some ob ject, it needs some assurance that it is comm unicating with the ob ject's true

manager, not an imp oster. Because large systems include ob ject managers that represen t

man y di�eren t, m utually distrustful principals (di�eren t companies, departmen ts, etc.),

one m ust assume that the legitimate manager of one ob ject ma y act as an imp oster if

queried ab out other ob jects, falsely claiming to b e their manager as w ell. When clien ts use

decen tralized name mapping to �nd ob ject managers, authen ticating the managers that

resp ond requires a solution to the coun terfeit problem. F or example, if DEC emplo y ee

Smith attempts to op en and write in to a priv ate �le [com/dec/wrl/user/smit h/secr ets

on a DEC �le serv er, but another �le serv er op erated b y IBM sends out a coun terfeit

resp onse to its the name mapping request and captures the data, Smith's discretionary

securit y has b een breac hed.

The next section de�nes the coun terfeit problem more precisely , while subsequen t sec-

tions presen t and ev aluate a solution.
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5.2 Coun terfeit Securit y Mo del

A se curity p olicy divides p ossible ev en ts within a system in to t w o classes, al lowe d and

disal lowe d. The o ccurrence of a disallo w ed ev en t is termed a se curity violation. A se cu-

rity mo del is a formal or semi-formal framew ork for describing particular securit y p olicies.

This section presen ts a securit y mo del tailored to solving the coun terfeit problem in de-

cen tralized hierarc hical naming systems. The p olicies describ ed b y the mo del de�ne what

a coun terfeit name resp onse is, and require that whenev er suc h a resp onse is generated,

an y clien t that receiv es has enough information to detect that it is coun terfeit and reject

it.

5.2.1 De�nition

This section b egins b y de�ning a general mo del gen suitable for an y naming system, then

particularizes the mo del to decen tralized hierarc hical naming.

F or eac h name n in the global name space, eac h principal P is authorize d to mak e zero

or more assertions ab out n 's binding status. A naming authorization function describ es

what assertions are p ermitted; it is a time-v arying function that giv es, for eac h principal/

name pair ( P ; n ), the set of assertions P is authorized to mak e ab out n . The detailed

securit y p olicy of eac h system mo deled b y gen de�nes what statemen ts are considered

to b e \assertions ab out n " for eac h n . Making an assertion means presen ting it (as the

truth) in a message to some other principal; an unauthorized assertion made in this w a y

is said to b e c ounterfeit. Authorization functions ha v e the follo wing closur e prop ert y: if

an assertion a is implied b y other assertions P is authorized to mak e, then P is authorized

to mak e the assertion a as w ell. F or example, if P is authorized to assert that n is b ound

to a directory , it is authorized to assert that n is b ound.

The securit y p olicies mo deled b y gen disallo w clien ts from accepting coun terfeit asser-

tions.

2

The p olicies do not disallo w the sending of coun terfeit assertions, b ecause under

our assumption that all pro cesses ha v e unrestricted net w ork access, there is no w a y to

construct a mec hanism to enforce p olicies that mak e suc h restrictions. A c ounterfeit-

se cur e system implemen tation is one that includes a reliable mec hanism in clien ts for

rejecting coun terfeits; informally , the c ounterfeit pr oblem is the problem of pro viding suc h

a mec hanism in a w a y that do es not prev en t the system from p erforming its function.

3

The authorization function itself is stored b y principals called se curity agents, one of

whic h is designated the se curity chief. A gen securit y p olicy allo ws the c hief to state

the v alue of the authorization function for an y argumen ts, or to dele gate p ortions of its

authorit y to other securit y agen ts, allo wing them to state the function's v alue for certain

sets of argumen ts designated b y the c hief. Securit y agen ts are included in the mo del to

re
ect the fact that the detailed securit y p olicy of a real system can c hange, and that

suc h c hanges m ust b e comm unicated from the principals that mak e them to the principals

that are a�ected b y them. Agen ts are simply principals that ha v e authorit y to c hange the

authorization function; the mo del do es not dictate their implemen tation, whic h can itself

b e distributed.

This completes the de�nition of gen . W e turn no w to hier , a more sp eci�c mo del

within the class gen , tailored sp eci�cally for decen tralized hierarc hical naming.

The mo del hier b egins b y assuming the global name space is hierarc hical; that is, it is

structured as a ro oted tree, and global names are pathnames|they describ e a path through

the tree b eginning at the ro ot. Eac h non-leaf no de of the global tree is a directory , and

2

A clien t receiving an assertion in a message ma y either ac c ept it (i.e., add it to its store of kno wledge,

act on it as the truth, etc.) or r eje ct it (ignore it, consider it p ossibly false).

3

In particular, it is not acceptable to implemen t coun terfeit securit y b y rejecting ev ery incoming message!
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a directory listing op eration is pro vided that en umerates the branc hes extending out w ard

from a directory .

The naming authorization function gran ts or denies p ermission to mak e assertions of

the follo wing forms ab out eac h name n :

1. An assertion that n is b ound, optionally stating what it is b ound to.

2. An assertion that n is un b ound.

3. An assertion that n is b ound to a directory , optionally giving a (partial or full)

directory listing.

4. An y assertion restricting what managers ma y hold a binding for n . (F or example, an

assertion that some pre�x of n is b ound to a directory with a sp eci�ed participan t

group address.)

F or simplicit y , hier restricts the range of the authorization function to three v alues:

str ongly authorize d, we akly authorize d, or unauthorize d.

A principal P that is str ongly authorized for a name n is authorized to mak e an y of

the four t yp es of assertion ab out n listed ab o v e, including giving a full listing if n is b ound

to a directory . F urther, P is strongly authorized for ev ery name with n as pre�x, and is

at least w eakly authorized for ev ery pre�x of n .

A principal P that is we akly (and not strongly) authorized for a name n has the

follo wing more restricted p ermissions. First, P is authorized to state that n is b ound to a

directory , but not authorized to state that it is not b ound (or is not b ound to a directory).

Next, P is authorized to giv e a partial listing of the directory b ound to n , restricted as

follo ws:

� P ma y state that a name comp onen t c is in the directory , if and only if it is also

authorized for n= c (either strongly or w eakly).

� P ma y state that a name comp onen t c is not in the directory , if and only if P is also

strongly authorized for n= c .

Finally , P is w eakly authorized for ev ery pre�x of n .

A principal P that is unauthorize d for a name n is not p ermitted to mak e an y assertions

ab out it.

Unless otherwise noted, hier is used as the securit y mo del throughout the rest of this

c hapter.

5.2.2 Wh y This Mo del?

hier is a fairly simple mo del, but is 
exible enough for our purp oses. It allo ws the securit y

agen ts to sp ecify whic h principals are authorized to resp ond to whic h names, b y dividing

the name space in to subtrees, eac h of whic h is strongly authorized to a di�eren t set of

principals. F or example, a principal P

1

could b e strongly authorized for names with the

pre�x [a/b but unauthorized for [a/c , while another principal P

2

is strongly authorized

for [a/c but unauthorized for [a/b . As a result of this assignmen t, b oth principals acquire

w eak authorization for [ and [a , but as a practical matter, w eak authorization do es not

gran t enough p o w er to allo w them to do an y harm.

It migh t seem attractiv e to simplify hier b y eliminating w eak authorization; suc h a

mo del is, unfortunately , inadequate. Let simp b e a mo del that restricts the range of the

naming authorization function to t w o v alues: authorize d or unauthorize d. A principal

that is authorized for a name n has p ermission to mak e an y of the assertions ab out n

en umerated ab o v e. A principal that is unauthorized for n do es not ha v e p ermission to

mak e an y assertions ab out n . It is sho wn b elo w that this mo del is inadequate, b ecause
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it w ould require eac h principal that is authorized for an y name to b e authorized for all

names.

The reader who is not in terested in the pro of that simp is inadequate ma y wish to skip

to the next section at this p oin t.

Lemma 5.1. Under the simp mo del, authorization for a pre�x of an y giv en name implies

authorization for the en tire name.

Pr o of: First, note that in a hierarc hical naming system, asserting that a name n is not

b ound (or is not b ound to a directory) also implies that no name of the form n=m is b ound.

No w supp ose that principal P is authorized for a particular name n but not for n=m . So

P is authorized to assert that n is un b ound, and b ecause this statemen t implies that n=m

is un b ound, b y the closure prop ert y of authorization functions P is also authorized to

assert that n=m is un b ound. But b y assumption, P is unauthorized for n=m , so it is not

authorized to assert that n=m is un b ound. Con tradiction. Therefore if P is authorized for

n , it m ust also b e authorized for all names of the form n=m .

Lemma 5.2. Under the simp mo del, authorization for a name implies authorization for

ev ery pre�x of that name.

Pr o of: First, note that in a hierarc hical naming system, asserting that a name of the form

n=m is b ound also implies that n is b ound (to a directory). No w supp ose that principal

P is authorized for a particular name n=m , but not for n . So P is authorized to assert

that n=m is b ound, and b ecause this statemen t implies that n is b ound, b y the closure

prop ert y of authorization functions P is also authorized to assert that n is b ound. But

b y assumption, P is unauthorized for n , so it is not authorized to assert that n is b ound.

Con tradiction. Therefore if P is authorized for an y name of the form n=m , it m ust also

b e authorized for n .

Theorem 5.3. Under the simp mo del, authorization for an y name implies authorization

for ev ery name.

Pr o of: In the ab o v e lemmas, substitute the ro ot of the naming hierarc h y for n . No w

Lemma 5.2 implies that ev ery principal that is authorized for an y absolute name is autho-

rized for the ro ot, while Lemma 5.1 implies that ev ery principal that is authorized for the

ro ot is authorized for ev ery absolute name. Therefore a principal that is authorized for at

least one name is authorized for ev ery name.

It is p ossible to w ork around this problem with simp , b y statically de�ning certain

directories and making them w ell-kno wn to all clien ts. Sp eci�cally , supp ose that a giv en

directory is statically b ound to its name n , and that this binding and the directory's

con ten ts (list of immediate descendan ts) are kno wn to all clien ts. In that case it is sen-

sible to w eak en the closure requiremen t sligh tly , allo wing a principal P to b e authorized

for assertions that imply things ab out n ev en when P is not authorized for n itself, b e-

cause ev ery clien t has indep enden t kno wledge of n 's binding status against whic h it can

c hec k suc h assertions. A directory that is made static in this w a y can ha v e descendan ts

that are authorized to disjoin t sets of principals. F or example, the ro ot directory [ of a

compan y-wide system migh t b e statically de�ned to con tain only the four en tries manage-

ment , marketing , production , and development , with the list of principals authorized for

eac h pre�x w ell-kno wn to all clien ts. A �le serv er S b elonging to the mark eting departmen t

could then b e authorized for the [marketing pre�x without requiring authorization for

[ , [management , etc.; y et S w ould ha v e no di�cult y in mapping the names it binds (e.g.,

[marketing/projections ) , ev en when no other serv ers are up. That is, f S g app ears to

b e a read quorum for [marketing/projections .

4

4

Strictly sp eaking, f S g is not a read quorum, b ecause some of the clien t's lo cal kno wledge is tak en in to

accoun t in mapping the name. The read quorums are actually sets of the form f c; S g , where c is a clien t.
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This solution is simple, and ma y b e adequate for some applications, but is rather

in
exible. It amoun ts to giving ev ery clien t a complete cop y of the naming authorization

function, whic h is practical only if the function has a compact represen tation (few static

directories) and do es not c hange while the system is running. Therefore, the remainder of

this c hapter uses the more 
exible mo del hier , for whic h Theorem 5.3 do es not hold and

whic h therefore do es not force an y directories to b e statically de�ned.

5

5.3 Capabilities

This section describ es a solution to the coun terfeit problem using c ap abilities. Conceptu-

ally , a capabilit y K is a do cumen t stating that \principal p ( K ) is authorized to p erform

action a ( K ) un til time t ( K )," signed b y some principal s ( K ), where s ( K ) is authorized to

issue capabilities for a ( K ). Under the gen mo del, s ( K ) w ould b e a securit y agen t. When-

ev er p ( K ) is claiming the righ t to p erform action a ( K ), it simply presen ts the capabilit y ,

plus its o wn signature to v erify that it is authorized to use the capabilit y .

When capabilities are pro vided, a clien t do es not ha v e to main tain an y kno wledge of

the global securit y p olicy . Instead, it simply rejects an y assertion that is not accompanied

b y a capabilit y to v alidate it.

T o use capabilities, all participating principals m ust agree on ho w to iden tify principals

and v erify their signatures, whic h principals are authorized to sign capabilities, and the

language in whic h capabilities are written. These three p oin ts are discussed in the follo wing

three subsections.

5.3.1 Principal Iden ti�ers and Signatures

When considering a solution to the coun terfeit naming problem that in v olv es rejecting

some messages based on whic h principal sen t them, one m ust tak e care to a v oid circular

reasoning, b ecause principals themselv es are kno wn b y names. A principal that claims

its name is P is itself making an assertion that could b e coun terfeit. Th us it migh t seem

that a coun terfeit-secure principal naming service is required b efore one can implemen t

a coun terfeit-secure decen tralized naming service, thereb y requiring a cen tralized naming

service (suc h as a k ey distribution cen ter) at the lo w est lev el to a v oid an in�nite regress of

decen tralized naming services.

F ortunately , ho w ev er, there is a w a y around this problem. Supp ose w e ha v e a public-

k ey encryption system [17 ] that also pro vides digital signatures (for example, RSA [35]).

W e can then identify eac h principal b y its public k ey . That is, a principal's public k ey

is considered to b e the lo w est-lev el name for that principal, its princip al identi�er.

6

No

trusted name service or k ey distribution cen ter is needed to authen ticate the sender of a

digitally signed message as b eing a particular principal r eferr e d to by its identi�er, b ecause,

giv en only the signed message and the public k ey , one can v erify with high probabilit y

that only the holder of the corresp onding priv ate k ey could ha v e sen t that message. (And

con v enien tly , the principal iden ti�er is also a k ey that can b e used to send priv ate messages

or con v ersation k eys to the principal it iden ti�es.)

5

Argumen ts similar to those in Lemmas 5.1 and 5.2 do apply to this mo del, but rather than rev ealing

problems with it, they simply establish its inheritance prop erties (for pre�xes and su�xes of names authorized

to a giv en principal) as theorems.

6

Chaum terms a public k ey used in this w a y a digital pseudonym [6 ]. He adv o cates this approac h as a

w a y of allo wing p eople to pro vide creden tials to computer systems without giving up their priv acy; it allo ws

a p erson to store his creden tials under one or man y pseudon yms that ha v e no visible connection with one

another or with his real name.
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In more detail, the approac h w orks as follo ws. Eac h principal randomly c ho oses (or is

assigned) a public k ey that de�nes a unique encryption function E

p

, and a matc hing secret

k ey that de�nes a decryption function D

p

.

7

F or con v enience, assume that E

p

( D

p

( x )) = x

as w ell as D

p

( E

p

( x )) = x for all messages x , and that the cipher is equally strong when

the roles of the encryption and decryption functions are exc hanged in this w a y . No w a

message x for principal E

p

is sen t priv ately b y �rst encrypting it with E

p

, while a message

from principal E

p

is digitally signed b y encrypting it with D

p

. W e then de�ne the principal

iden ti�er E

p

to b e b ound to that en tit y (or set of en tities) that p ossess D

p

.

As a sideligh t, this mec hanism leads to a simple, op erational de�nition of princip al:

an y en tit y that can generate a k ey pair and hold the decryption k ey secret can act as a

principal, and b y extension, so can an y set of en tities that can distribute a decryption

k ey among themselv es and prev en t it from leaking further. F or example, a p erson with

a p o c k et calculator can b e a principal, and so can a single computer system, or a single

pro cess within a computer system (assuming in the latter case that the op erating system

can b e trusted not to steal the pro cess's secret k ey). A group of p eople or pro cesses can

act as a single principal if they ha v e some su�cien tly secure w a y to distribute the initial

secret D

p

among themselv es.

5.3.2 Authorit y to Sign Capabilitie s

The simplest w a y of regulating the authorit y to issue capabilities is to view the system

securit y c hief as a single principal with a w ell-kno wn principal iden ti�er E

c hief

, and agree

that an y capabilit y signed b y the c hief is v alid. Under this approac h, a clien t can b egin

secure op eration kno wing only the capabilit y language, the cryptosystem, and one public

k ey , E

c hief

. It is, of course, undesirable for D

c hief

to b e widely kno wn, b ecause it is in e�ect

a master k ey to the en tire naming system.

One can a v oid the need to ha v e a pro cess on line that kno ws D

c hief

b y in tro ducing

dele gation. A delegation capabilit y K

d

, issued to a principal p ( K

d

), states that p ( K

d

) is

authorized to sign capabilities for the righ ts a ( K

d

), or an y subset of those righ ts. Capabil-

ities for suc h righ ts, signed b y p ( K

d

), are then accepted if accompanied b y the delegation

capabilit y K

d

. Giv en this mec hanism, the securit y c hief P

0

can delegate subsets of its righ ts

to securit y agen ts P

1

, P

2

, etc., b y creating delegation capabilities for them. Thereafter,

P

0

need not b e a v ailable on line un til a delegation capabilit y expires, or some authorit y is

needed that P

0

has not delegated.

This mec hanism minimizes the amoun t of kno wledge a clien t needs to b egin secure

op eration, but ma y not �t the higher-lev el p olicies of some organizations. F or example,

an organization with a committee at the highest lev el migh t �nd it more appropriate to

require the signatures of sev eral principals on top-lev el capabilities instead of app oin ting

a single c hief. This and other extensions to the capabilit y mec hanism can b e implemen ted

as part of the initial agreemen t on what principals are authorized to issue capabilities, or

as part of the capabilit y language.

5.3.3 Capabilit y Language

A simple capabilit y language is su�cien t to implemen t the naming securit y mo del hier .

The a ( K ) p ortion of eac h capabilit y includes a single name, for whic h the capabilit y gran ts

strong authorization. p ( K ) is the principal iden ti�er of the principal to whic h the capabilit y

gran ts righ ts. The t ( K ) p ortion is giv en in some agreed-up on time units|sa y , milliseconds

7

Random c hoice should giv e an acceptably high probabilit y of uniqueness, b ecause principal P c ho osing

the same k ey pair as principal Q amoun ts to P guessing ho w to decrypt the messages sen t b y Q , and a

strong system m ust mak e the latter ev en t extremely unlik ely .
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since the b eginning of 1970, gmt . The triple ( p ( K ) ; a ( K ) ; t ( K )) is signed b y s ( K ), the

principal gran ting the capabilit y , and s ( K )'s principal iden ti�er is app ended to the result

to yield the complete capabilit y .

Note that, in accordance with the de�nitions of strong and w eak authorization, a

capabilit y for name n implies strong authorization for an y name of whic h n is a pre�x,

and (at least) w eak authorization for an y pre�x of n . There is no real need for capabilities

that gran t w eak authorization directly , b ecause as noted ab o v e, managers are generally

gran ted w eak authorization for a name n only as a b ypro duct of ha ving b een gran ted

strong authorization for some name n=m of whic h n is a pre�x. A manager that needs to

pro v e it has w eak authorization for n can use its capabilit y for n=m to do so.

The action �eld a ( K ) of a delegation capabilit y includes a dele gation bit, indicating that

p ( K ) is p ermitted to delegate the authorit y gran ted b y K to other principals. Delegation

w orks as follo ws: an unexpired capabilit y L with s ( L ) = p ( K ) 6= E

c hief

is accepted as v alid

if accompanied b y a v alid capabilit y K , where a ( K ) has the delegation bit set and a ( L )

is a righ t implied b y a ( K ). That is, a ( K ) ma y gran t authorization for the same name as

a ( L ), or some pre�x, and a ( L ) itself ma y or ma y not ha v e the delegation bit set.

5.3.4 Application to Decen tralize d Naming

This capabilit y sc heme is p o w erful enough to pro vide reliable coun terfeit securit y in a

decen tralized naming system. In an installation that uses it, ev ery naming resp onse is

signed with the principal iden ti�er of the resp onding ob ject manager, and clien ts reject

an y resp onse that do es not include v alid capabilities su�cien t to establish the signer's

righ t to mak e the naming assertions in the resp onse. In particular, the cac he information

returned in resp onse to a m ulticast name mapping request on a name n con tains not just a

claim that a particular manager (or manager group) implemen ts all names with a certain

pre�x, but also a capabilit y K (or set of capabilities) demonstrating the resp onder's righ t

to mak e that claim. The clien t cac hing suc h a resp onse w ould also cac he kno wledge of

the expiration time t ( K ), and consider the cac he en try in v alid after that time. The exact

nature of K dep ends on whether n is b ound to a lo cal, regional, or global directory .

If n is b ound to a lo cal directory , its manager pro vides a strong-authorization capabilit y

for n or some pre�x of n to justify its claim to b e n 's manager.

If n is b ound to a regional directory , on the other hand, a resp onding participan t M

that do es not ha v e strong authorization for n includes a sp ecial p articip ant-add r ess capa-

bilit y along with the cac he information in its resp onse. A participan t-address capabilit y

for n gran ts M the righ t to state that n 's participan t group address has a particular v alue

G

n

. Suc h a capabilit y can b e signed b y an y principal with strong authorization for n ; the

capabilit y t yp e and the v alue G

n

app ear in the a ( K ) �eld. P articipan t-addr ess capabili-

ties are needed b ecause w eak authorization alone is not su�cien t to p ermit M to return

n 's participan t group address|giving the address implicitly asserts a restriction on what

managers can implemen t names within the directory n (only mem b ers of the group), an

assertion that only managers with strong authorization for n are p ermitted to mak e.

8

Finally , if n is b ound to a global directory , the directory serv er that resp onds to the

request returns a capabilit y demonstrating strong authorization for n . (T o allo w it to

handle directory listing requests, a directory serv er is giv en strong authorization for eac h

global directory it participates in.)

8

If hier w ere to p ermit managers with w eak authorization to mak e suc h assertions, a manager with w eak

authorization for [a but no authorization for [a/b could in terfere with attempts to map the name [a/b b y

giving out a false participan t group address|one b ound to a group not including the manager of [a/b .
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5.4 The Cost of Capabilities

Capabilit y-based securit y do es not come for free. The follo wing t w o subsections ev aluate

its cost|that is, its impact on the e�ciency and fault tolerance of name mapping.

5.4.1 Impact on E�ciency

There are t w o kinds of e�ciency costs to b e considered: the additional messages needed

to obtain new capabilities after old ones ha v e expired, and the additional time needed to

pro cess ordinary messages that con tain capabilities.

Additional Messages

Roughly sp eaking, the n um b er of capabilit y request messages generated p er unit time is

in v ersely prop ortional to the a v erage time a capabilit y is v alid. This relationship is made

more precise b elo w.

W e b egin b y deriving the a v erage arriv al rate of requests for new copies of a giv en

capabilit y . Let v ( K ) b e the total v alidit y time for capabilit y K ; that is, if i ( K ) is the time

when K w as issued, v ( K ) = t ( K ) � i ( K ). Assume that the generation of clien t requests

for action a ( K ) is a P oisson pro cess, with an a v erage of �

a ( K )

requests p er second. Assume

also that a capabilit y K is only requested and passed on to clien ts through the manager

that p erforms the actions it authorizes, and that the manager only requests a new cop y of

K when a request for action a ( K ) arriv es after all previously issued capabilities for a ( K )

ha v e expired. Then, whenev er a capabilit y K is issued, there will b e no further requests in

the subsequen t v ( K ) seconds; after that, the next request is exp ected after an additional

1 =�

a ( K )

seconds. Th us requests for capabilit y K arriv e, on a v erage, ev ery v ( K ) + 1 =�

a ( K )

seconds, so their a v erage arriv al rate is ( v ( K ) + 1 =�

a ( K )

)

� 1

requests p er second.

No w w e can write an expression for the total system load imp osed b y issuing capabil-

ities, that is, for the o v erall arriv al rate �

cap

of requests for new capabilities. Let the set

of all outstanding capabilities b e f K

1

; K

2

; . . . ; K

k

g , of size k . Then �

cap

is the sum of the

con tributions b y eac h capabilit y , that is,

�

cap

=

X

i

[ v ( K

i

) + 1 =�

a ( K

i

)

]

� 1

(5 : 1)

W e can dra w t w o conclusions from this form ula.

First, as remark ed ab o v e, the cost imp osed b y issuing capabilities v aries in v ersely with

their v alidit y times|so long as the v alidit y times are long enough to dominate the exp ected

in ter-usage times. Globally , �

cap

! 0 as min

i

v ( K

i

) ! 1 . In fact, if v ( K

i

) � 1 =�

a ( K

i

)

for

all i , and all the v ( K

i

)'s are m ultiplied b y a factor � , �

cap

is in v ersely prop ortional to � . It

is reasonable to supp ose that v ( K

i

) is c hosen large enough that v ( K

i

) � 1 =�

a ( K

i

)

, at least

for most i , b ecause otherwise a large fraction of the requests for action a ( K

i

) w ould result

in a request for a new capabilit y .

Figure 5.1 illustrates ho w �

cap

decreases as the v alidit y time of capabilities increases.

Eac h curv e assumes a constan t n um b er k of capabilities in the system, eac h with the

same request arriv al rate �

K

. The v alidit y time v ( K ) (also assumed the same for eac h

capabilit y) is plotted on the x -axis, and the system load �

cap

on the y -axis. Both axes are

logarithmic. It is eviden t that, once v ( K ) is made large enough, as it con tin ues to increase,

�

cap

decreases in in v erse prop ortion|that is, the graph appro ximates a straigh t line.
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Figure 5.1: System Load vs. Capabilit y Lifetime

Next, note that as the n um b er of capabilities in the system is increased, w e m ust

increase their v alidit y times prop ortionately if w e wish to a v oid increasing the o v erall

load �

cap

. T o see this, assume an existing capabilit y K expires and is reissued as t w o

capabilities K

1

and K

2

, with the set of actions authorized b y K split b et w een the t w o:

a ( K

1

) [ a ( K

2

) = a ( K ) and a ( K

1

) \ a ( K

2

) = ; . Then the arriv al rate �

a ( K )

is also split

b et w een the t w o: �

a ( K

1

)

+ �

a ( K

2

)

= �

a ( K )

. Ho w should v ( K

1

) and v ( K

2

) b e c hosen? If

v ( K

1

) = v ( K

2

) = v ( K ) > 0, the total system load �

cap

is increased b y the split|in the

w orst case, if v � 1 =� for b oth the new capabilities, eac h one individually con tributes

the same cost as the old one did, doubling the total. One can, ho w ev er, prev en t the

cost from increasing b y c ho osing the new v 's larger than the old one; in fact, c ho osing

v ( K

1

) = v ( K

2

) = 2 v ( K ) is alw a ys su�cien t. That is, it is alw a ys the case that

1

v ( K ) + 1 =�

a ( K )

�

1

2 v ( K ) + 1 =�

a ( K

1

)

+

1

2 v ( K ) + 1 =�

a ( K

2

)

(5 : 2)

The pro of of this statemen t is straigh tforw ard but tedious. By taking deriv ativ es, one sho ws

the righ t-hand side of Equation 5.2 ac hiev es its maxim um when �

a ( K

1

)

= �

a ( K

2

)

= �

a ( K )

= 2,

in whic h case equalit y holds.

P er-message Ov erhead

Capabilit y-based coun terfeit securit y also imp oses a p er-message time and space o v erhead

on the naming system. Some time is required to run the public-k ey encryption and decryp-

tion algorithms on messages, and messages are made longer b y the inclusion of capabilities

and principal iden ti�ers. This section estimates the o v erhead quan titativ ely , assuming

the RSA [35] cryptosystem is used. The cost app ears small enough to b e acceptable in

applications where coun terfeit securit y is needed.

Based on the assumptions in T able 5.1, capabilities can range up to ab out 320 b ytes

long. Principal iden ti�ers are assumed to b e 80 b ytes b ecause this length (equiv alen t to

ab out 200 decimal digits) is t ypical of RSA k eys. Six-b yte time v alues giv e millisecond

resolution across a range of sev eral thousand y ears. The a ( K ) �eld includes the pathname
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Field Description Length

a ( K ) Name V aries, t ypically � 64 b ytes

p ( K ) Principal gran ted to 80 b ytes

t ( K ) Expiration time 6 b ytes

s ( K ) Principal gran ted b y 80 b ytes

T able 5.1: Capabilit y Field Lengths

pre�x co v ered b y the capabilit y , the delegation bit, and for participan t-address capabilities,

a participan t group address and directory iden ti�er (whic h total 8 b ytes in the V imple-

men tation). The a ( K ), p ( K ), and t ( K ) �elds are encrypted using s ( K ), making ab out

three 80-b yte blo c ks, and the 80-b yte iden ti�er s ( K ) is transmitted in the clear, for a total

of 320 b ytes.

In total, most name resp onses are lengthened b y less than 750 b ytes. This �gure as-

sumes that most capabilities are issued b y direct delegates of the securit y c hief, so that a

resp onse t ypically includes t w o capabilities, K

1

authorizing the resp onse, and K

2

autho-

rizing the signature s ( K

1

) of K

1

. The resp onse m ust also include the 80-b yte principal

iden ti�er of the resp onder (whic h signs the resp onse b y encrypting the remainder of it),

and a 6-b yte timestamp copied from the request,

9

for a total of 726 b ytes. In the curren t V

naming implemen tation, a QueryName resp onse is short (less than 100 b ytes on the Ether-

net), so ev en if it w ere increased b y 750 b ytes, it w ould still �t in a single Ethernet pac k et

(up to 1500 b ytes).

The time cost to generate or c hec k a capabilit y is substan tial, but not in tolerable.

Encryption and decryption in RSA are slo w; the original pap er on RSA estimated it

w ould tak e \a few seconds" to encrypt or decrypt a 200-digit (80-b yte) blo c k on a general-

purp ose mac hine, and protot yp e hardw are constructed b y Riv est ran at only six kilobits

p er second with 100-digit blo c ks [16]. Although public-k ey systems that run faster than

RSA are under dev elopmen t, nothing substan tially b etter is a v ailable y et. F ortunately ,

capabilities do not need to b e generated or c hec k ed frequen tly; once a clien t C has seen

a capabilit y authorizing M for a particular part of the name space un til time t , C need

not receiv e additional capabilities from M un til t expires, as long as it is con�den t the

resp onses it is receiving are from M . Suc h con�dence can b e main tained b y using a

con v en tional cryptosystem to comm unicate after the initial capabilit y-c hec king step, using

a con v ersation k ey supplied b y M along with its capabilit y .

In conclusion, although the use of capabilities do es increase the a v erage time and space

cost of name resp onses, this o v erhead app ears small enough to b e acceptable in applications

where coun terfeit securit y is needed.

5.4.2 Impact on F ault T olerance

The additional messages required b y capabilit y-based coun terfeit securit y do not only

reduce a naming system's e�ciency; they also reduce its fault tolerance. Only resiliency

is a�ected, not reliabilit y . F ailure to receiv e a requested capabilit y can stop names from

b eing mapp ed, b y making it imp ossible for their manager to demonstrate its authorization

to map them. Suc h failures can o ccur either due to failure of a securit y agen t, or due to lost

messages on the net w ork. This section quan ti�es the impact of capabilit y-based securit y

on resiliency , then examines some w a ys in whic h increased resiliency can b e obtained at

the cost of reduced e�ciency .

9

The timestamp is used to matc h resp onses with requests, prev en ting resp onses from b eing recorded and

repla y ed.
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Under the assumptions of the previous section, the use of capabilities has a sev ere

impact on resiliency: an y fault that prev en ts a capabilit y from b eing deliv ered also prev en ts

a request from b eing satis�ed. This is true b ecause a manager nev er requests a new

capabilit y un til it is immediately needed to satisfy a request. As �

cap

increases, the fraction

of all requests that are vulnerable to this sort of fault increases with it. If �

name

is the

o v erall system arriv al rate of naming requests, the ratio r

vul

of vulnerable requests to total

requests is �

cap

=�

name

.

Note that if faults o ccur, �

cap

will b e higher than w as calculated ab o v e; that is, e�ciency

is reduced as w ell. Whenev er a capabilit y K is requested but not acquired due to a fault,

the next request that requires K will trigger another request for K . Assuming the faults

are indep enden t and o ccur with probabilit y p

fault

on eac h capabilit y request, the long-term

e�ect on �

cap

is as though v ( K ) w ere replaced b y (1 � p

fault

) v ( K ) in form ula 5.1; that is,

�

cap

=

X

i

[(1 � p

fault

) v ( K

i

) + 1 =�

a ( K

i

)

]

� 1

(5 : 3)

One can mak e a capabilit y-based secure naming system more resilien t (in the sense of

lo w ering the fault-vulnerable ratio r

vul

), at the cost of p o orer e�ciency . One tec hnique

is to ha v e eac h manager request a new cop y of eac h of its capabilities K at some time

t

0

( K ) < t ( K ), that is, b efore its old cop y expires. If eac h manager do es this, a fault on

an y single capabilit y request is tolerated, b ecause the old capabilit y is still v alid for a

time. After suc h a fault, the next clien t request that comes in after the old capabilit y has

expired will trigger a new capabilit y request, whic h should succeed or fail indep enden tly

of the previous failure.

10

Using this tec hnique, ho w ev er, mak es �

cap

indep enden t of the

arriv al rate of clien t requests, b ecause a new capabilit y is requested regardless of whether

the clien t needs it or not. So, de�ning v

0

( K ) suc h that v ( K ) � v

0

( K ) = t ( K ) � t

0

( K ),

Equation 5.3 b ecomes

�

cap

=

X

i

[(1 � p

fault

) v

0

( K

i

)]

� 1

(5 : 4)

Th us if there are man y capabilities that are infrequen tly used compared to their v alidit y

times, this tec hnique increases �

cap

substan tially .

A compromise approac h is to mak e a capabilit y K eligible to b e re-requested at time

t

0

( K ), but to defer actually doing so un til the next clien t request arriv es. With this arrange-

men t, nearly an y single fault can b e tolerated for frequen tly-used capabilities, b ecause a

new clien t request will nearly alw a ys arriv e b et w een times t

0

( K ) and t ( K ) if t

0

( K ) is c hosen

to b e su�cien tly early . But the e�ciency p enalt y for infrequen tly-used capabilities is not

as large, b ecause the arriv al rate of clien t requests do es not drop out of the form ula for

�

cap

; in this case,

�

cap

=

X

i

[(1 � p

fault

) v

0

( K

i

) + 1 =�

a ( K

i

)

]

� 1

(5 : 5)

Th us, if faults are rare, adopting this approac h has the same e�ciency impact as reducing

the v alidit y time of eac h capabilit y K from v ( K ) to v

0

( K ).

5.5 Can W e Do Better?

This section argues that no solution to the coun terfeit problem for decen tralized naming

can ha v e signi�can tly lo w er cost than the capabilit y sc heme describ ed ab o v e. Sp eci�cally ,

10

Of course, in practice requests that o ccur close together in time do not fail indep enden tly , so t ( K ) � t

0

( K )

m ust b e reasonably long compared to the mean time to reco v ery from a failure of the capabilit y-gran ting

mec hanism.
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it sho ws that the cost tradeo� exhibited b y the capabilit y sc heme|b et w een ho w frequen tly

the naming authorization function is allo w ed to c hange, and ho w man y additional messages

are needed as compared with a non-secure naming system|is a necessary prop ert y of an y

coun terfeit-secure naming system, and argues that, for an y giv en limitation on authoriza-

tion c hanges, the capabilit y sc heme comes close to minimizing the n um b er of additional

messages required.

Theorem 5.4. Under the follo wing conditions, reliable coun terfeit rejection requires (in

the w orst case) that at least one extra message b e sen t for eac h name resp onse that is

accepted b y an y clien t. Conditions: (1) The gen mo del of coun terfeit securit y is used. (2)

The in terconnecting net w ork is sub ject to omission faults. (3) Neither the clien t issuing the

name request nor an y of the managers resp onding is a securit y agen t. (4) The authorization

function can c hange in an y w a y at an y momen t; no prior notice need b e giv en to principals

that are not securit y agen ts. (5) Eac h naming request made b y a clien t is completed (b y

accepting a resp onse or rejecting all resp onses) b efore that clien t's next request is issued.

(6) There is a time limit ! on ho w long clien ts w ait for resp onses b efore giving up. (7) A

resp onse from manager M receiv ed at time t

2

, corresp onding to a request issued at time

t

1

, m ust b e rejected as coun terfeit unless M w as authorized to giv e it at some time in the

interval [ t

1

; t

2

].

Pr o of (informal): Supp ose that clien t C issues a naming request Q at time t

1

and accepts

a resp onse R from manager M at time t

2

. T o b e sure R is not coun terfeit, C m ust kno w

that at some time in the in terv al [ t

1

; t

2

], the authorization function p ermitted M to mak e

the assertions con tained in R ; call this fact K . Because C is not a securit y agen t, it cannot

kno w fact K unless some securit y agen t has asserted K in a message S

K

(not necessarily

sen t directly to C ); the sending of this message m ust b e a di�eren t ev en t from the sending

of R b ecause M is not a securit y agen t. No w in the w orst case, S

K

is only su�cien t to

v alidate R , not an y other name resp onse, b ecause (i) b y condition (4), S

K

need con tain no

information ab out the authorization function at times later than t , (ii) b y condition (5),

C 's next name request will not b e issued un til some time t

3

> t

2

� t , so C cannot use S

K

to v alidate another incoming resp onse, and (iii) Q ma y b e the only request receiv ed b y

manager M b et w een times t

1

and t

2

, so M cannot (in the w orst case) use S

K

to v alidate

another, later outgoing resp onse| M cannot dela y sending a resp onse to Q un til it receiv es

another request, b ecause it migh t not receiv e another request b efore time t

1

+ ! .

Note that, as this theorem suggests, binding storage under gen is no longer decen tral-

ized in the strict sense. That is, an y read quorum for a b ound name n m ust include at

least one securit y agen t, in addition to the manager of the ob ject b ound to n . Th us, it

is not surprising that the coun terfeit-secure v ersion of \decen tralized" naming describ ed

ab o v e is less e�cien t and less resilien t than the non-secure v ersion.

In the ligh t of Theorem 5.4, the capabilit y sc heme of this c hapter can b e view ed as

a w a y of reducing the cost of coun terfeit-secure naming b y limiting the frequency with

whic h the authorization function can c hange. That is, it a v oids requiring an extra message

for ev ery clien t request b y mo difying precondition (3) of the theorem. Sp eci�cally , the

issuance of a capabilit y K with expiration time t ( K ) declares that principal p ( K ) will

c ontinue to b e authorized for action a ( K ) at least un til time t ( K ).

The capabilit y sc heme seems to tak e the maxim um p ossible adv an tage of this t yp e of

limitation on c hanges to the authorization function. F or a capabilit y that co v ers a single

manager M , exactly one pair of extra messages is needed eac h time a request arriv es at M

after the most recen t cop y of the capabilit y has expired|that is, eac h time the v alues of the

authorization function it co v ers c ould have c hanged. One can hardly exp ect to do b etter

in this case. F or a capabilit y that co v ers sev eral managers M

1

; M

2

; . . . ; M

m

, there are m

pairs of messages. In this case one migh t b e able to do b etter in fa v orable cases, b y giving

some managers their capabilities indirectly , piggybac k ed on other in ter-manger message
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tra�c or b y w a y of common clien ts; ho w ev er, this tec hnique seems rather impractical, and

is not applicable in the w orst case, where there are no direct in ter-manager messages and

no common clien ts.

5.6 Other Securit y Considerations

There are other securit y-related problems, b ey ond that of coun terfeit rejection, that users

migh t wish to see solv ed in a \secure" naming system. The follo wing subsections discuss

the feasibilit y of securit y mo dels that include t w o of these considerations: priv acy for

requests, and consistency among resp onses.

5.6.1 Priv acy F or Requests

gen do es not mo del p olicies that require r e quest-privacy. That is, when a clien t is-

sues a naming request, there are no restrictions on whic h managers can hear the re-

quest, only on whic h resp onses can b e accepted. In some applications, it can mak e

sense to imp ose suc h restrictions. F or example, ev en the existence of a do cumen t called

[gov/whitehouse/user/nix on/ene mies/ra lph-na der migh t b e considered sensitiv e in-

formation b y its o wner.

This section sho ws that request priv acy can b e implemen ted as c heaply as coun terfeit

rejection, if one is willing to place certain restrictions on the naming authorization function,

but it is more exp ensiv e in the general case. (The cost measure here is n um b er of messages.)

Consider the securit y mo del priv , de�ned lik e gen , except that it is also a securit y

violation if a naming request is receiv ed b y an y principal that is not authorized for the

name.

11

It is assumed that principals that are authorized to receiv e a request will not

rela y it to unauthorized principals. It is also assumed that ea v esdropping is p ossible on

the net w ork connecting clien ts and managers, so the only w a y to ensure that a message is

priv ate is to encrypt it.

In the case where all ob ject managers are considered to act as one principal P

sys

, it is no

more exp ensiv e to implemen t a p olicy in the class priv than the corresp onding p olicy in

gen . F or example, if principal iden ti�cation is implemen ted as describ ed in Section 5.3.1

ab o v e, a clien t can guaran tee its naming requests are priv ate simply b y encrypting eac h

with E

sys

b efore transmitting it. Only a legitimate manager, p ossessing D

sys

, will b e able

to decrypt suc h requests.

Also, if the authorization function is static and w ell-kno wn to all clien ts, and it autho-

rizes eac h name to no more than one principal, p olicies in the class priv are again no more

exp ensiv e than the corresp onding p olicies in gen . In this case, whenev er a clien t issues

a naming request sp ecifying a name n that is authorized to principal P

n

, it encrypts the

request with E

n

b efore transmitting it o v er the net w ork.

In the general case, ho w ev er, where the naming authorization function distinguishes

among managers and is not kno wn in adv ance b y clien ts, priv is more exp ensiv e to im-

plemen t than gen . Under priv , a clien t cannot m ulticast its name mapping requests to

man y principals and c hec k only the replies against the securit y p olicy . It m ust instead

pre-ev aluate whic h principal(s) are authorized to carry out eac h naming request it mak es,

and send the request only to them (i.e., encrypt it suc h that only they can receiv e it).

Ev en when attempting to le arn whic h principals are authorized for a giv en (name, action)

pair, a clien t cannot send out its request except to a principal already kno wn to b e au-

thorized for that pair, b ecause otherwise its priv acy could b e violated. As a result, eac h

time a clien t generates a naming request but do es not kno w whic h managers are curren tly

11

An encrypted request is not considered \receiv ed" if the receiv er is unable to decipher it.
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authorized to resp ond, it m ust �rst request that information from a kno wn securit y agen t,

requiring an extra message pair b ey ond the request itself. This cost is greater than that

of the capabilit y sc heme for gen , where the expiration of a capabilit y results only in extra

messages from the a�ected managers, not from eac h of their clien ts.

5.6.2 Consistency Among Resp onses

gen also do es not allo w one to include requiremen ts for consistency b et w een t w o or more

resp onses as a direct part of the securit y p olicy . That is, all p olicies are required to b e

1-c hec k able, in the follo wing sense.

A constrain t is 1-che ckable if an y violation can b e observ ed b y lo oking at a single

message. F or example, the constrain t that only disk driv e managers can claim to bind

names with the pre�x [device/disk w ould b e 1-c hec k able.

A constrain t is non-1-che ckable if violations can only b e observ ed b y comparing t w o

or more messages. It is imp ossible for an y single clien t to v erify that a name resp onse it

receiv es is not part of a non-1-c hec k able consistency violation, b ecause the clien t migh t

ha v e receiv ed only half of a pair of con
icting messages, with the other message going to

a di�eren t clien t. F or example, our de�nition of sp eci�c naming includes a nonduplic ation

consistency constrain t, stating that a giv en sp eci�c name ma y b e b ound to no more than

one ob ject at an y time. It is imp ossible to detect a violation of this constrain t without

examining at least t w o purp orted name bindings.

Nev ertheless, giv en a non-1-c hec k able constrain t S , it is sometimes p ossible to �nd a

1-c hec k able constrain t S

0

that is not unduly restrictiv e, y et guaran tees, if it is not violated,

that S is not violated. That is, if an y t w o claims together violate S , one or the other

m ust violate S

0

. F or example, dividing the name space in to nono v erlapping partitions,

eac h co v ered b y a di�eren t ob ject manager, is an e�ectiv e w a y of prev en ting duplicate

name bindings from arising; it is e�ectiv e precisely b ecause it is 1-c hec k able. If an y t w o

managers bind the same name to di�eren t ob jects (violating S ), one or the other m ust b e

violating the partitioning restriction S

0

.

In using gen as our mo del, w e basically adopt the view that if an y non-1-c hec k able

consistency constrain t S is to b e placed on a system, the most that the securit y p olicy

can do to help enforce this restriction is to enforce a 1-c hec k able constrain t S

0

that is

strict enough to prev en t an y violations of S . If the securit y p olicy do es not do this,

it is implying that the managers are trusted to co op erate su�cien tly to adhere to the

constrain t without c hec king on the part of clien ts. That is, in the case of nonduplication,

if the naming authorization function giv es t w o di�eren t managers strong authorization for

the same name, they m ust simply b e trusted to co op erate as necessary to ensure they hold

only one binding b et w een them.

12

As an additional note, observ e that if t w o managers are ask ed to co op erate to preserv e a

non-1-c hec k able consistency constrain t, the securit y p olicy m ust p ermit them to exc hange

su�cien t information to c hec k that the constrain t is not b eing violated. F or example, if

manager A is not p ermitted to kno w what names are b ound b y manager B , it is not safe

for A to bind an y name that B is also authorized to bind.

In summary , it is sensible to exclude non-1-c hec k able restrictions from our securit y

p olicy mo del, for t w o reasons. First, it is imp ossible for a single clien t to v erify that a

name resp onse it receiv es is not part of a non-1-c hec k able securit y violation. Second, the

most practically imp ortan t non-1-c hec k able restriction|nonduplication of sp eci�c name

bindings|can easily b e enforced b y strictly partitioning the name space among managers

that cannot b e trusted to co op erate on their o wn.

12

F or that matter, an y manager that is authorized to bind a sp eci�c name m ust b e trusted to bind it to

only one ob ject at a time.
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5.7 Chapter Summary

This c hapter has de�ned the coun terfeit problem for decen tralized naming and presen ted

a solution based on capabilities. The cost of this solution has b een ev aluated, in terms

of its impact on the e�ciency and fault tolerance of naming, and it has b een argued that

no b etter solutions are a v ailable. In general terms, one can appro ximate the e�ciency

and resiliency of non-secure decen tralized naming more and more closely as the detailed

securit y p olicy is allo w ed to c hange less and less frequen tly . The related issues of request

priv acy and non-1-c hec k able p olicies ha v e also b een discussed.



Chapter 6

Concluding Remarks

6.1 Summary

Designing a naming facilit y for large distributed systems is a di�cult problem. Existing

approac hes ha v e not yielded a single design that is at once acceptably e�cien t, fault-

toleran t, and secure.

As a solution, this thesis has in tro duced and studied decen tralized naming, a hierar-

c hical naming arc hitecture based on the concept that eac h ob ject manager should handle

the naming for the ob jects it manages. Keeping this kno wledge at eac h manager enhances

naming e�ciency b y supp orting pre�x cac hing with on-use cac he consistency main tenance,

and b y allo wing name mapping op erations to b e completed in a single pac k et exc hange

whenev er the cac he hits on a lo cal directory . It enhances fault tolerance b y supp orting

m ulticast name mapping in regional directories. In global directories, where there are

to o man y participan ts for m ulticast to b e practical, name mapping can b e handled b y

replicated name serv ers built with kno wn tec hnology . The primary securit y problem of

decen tralized naming, the coun terfeit problem, is solv ed using a capabilit y sc heme that

can b e implemen ted using kno wn cryptographic tec hnology .

The results of this researc h and their consequences are discussed further in the follo wing

subsections. The �nal section suggests some directions for future w ork.

6.1.1 E�ciency

Three c haracteristics of decen tralized name mapping ha v e b een sho wn to accoun t for m uc h

of its e�ciency: its piggybac king of name lo okup on other op eration requests, the high

hit ratio of its pre�x cac hes, and its on-use cac he consistency mec hanism. These features

dep end strongly on one another for their e�ectiv eness.

It is a simple but imp ortan t c haracteristic of decen tralized naming that name lo okup is

not treated as a separate op eration to b e implemen ted in isolation, but is instead treated

as the �rst step in carrying out an y op eration request that sp eci�es its target ob ject b y

name. This piggybac king of name lo okup, together with the decen tralized storage of name

bindings at ob ject managers, means that lo okup is free (in terms of comm unication cost)

whenev er the name cac he hits. It is \free" b ecause the clien t com bines the lo okup and

op eration requests in to a single message sen t directly to the named ob ject's manager, whic h

maps the name lo cally , p erforms the op eration, and sends the results directly bac k to the

clien t in a second message. Those t w o messages w ould ha v e b een required to p erform the

op eration in an y case.

The e�ectiv eness of pre�x cac hing is a second imp ortan t c haracteristic of decen tralized

naming. Pre�x cac hing is applicable and e�ectiv e b ecause of the hierarc hical structure of

69
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a decen tralized name space, with directories b ecoming increasingly lo calized as one mo v es

from the ro ot to w ards the lea v es. Matc hing a relativ ely short name pre�x t ypically tak es

the clien t to a directory that is lo cal to a single manager, so that the \free" case of name

lo okup is ac hiev ed. And eac h pre�x matc hes a large n um b er of names, tending to giv e

the cac he a high hit ratio. One of the main con tributions of this thesis has b een to mak e

these observ ations precise in an analytical mo del of cac he p erformance, and to v alidate the

mo del b y comparison with exp erimen tal results from the V implemen tation.

A third imp ortan t e�ciency feature of decen tralized naming is its on-use cac he consis-

tency mec hanism. With on-use consistency , ha ving a stale en try in a cac he costs nothing

un til the en try is use d, at whic h p oin t it is refreshed. Unlik e mec hanisms in whic h serv ers

async hronously notify clien ts when their cac he en tries b ecome stale, on-use consistency is

reliable; it is also less exp ensiv e. Async hronous noti�cation cannot b e reliable, b ecause the

net w ork can partition, separating clien t and serv er and prev en ting the noti�cation from

reac hing the clien t, whic h then con tin ues to use the stale data. It is also exp ensiv e b ecause

man y unnecessary noti�cations are lik ely to b e issued for en tries that will nev er b e used

again. F urther, unlik e mec hanisms in whic h cac he en tries time out, on-use consistency re-

tains cac he en tries un til they actually b ecome stale, and it do es not restrict the frequency

with whic h data that migh t b e cac hed is allo w ed to c hange. Ho w ev er, on-use consistency is

inexp ensiv e only b ecause of the piggybac king of name lo okup on other ob ject op erations:

with piggybac king, eac h name lo okup request is sen t to the named ob ject's manager in

an y case, so the manager is able to c hec k cac he consistency at the same time.

The main e�ciency dra wbac k of decen tralized naming is that the cac he do es miss

o ccasionally , resulting in a m ulticast that can b e quite exp ensiv e. In the w orst case, the

m ulticast go es to ev ery manager participating in the �rst regional directory in the giv en

pathname, whic h of course includes all managers participating in its sub directories, their

sub directories, and so forth. As discussed in Section 3.4, this e�ect places a limit on the

gro wth of regional directories, and th us helps to establish where the b oundary b et w een

global and regional directories m ust fall. F ortunately , ho w ev er, the high cac he hit ratios

ac hiev ed in t ypical installations mak e it realistic to en vision regional directories with o v er

1000 managers participating.

A minor e�ciency dra wbac k is that renaming a directory near the top of the nam-

ing hierarc h y is relativ ely exp ensiv e, as compared with approac hes in whic h an ob ject's

manager do es not kno w its absolute name. Renaming a directory implies c hanging the

absolute pathnames of all the ob jects that are named relativ e to it; that is, ev ery no de and

leaf of the subtree ro oted at it. With decen tralized naming, making suc h a c hange require

con tacting the managers of all the ob jects in v olv ed to inform them of their new names.

F ortunately , ho w ev er, renaming at this lev el is not a frequen t op eration. As Lampson

notes [27 ], c hanging the name of a top-lev el directory creates considerable confusion for

users, so it is b est to do it rarely .

6.1.2 F ault T olerance

One of the ma jor strengths of decen tralized naming is the high resiliency it giv es to name

mapping. As w as sho wn in Chapter 4, name mapping ac hiev es optim um (ABMA) resiliency

in installations that include only regional and lo cal directories. This high resiliency stems

directly from the fact that naming is decen tralized|eac h ob ject manager kno ws the names

of its o wn ob jects|so m ulticast name mapping can alw a ys b e used as a last resort, and will

alw a ys succeed in mapping the name of an y accessible ob ject. In a system that includes

global directories, the directory serv ers b ecome an additional p oin t of p ossible failure,

but they can b e replicated at mo derate cost b ecause they con tain a relativ ely small and

seldom-c hanging p ortion of the total information held b y the naming system. And ev en if

all serv ers for a giv en global directory are inaccessible, a clien t can still map the names of

nearb y ob jects using scop ed m ulticast to nearb y participan ts in the directory .
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The resiliency of ob ject creation and deletion b y name is also a strength. Because these

op erations are p erformed lo cally b y the manager of the named ob ject, whic h is lo cated using

the name mapping proto col, they ha v e the same resiliency as name mapping. Although

this resiliency is not the optim um for the general case, it is optim um for these common

sp ecial cases.

Decen tralized naming is basically an application of a more general design principle for

distributed systems, whic h w e migh t call the to getherness principle: Ke ep things to gether

if they ar e most often use d to gether, sep ar ately if they ar e most often use d sep ar ately.

F ollo wing this principle yields adv an tages in b oth e�ciency and fault tolerance. When t w o

related ob jects are k ept together on one host, the n um b er of messages required to p erform

an op eration that in v olv es b oth of them is reduced, as w ell as the n um b er of p ossible

failure p oin ts. And when t w o unrelated ob jects are stored on separate hosts, of course, the

amoun t of p ossible parallelism is increased, and the failure of either host mak es only one

of the ob jects inaccessible. Decen tralized naming applies this principle b y k eeping names

together with the ob jects they are b ound to (in lo cal directories), but separating names of

unrelated ob jects that c hance to b e in the same regional directory , th us impro ving b oth

the e�ciency and the fault tolerance of name mapping.

The fault tolerance of decen tralized naming is p o orest for those op erations that require

access to regional name lists: regional directory listing, binding c hec k, and co v erage trans-

fer. The togetherness principle do es not pro vide m uc h help here; although it suggests that

copies of a directory's name list need not b e k ept b y nonparticipan ts, it do es not remo v e the

need for a complete cop y of the name list to p erform these op erations. These op erations

can therefore do no b etter than the classic tradeo� for replicated data: the op erations that

read the name list (listing and binding c hec k) can b e made more resilien t b y increasing

the degree of replication, but doing this requires the write op erations (co v erage transfer)

to up date m ultiple copies, making them more costly and (if up dates m ust b e atomic) less

resilien t. Note that replicated directory systems ha v e this same problem, but it is w orsened

b y the fact that name mapping is a read op eration on the directory , forcing a high degree

of replication to ac hiev e acceptable resiliency .

In sum, decen tralized naming giv es �rst priorit y to the resiliency (and e�ciency) of the

most common op eration|name mapping. The other op erations are then made as resilien t

and e�cien t as p ossible without compromising the p erformance of name mapping.

6.1.3 Securit y

This thesis has also examined the securit y asp ects of decen tralized naming. The use

of decen tralized naming do es not mak e it more di�cult to enforce mandatory securit y

restrictions, and it do es not complicate the discretionary c hec king of clien t authorization

b y managers, but it do es mak e it more di�cult for clien ts to b e sure the purp orted ob ject

managers that resp ond to their requests are authorized to do so b y the system's securit y

p olicy; that is, to b e sure the resp onses are not coun terfeit.

Chapter 5 presen ted a solution to the coun terfeit problem, using capabilities, and ev al-

uated its impact on the e�ciency and resiliency of name mapping. It w as sho wn that,

roughly sp eaking, the capabilit y sc heme appro ximates the p erformance of non-secure de-

cen tralized naming more and more closely as the detailed securit y p olicy is allo w ed to

c hange less and less frequen tly . Di�eren t parts of the name space can b e individually

tuned b y v arying the v alidit y times of individual capabilities.

One cannot exp ect to impro v e v ery m uc h on this sc heme. An y solution to the coun ter-

feit problem can b e exp ected to ha v e some adv erse p erformance impact on a decen tralized

naming facilit y , b ecause, strictly sp eaking, the naming is no longer decen tralized if the

system includes securit y agen ts that can rev ok e an ob ject manager's authorization to bind

names|at least one securit y agen t m ust b e included in eac h read quorum. The capabilit y

sc heme reduces the cost of con tacting securit y agen ts b y allo wing the agen ts to \promise"
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that the p olicy will not c hange for some set p erio d of time, and it app ears to tak e ab out

as m uc h adv an tage of that tec hnique as p ossible|for a capabilit y that co v ers a single

manager M , exactly one pair of extra messages is needed eac h time a request arriv es at

M after the most recen t cop y of the capabilit y has expired.

6.1.4 Other Results

This thesis has demonstrated the pr actic ality of decen tralized naming b y describing a

substan tial protot yp e implemen tation that is in daily use in the V distributed op erating

system. Although the curren t installation includes only ab out eigh t �le serv ers and �ft y

w orkstations, it has pro v en large enough to pro vide useful exp erience.

The V implemen tation also demonstrates the extensibility of decen tralized naming.

Most notably , its name space includes the �le systems of sev eral UNIX hosts as subtrees.

There is also a serv er that can mak e the �le system of an y host on the D ARP A In ternet

app ear as a directory in the V name space, using the In ternet's File T ransfer Proto col [33 ]

to access the remote �les.

6.2 F uture W ork

Decen tralized naming app ears to b e a promising area for con tin uing w ork. Most of the

w ork that remains at this p oin t is implemen tation and exp erimen tation with some of the

p ortions of the design that ha v e not y et b een incorp orated in to the V protot yp e. Tw o areas

of particular in terest are tec hniques for replicating name lists in large regional directories,

and expansion of the existing regional implemen tation to include global directories and

span an in ternet w ork.

W e do not y et ha v e enough exp erience with large regional directories to set do wn

guidelines for administering the replication of their name lists. In particular, it is not

clear ho w to decide ho w man y replicas are needed and what up date mec hanism should b e

used in a giv en situation. (The curren t V implemen tation do es not address this question

b ecause it includes only directories with o�-line name lists.) It is kno wn that (roughly

sp eaking) increasing the n um b er of replicas mak es reading more e�cien t and resilien t, at

the cost of making writing less e�cien t and resilien t. T o quan tify this insigh t and dra w

useful conclusions from it, additional measuremen ts are needed to determine the ratio of

read to write op erations, along with some careful mo deling to determine the exact cost

and resiliency as a function of the n um b er of replicas. The cost and resiliency are also

dep enden t on what algorithm is used to select and main tain agreemen t on the curren t

set of activ e replicas. The simplest algorithm statically selects sev eral replica sites, allo ws

reading an y replica, but forces write op erations to fail unless all sites are up and accessible.

More complex algorithms dynamically main tain a set of replicas that p erio dically con tact

one another, dropping or replacing an y cop y that cannot main tain comm unication with a

ma jorit y of the other copies. Algorithms of the latter t yp e incur an additional bac kground

comm unication cost on top of the basic cost of p erforming reads and writes, but ac hiev e

impro v ed resiliency for writing. Additional study is needed to decide when the b ene�ts of

suc h algorithms are w orth their cost.

It w ould also b e useful to gain exp erience with an implemen tation that includes global

directories and extends across an in ternet w ork. W e ha v e b egun to exp erimen t with adding

a global directory lev el to the V implemen tation, but our installation is not y et large

enough to put an y serious demands on the global lev el.

1

Exp erience with a really large

1

In fact, V installations are curren tly unable to gro w b ey ond a single lo cal net w ork b ecause of limitations

in the V k ernel implem en tation. The naming proto cols are la y ered on top of the message transaction proto col

VMTP [8 ] pro vided b y the V k ernel, whic h is designed to w ork across in ternet w orks; ho w ev er, the curren t

V k ernel implemen tation do es not.
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installation w ould pro vide further guidance in deciding where to dra w the line b et w een the

global and regional lev els of the directory hierarc h y . It w ould also rev eal an y unforeseen

problems that migh t arise in in terfacing the replicated global directory lev el to the regional

and lo cal lev els.

Finally , of course, it w ould b e pleasan t to see the decen tralized naming paradigm b e-

come widely used and adopted in a v ariet y of future distributed system designs. It app ears

quali�ed to serv e w ell.
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